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OZET

Bu ¢aligmada bir saglik sisteminde akilli kart kullanarak giivenlik protokolii tasarimi
yapilmis; tasartm bir pilot sistem iizerinde ger¢eklenmistir. Giivenlik protokoliinde,
kullanici akilli kartlar1, istemci ve sunucu uygulama arasindaki veri akisinin giivenli
bir bi¢imde saglanmasi amaglanmigtir. Bunun igin sistem bilesenlerinin birbirlerini
asillamas1 gerekmektedir. Hem asillama hem de giivenli kanal olugturulmasi igin
sistem bilesenleri kriptografik anahtarlar ve protokollerden yararlanirlar.
Kullanicilarin gizli anahtarlarimn, akilli kartlar {izerinde firetilip saklanmasi, sistem
icinde gizli anahtarlarin giivenligi konusunda sunulan ¢6ztimlerden birisidir.

Giivenlik protokolii alti taraftan olugmaktadir: Akilli kart kullanicilari, doktor ve
hasta; onlarin akilli kartlari, sunucu uygulama ve istemci uygulama. Doktor akill
kartim1 kullanarak hasta kartindaki ve internet yoluyla sunucudaki hasta bilgilerine
erigebilir ve hem hasta kartindaki hem de sunucudaki hasta verilerini giincelleyebilir.
Bu ¢alisgmada kimlik tamima, asillama, veri biitiinliigii gibi giivenlik problemleri
tartigilarak agik anahtar ve simetrik anahtar sifreleme algoritmalarinin birlikte
kullamldig ¢6ziimler gelistirilmistir.

Giivenlik protokoliiniin aktif elemanlar1 doktor karti, hasta karti, istemci uygulama
ve sunucu uygulamadir. Doktor, sunucuya internet iizerinden erisim saglar. Bunun
i¢cin doktor kartimn ve hasta kartimn varliklarinin sunucu tarafindan asillanmasi
gerekir. Bu islem sunucunun internet {izerinden iki kullaniciy: birlikte asillamasin
saglayan ikili asillama protokolii ile gergeklestirilir. Doktorun hasta karti igindeki
gizli bilgilere erisimi ise hasta kartimin doktoru asillamasimi gerektirmektedir. Bu
problemin ¢6ziimii i¢in iki akilhh kart arasindaki asillamay: gergeklestirecek bir
kimlik tanima protokolii tasarlanmigtir.

Taraflar arasindaki veri akigimin giivenligi hareketin her adimi igin taraflarin
giivenilirligi ve yeteneklerine bagli olarak ayr1 ayn ele alinmistir. Tasarlanan
giivenlik protokoliinii olusturan parcalar su sekilde siralanabilir: Iki akilli kart
arasindaki asillama protokolii(hasta karti tarafindan doktorun asillanmast),
sunucunun doktor ve hastay1 akilli kartlari araciligiyla senkron olarak asilladig: ikili
asillama protokolii, istemci-sunucu ve sunucu-hasta karti arasinda giivenli kanal
olusturulmasi ve hasta kartinin internet tizerinden sunucuyu asillamasi.



SECURITY PROTOCOL DESIGN AND APPLICATION USING
SMART CARDS IN A HEALTH CARE SYSTEM

SUMMARY

Smart card based solutions to medicine and informatics have become prevalent in
many countries in the world. The usage of smart cards in health care systems
provide critical health data such as emergency data and chronical diseases of the
patient to be stored in a portable, safe device. The goal of healthcard systems are to
improve healthcare for people by having accurate, complete records from doctors
and public health programs stored in an easy to use secure smart card. Other goals
include reduced healthcare costs and to promote access to preventative health
information. As more medical information is electronically stored and accessible
from widely available networks, techniques to increase healthcare data privacy,
confidentiality and security gained importance

In this study a security protocol is designed and developed using smart cards in a
health care system. The task of the security protocol is to perform secure data
transaction between users’ chip cards, client and server application. System
components must authenticate each other for secure transaction. Cryiptographic keys
and protocols are used to perform entity authentication and to construct secure
channel between the entities of the protocol. The usage of smart cards serve also for
the security of secret keys except for mobile storage of health data. Secret keys of the
users are generated and stored securely in the smart cards.

The security protocol involves six entities: Chipcard holders, doctor, patient, their
chipcards, server application and client application. (See Fig.1) Doctor, using his
smart card, reaches the private data in the patient card and through internet in the
server. It can update the patient data both in the patient card and server. In this study
security problems like identification, authentication and data integrity are discussed
and solutions are developed using both public key and secret key cryptographic
algorithms together.

Active members of the security protocol are doctor chipcard, patient chipcard, client
application and server application. The server can be reached by the doctor through
the internet. Doctor needs his card and patient card to be authenticated by the server
to access the patient data on the server. Server authenticates through the internet both
users together via the multi authentication protocol. Doctor’s access to the secret
information in the patient card requires authentication of doctor by the patient card.
As a solution of this problem identification protocol is designed that fulfills the task
of authentication among two smart cards.

The security of the data transaction between entities is examined for each step of
transaction one by one considering the confidentiality and abilities of each entity
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Figure 1. Elements of the system

related to that transaction. Designed security protocol is conformed of the parts
below: Authentication protocol among two smart cards (doctor’s authentication by
patient card), multi authentication protocol by which server authenticates doctor and
patient synchronously via their chipcards, construction of secure channels between
client—server and server—patient chipcard, and server’s authentication by the patient
card through the internet. All the steps of the security protocol must be executed one
after the other; each step needs the previous ones to be succeded before start to
execute.

The protocol design covers authentication, data integrity, confidentiality, and
nonrepudiation. Other problems of the health care system such as database
management, health data organisation are out of this thesis’ scope.

Health data access

Health data which will be needed by the doctor in the first hand in the process of a
medical threatment and in emergency time is stored in the patient card. The history
of the patient's medical treatment and all the medical test results are stored in a
database in the server. The first part of the health data can be reached by the doctor
depending on the conditions: the existence of a patient card, doctor's authentication
by doctor card and the verification of the validity of both cards by the client
programme. Doctor's access to the second part of the health data stored in the
database needs authentication of both doctor and patient by the server. There's a third
category of health data which is called sensitive data. Patient can prefer that a
medical illness or a medical treathment to be secret; all the data about this treatment
can be seen by only one special doctor who the patient prefers. Sensitive health data
can also be stored in the patient card depending on the patient's request.

xii



Design of the security protocol

The goal of the security protocol is to ensure the security of transmission between
four active entities of the system. These are doctor card, patient card, client and
server programs. In the sample application examined below, problems and
requirements in each step are defined and a protocol is developed to meet these
requirements. The healthcare application can be examined in six steps.

1. Client Program Session is Started by Doctor

Doctor accesses the system through client machine when the client program session
starts. Client program session continues for the doctor until he takes his chipcard out
of card reader or he closes the session manually. Client program starts in two stages.
One is authentication between doctor and his chipcard; the other is authentication
between doctor card and client program.

Doctor has to authenticate himself to the doctor card by entering his personal
identification number (PIN) to get his chipcard active on behalf of him. Before
checking the PIN, an authentication takes place between the chipcard and the client
program. Both entities check each other's validity through a symmetric key which is
stored in the client program and chipcard also. If the keys match, then transmission
can start between the chipcard and the client. Another goal of this symmetric key is
to guarantee the security of the whole transmission between the chipcard and the
client program.

2. Reading the Data in the Patient Card

After doctor session is started, doctor wants to read the data in the patient card. First
of all patient session must be started with the patient card, then patient card must
identify the doctor via the doctor card. There are two conditions which must be
achieved to start the patient session in the client program. Firstly, the doctor session
must be started successfully. The other condition is the authentication between the
client program and the patient card just like that in doctor’s session.

3. Patient Card Authenticates Doctor

Patient card must identify the doctor to decide which data will be accessible.
Sensitive health data can be accessed by only a specific doctor whose public key and
identity (ID) is stored in the card. Doctor authenticates himself to patient card by his
chipcard. Here the problem is how can a chip card can verify the signature of the
other chipcard, on a condition that none of them makes decription with public key
cryptography. The solution is an authentication protocol which makes use of both
symmetric and asymmetric cryptography algorithms.

This session will be valid only for one authentication process. A new session key is
produced in every session. The problem of sharing the keys is solved with the
Elliptic Curve key agreement scheme, Diffie-Hellman version in P1363

It is possible for a party, who wants to authenticate himself, to produce a signature by
using this session key and send it to the other side. A symmetric cypering algorithm
is used for signing and having this signature be approved. In the application
developed, 3DES is preferred which is supported by the smart card.
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The authentication process between patient and doctor is made up of the following
steps:

1. Patient card informs the client on the start of the authentication process, and
sends its public key to the client.

2. Client generates a random number which will be used as the KDP for patient and
doctor card.

3. Client sends KDP and public key of the patient (P_PK) to doctor card.

4. Client sends KDP to patient card. (Public key of the doctor is already kept in the
patient card)

5. Patient and doctor cards generate session keys.
6. D_ID is encripted with session key in the doctor card and sent to patient card.

7. Patient card decrypts the incoming package using the same session key and
compares it with the D_ID kept in itself. If the result is positive authentication is
successful. (See fig.2)

4. Doctor and Patient’s Authentication by the Server

When the doctor wants to connect the server to read the historical information of a
patient or to update information there, the server has to approve both the doctor and
patient synchronously

For this prupose, the signatures generated by the patient card and doctor card are sent
to the server by the client. These signatures may be captured by an attack towards the
communication between client and server. To prevent repetitive usage of these
signatures, a time stamp is used. Expired signatures are assumed invalid by the
server. Another attack may be to change the time stamp. To prevent this, the time
stamp(TS) is encrypted together with P_ID or D_ID correspondingly. However if the
attacker changes the system time instead of changing the TS, then this method is not
preventative. In the design of the protocol, the server machine is assumed to be
secure. Security issues like the usage of firewall are subjects of another study.

Server verifies the signatures by checking timestamp and comparing calculated IDs
with open ones. If verification is succeded then authentication is achieved.

5. Construction of a Secure Channel Between Client-Server

Transmission of authentication data should be made over a secure channel. The
reason behind that is the risk of corruption of data integrity much more than risk of
capture of signature by an attack. Secure channel is established by the encryption of
data by 3DES which uses a session key which is shared between client and server.
Diffie-Hellman key sharing method is used again for the generation of session key.
This method does not require a key exchange.
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The transmission of data required for authentication from client to server and
establishment of a secure channel is achieved by using only one package. This prevents
the server be kept busy unnecessaryly and reduces the traffic.

The secure channel between client and server lets the patient data be sent to server
securely. Server checks the identity of the doctor before sending the patient’s records
and lists the records which are secret to that specific doctor together with other records.

6. Patient Card Authenticates Server Over a Secure Channel
Data update in server and patient card process is formed of below steps:

1. Client sends the data update information through the secure channel between client-
server.

2. Server separates the parts to be written to the patient card after it updates the patient
data (doctor marks this data before sending it to the server). Server checks that if
patient data update needed in the card. If not protocol ends here.

3. For the patient card data update, server sends the data to the client together with its
approval including its signature through a secure channel between patient card and
server.

4. Client seperates the data into blocks and transfer the blocks to card reader to operate
on.

5. Patient card makes decription and verifies that the data is sent by the server.
6. Patient card updates the patient data.

Both authentication and data integrity will be ensured by the generation of shared secret
and one time usable session keys. The encrypted data coming from the server side is
breaked into pieces in the client side and each data block transferred to card reader one
by one. Each block by using the session key is decrypted in the patient card side and
after the validity check, this data is added to the necessary fields.

Verifying the integrity, hash value of data is appended to the data package in the server
side. When the package is unpacked, the hash value is calculated by the patient card and
it is compared with the hash value coming with the encrypted data. This way it is
ensured that the data is encrypted with the correct session key.

After the design of the security protocol, Zeit Control Smart Card Application
Development Kit is used in the development phase of the thesis. Enhanced Basic Card
ZC3.3 is programmed which has 8K of EEPROM. Organization of EEPROM space
which is used by cryptographic keys and algorithms and health data is another problem
solved in the thesis.

The role of smart cards used in the security protocol is more then the other health card
applications. Key generation, public key encription, symmetric key encryption and
decription operations are made in the smart cards. Secret keys of the users are not stored
in the server. Patient authenticates doctor via their smart cards and this authentication
process achieved in smart cards. In our design a patients’ sensitive data can be linked to
only one doctor which is called private doctor. This restriction can be exceeded by using
policy transfer mechanisms.
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1. GIRIS

Yapilan ¢aligmada ele alinan saglik sistemi, kisilere ait saglik verilerinin kisilerin
tagtyabilecegi bir ortamda ve bilgi merkezlerinde saklanmasim, erisilmesini, kayit
edilmesini ve bakimimin yapilmasim gergekleyen bir bilgisayar sistemidir. Bir
pilot saglik sistemi iizerinde, sistemden hizmet alacak olan kisilerin sisteme giiven
duymasim saglayabilecek bir giivenlik protokolii tasarlanmistir. Kisisel verilerin
korunmasi1 ve izinsiz ve amact diginda kullamlmasimin engellenmesi

amaclanmaktadir.

Calismanin kapsaminda; saglik verilerine erigimi kolaylastirma ve hizlandirma,
hizmet Kkalitesini arttirma, hasta bilgilerini giivenli bir ortamda saklama, saglik
verilerine degisik hastane, klinik vb. saglik merkezlerinden erisimin ve bu
verilerin hastaya yapilan islemlerden sonra giincellemesini saglama, hasta ile ilgili
verilerin yonetiminin tek bir merkezden yapilarak tutarlilifn saglama, hastanin
gecmis tedavi ve teshis bilgilerini merkezi bir ortamda tutma, kisisel verilerin

giivenligini saglama yer almaktadir.

Saglik sisteminde akilli kart kullamminin temel amaci, hastanin acil durumda
gerekli olabilecek verilerinin {izerinde tagiyabilecegi giivenli bir ortamda
saklanmas1 ve saglik sisteminde hasta verileri iizerinde iglem yapabilmek igin

hastanin ve doktorun varliklarinin asillanmasidir.

Sistemin kullamcilar olan hasta ve doktorun akilli kartlart aracilifiyla sistemde
islem yapma yetkilerinin belirlenmesi giivenligin bir pargasidir. Akilli kart
kullanim, kullanicilanin sisteme kendilerini tanitmalarim sagladifi gibi, hastanin
doktora, onun kimligini kontrol ederek baz kisisel verilerine erisime izin vermesi

gibi olanaklar sunmaktadir.

Sistemde saklanan ve aktarilan tiim Kkigisel veriler sifrelenmektedir. Veri
sifreleme, akilh kart okuyucusundan bilgi merkezine erigme olarak degisik
asamalarda kullanilmaktadir.



Pilot ¢alismada tizerinde giivenlik protokolii tasariminin yapilacag: saglik sistemi,
doktor, doktorun kullandig1 terminal veya istemci bilgisayar, bilgi merkezi olarak
kullanilan ve terminallerin uzaktan erisebildikleri sunucu bilgisayar, hasta ve
doktor ile hastanin akilhi kartlarindan olugsmaktadir. Yapilan ¢aligma istemci ve
sunucunun fiziksel konumlarina bagimlt degildir. Ele alinan saglik sisteminde
saglik verilerinin organizasyonu, veri tabami yoOnetimi gibi konular tez
¢aligmasinin kapsam: disindadir. Bir saglik sistemi {izerinde akilli kart kullanarak
giivenlik protokoliiniin tasarlanmasina temel olusturacak bigimde bir pilot sistem

ele alinmigtir.

Tez galisgmasinin baslangicinda genis kapsamli bir ¢alisma yapilmis ve dncelikle
diinyadaki akilli kart kullanan saglik sistemlerinin yapisi incelenmistir. Bu
inceleme 2. Boliim’ de 6zet olarak sunulmaktadir. Akilli kartlarin yapisi, ¢esitleri
ve standartlarla ilgili bir 6n qgllsma yapilmis; bu ¢alismaya da kisaca 2. Bolim’

de yer verilmigtir.

Giivenlik protokoliiniin tasarimi yapilmadan once kullanilacak uygun sifreleme
ilkellerinin belirlenmesi ve giivenlik mekanizmalarinin olusturulmasi igin bu
konuda kapsamli bir arastirma yapilmgstir. Akilli kartlarda simetrik sifreleme
verilerin gizliliginin saglanmasi amaciyla, uzun boyutlu verilerin sifrelenmesinde
kullamlirken agik anahtar sifreleme imza olusturma, veya anahtarlar gibi kisa
verilerin sifrelenmesinde kullanilir. Akilli kartlarin pek c¢ogunda simetrik
sifreleme sistemi olarak bir standart haline gelen DES sifreleme sistemi
kullanilirken benzer bir durum agik anahtar sifreleme igin s6z konusu degildir.
Yaygin kullammda simetrik sifreleme sistemi akilli kartin ROM’unda yerlesik
bulunurken agik anahtar sifreleme sistemleri sonradan tercihe bagli olarak
EEPROM’a yiiklenmektedir.

Agik anahtar sifreleme sistemlerinin akilh kartta kullanimi konusunda ¢aligmalar
siirmektedir. Bu konuda son dénemde en yaygin yonelim Eliptik Egri Sifreleme
Sistemi {izerinde olmustur. Bunun nedeni, kullamilan parametrelerin diger
sistemlerle karsilastirildiginda daha az yer isgal etmesidir. Anahtar uzunlugunun
kiigiik olmasi hesaplamalar1 da hizlandirmaktadir. Bu da akilli kartlar agisindan
Eliptik Egri Kriptosistemlerinin tercih edilmesine yol agmaktadir. Bu nedenle

sifreleme mekanizmalar1 arasindan eliptik egri temelli olanlarin incelenmesine



agirlik verilmigtir. Eliptik egri sifreleme sistemi 3. Boliim’de incelendikten sonra
eliptik egri protokolleri 5. B6lim’ de anlatilmigtir. 6. B6lim’de ise Agitk Anahtar
Kriptografi i¢in standart tamimlara ve kabullere yer verilirken bunlar arasinda

eliptik egri temelli olanlar {izerinde durulmustur.

Sifreleme sistemleri {izerine yapilan ¢alismaya 3. Bolim’de yer verilmis, burada
agirlikh olarak acgik anahtar sifreleme sistemleri iizerinde durulmustur. Akill
kartlarda tampon boyunun darligi nedeniyle veri sifrelemede kullanilan simetrik
sifreleme blok sifreleme yapisinda kullanilmaktadir. Bunun igin simetrik
sifreleme bollimiinde blok sifrelemeye yer verilmis, simetrik algoritmalar

tizerinde durulmamisgtir.

Algoritmalarin incelenmesinin ardindan 4. Boéliim’de bir giivenlik protokoliiniin
temel elemanlari incelenmis, kullanim alanlar1 agisindan degerlendirilmistir. Bu
boliimde ¢irpma fonksiyonlarina yer verildikten sonra simetrik ve asimetrik
sifreleme sistemleri olumlu ve olumsuz yanlanyla, karsilastirmali olarak

incelenmis, hibrit kriptosistemler ele alinmistir.

Asillama protokolleri, sayisal imza mekanizmalari, anahtar ortaklagtirma
diizenleri, tasarlanacak giivenlik protokoliiniin en 6nemli bilesenleridir. Onceki
boliimlerde olusturulan temeller iizerine 5.B6liim’de bilgi sistemi protokolleri

tanitilmugtar.

Giivenlik protokoliiniin tasarimi1 ve gergeklenmesi asamasina gegmeden Once
kullanmilacak uygulama gelistirme ortaminin ve araglarimin tamitilmasina yer
verilmigtir. Zeit Control Basic-Card {izerinde program gelistirilmistir, bu nedenle
7.B6lim’de Basic-Card program gelistirme kiti tanititmugtir. 8. Boliim’de ise Zeit

Control kitinin giivenlik mekanizmalar1 anlatilmasgtir.

Buraya kadar tez galigmasi tasarim ve gercekleme amacina yonelik bir 6n ¢aligma
niteligindedir. Buradan sonraki boliimlerde sirasiyla saglik sisteminin temel
bilegenleriyle birlikte tamitilmasi, giivenlik protokoliiniin tasarimimin alternatif

durumlar da ele alinarak tartisiimasi ve gergekleme agsamasi yer almaktadir.

L YUSEKOCRET I KURTLL
3 POKIMANTASYON MERKEZS



Tez ¢alismasimin 6nemli 6zellikleri agagidaki bigimde siralanabilir:

Akill1 kart okuyucunun baglh oldugu terminale giiven duyulmaksizin iki akilh
kartin tizerinde yiiriitiilen kriptografik islemlerle birinin digerini asillamasi

saglanmaktadir.

Giivenlik protokoliiniin bir diger agmasinda sunucu, merkezi veri tabanindaki
bilgilere erisimi denetlemek i¢in istemci iizerinden ikili kimlik dogrulama
yapmaktadir. Iki varligin da aym anda asillanmasi anlamia gelen bu iglem i¢in

doktorun ve hastanin akilli kartlar1 kullanilmaktadir.

Istemci makinaya bagh akilli kartin giincellenme islemi ise uzaktan erisim yoluyla
sunucu tarafindan gergeklestirilmektedir. Burada asillama ve giivenlik

problemlerinin ¢oziimii saglanmigtir.

Mikroislemcili kartin izerinde bulunan DES ve 3DES simetrik sifreleme sistemi
disinda akilh karta agik anahtar sifreleme algoritmasi olarak Eliptik Egri
Kriptografisine dayah algoritmalar yiiklenmistir. Akilli kart programlama i¢in
Basic programlama dili temelli ZC-Basic Akilli Kart kiti kullanilmustir.

Tasarlanan giivenlik protokoliinde kullanicilarin gizli anahtarlan kullanici akill
kartlar1 {izerinde iiretilmekte, akilli Kkartlannn diginda hi¢ bir ortamda
saklanmamaktadir. Sunucuda yalmzca kullamcilarin agik anahtar bilgileri

tutulmaktadir.

Sunucu, istemci tizerinden akilli karta eriserek gerekli asillamalar
gergeklestirildikten sonra karti giincellemektedir. Giincelleme verilerinin giivenli
bir bigimde Kkarta iletilmesi giivenlik protokoliiniin ¢6ziimledigi problemler

arasindadir.



2. AKILLI KARTLAR VE SAGLIK SISTEMLERINDE KULLANIMI

Akilll Kartlar ilk kez 1974’te Moreno/Innovatron tarafindan tamtilmigtir. Ilk
biiyiik uygulamasi1 1982’de Fransa’da ger¢eklenmistir. Avrupa tilkelerinde GSM
gibi yaygin kullanim alanlar1 olugurken, ABD’de yaygin kullanim ¢ok sonralari
baglamigtir. X.509 olarak da bilinen sayisal sertifikalarin kullamci ve
organizasyon tabaninda asillama amaciyla kullanimina dayali olarak gelisen
clektronik ticaretin yayginlagmasi, akilli kartlarin bu alanda genis bir pazar
bulmasina neden olmustur. Boylece akilli kart teknolojileri hizla gelismeye

baglamigtir.

Akilli kart tabanli saglik kartt uygulamalar1 da yayginlagsmaktadir. Hastalarin tibbi
kayitlar1 arasindan kiigiik bir veri kiimesi segilerek saglik kartina yiiklenir.
Boylece kart kullammi ile, tagmnabilir tibbi kayitlar, diger kayitlara erigim
baglantilari, veri tabanlan igin erigim anahtarlann ve saglik hizmetleri arasinda
biitiinliigli saglayan bir sistem kurulmasim kolaylastirma gibi yetenekler elde
edilir. Saghk karti uygulamalarinda internet O6nemli bir yere sahiptir.
Intranet/internet teknolojilerinin yayilmasi1 daha yiiksek seviyeden giivenligi
gerektirir. Giivenlik ozellikle siteler arasi haberlesmenin korunmasinda, kisisel
bilgilerin  saklanmasinda, elektronik hareketlerin  korunmasinda 6nem
kazanmaktadir. Bu tiirden uygulamalarda kullanilacak olan hizmetler; istemci
islemlerinde sunucu tamimlama, sunucu islemlerinde istemci tamimlama,
kriptografi ve elektronik imzalar, kisisel verilerin saklanmas: (kisisel anahtarlar),
genel bilgilerin saklanmasi (agik anahtarlar) olarak siralanabilir. Saglik kartlarinin
uygulama alanlan arasinda, acil yardim, toplumsal ve genel tedavi (diabetik,
oziirlii vb. tedavileri), koruyucu hekimlik, niifus topluluklar ( g¢ocuklar, yaslhlar,
hamile kisiler vb.), muhasebe ve yonetimsel amaglar, veri bankalarim sorgulama
ve farkl hizmetler arasinda veri alig verisi sayilabilir. Saglik kart, sosyal glivenlik
karti, sigorta kartt olarak adlandirilan, kapsamlarinda farkliliklar tasiyan

uygulamalar agagida Boliim 2.2° de 6zetlenmektedir.



2.1. Akilh kartlar

Akillh  kart, i¢ine bir mikroislemci ve bir bellek tiimdevresi veya
programlanabilme 6zelligi olmadan yalmzca bellek tiimdevresi yerlestirilmis bir
elektronik karttir. Mikroislemcili kartlar, kart {izerinde bulunan veriler tizerinde
degisiklik yapilmasina olanak tanirken bellek Kkartlar1 yalmzeca Onceden
tamimlanmis islemleri yiiriitebilirler. Akilli kartlar {izerinde bilgi saklayabilmesi

ve verilerin glivenligini saglayabilmesi a¢isindan manyetik kartlardan ayrilir.

RAM

ISO Kontaktlarn
i ————— Tl =~ = EEPROM
Dizin ve
Dosyalar

CPU Veri,
1 Parola
ve

Anahtarlar

ROM

Istetim Sistemi

Sekil 2.1.Akill kart mimarisi

Sekil 2.1°de bir mikroislemcili kart mimarisi goriilmektedir. CPU, merkezi islem
birimi olup; ROM’da akilli kart isletim sistemi bulunmaktadir. EEPROM’da dizin
ve dosyalar, veriler, parola ve anahtarlar tutulurken sonradan karta eklenecek ek
islevler, programlar da burada saklanir. Burada tutulan veriler sonradan erigilerek
degistirilebilir. Akilli kartin yapis1 goriildiigii gibi bir bilgisayarda bulunan temel
Ozelliklere sahiptir. Akillh kartlar yapisal olarak Sekil 2.2°de goriildiigi gibi
simiflandirilir. Bellek kartlan, genel olarak veri saklamak amaciyla kullamlir. En

genel uygulama bir kullammbk telefon kartlandir. Odeme o6nceden yapilir,



karttaki saya¢ sifirlanana kadar kullanilir ve ardindan bu sayag tekrar kullanilmak
iizere yeniden artirilamaz. Bellek kartlarinda bu islemlerin giivenligi gibi
konularda heniiz bir standart olusmamustir. Bir terminalin kontroliinde senkron
calisirlar. Mikroiglemcili kartlarin asenkron galigmasi ve bir dizi islem yaptiktan
sonra terminale bir yanit déndiirmeleri, bellek ve mikroislemcili kartlar arasindaki

calisma farklarindan birisidir.

EEPROM bellek Kkartlari, yeniden yazilabilir bellegi olan ve bilgi saklamak
amactyla kullanilan kartlardir. Kartlarin iginde kullamlan dosya yapisina iliskin

olarak herhangi bir standart mevcut degildir.

Saklayicili bellek kartlan ise sinirh bellege sahiptirler. Bu kartlarda abakiis tipi

sayma metodu vardir. Sayag sifirlandig1 zaman yeniden kullanilamazlar.

Mikroiglemcili kartlar ger¢cek anlamda “akilli” kartlardir. Mikroislemci birimi,
RAM, ROM, veri saklama amaciyla genellikle EEPROM, giris/cikis arabirimi ve
bir igletim sistemi vardir. = Mikroiglemci birimi, matematiksel islemleri
yiiriitebilmek i¢in bir dizi komut kullanir. Baz1 durumlarda basit bir kesme kontrol
sistemi de igerebilir. RAM, 128 sekizli ile baslayan ve giderek artan geniglikte
olabilmektedir. Uygulamalar karmasiklastik¢a bellek gereksinimi de artmaktadir.
ROM’da akilli karta sabitlenmis programlar bulunur. Akill kartta, PC’deki disk
sliriici yerini tutan bilgi saklamak igin kullanilan EEPROM genisligi, 1K-64K
arast degisebilmektedir. Girig/gikis  arabirimi ise evrensel asenkron

alici/gonderici, UART diye adlandirilir.

EEPROM bellek kartlart
Bellek kartlar; <:
Akilh Kartlar < Saklayicili bellek kartlan

Mikroiglemcili kartlar

Sekil 2.2. Akilli kartlarin siniflandirilmasi

2.1.1. Akialh kart ile sayisal imza

Saglhik uygulamalarinda kimlik denetimi ve asillamanin gergeklestirilmesi igin
kullamlan sayisal sertifikalar, bir gesit sayisal imza islevini goriir. Ornegin bir

kisinin sayisal imzas1 ele gegirildiginde o kisi yerine imza atmak ve o kisinin






