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A HOLISTIC APPROACH TO RISK ASSESSMENT FOR MARITIME 

AUTONOMOUS SHIP OPERATIONS 

SUMMARY 

Maritime Autonomous Surface Ships (MASS) are expected to transform maritime 

transport by reducing crew workload, enabling new business models and potentially 

improving safety performance. At the same time, the transfer of navigational tasks 

from bridge teams to automated and remotely supervised systems introduces new types 

of hazards and reshapes traditional ones. Decision-makers therefore need risk-

assessment tools that can cope with sparse data, heterogeneous evidence and rapidly 

evolving technology, while remaining transparent enough to support design, 

regulatory and operational decisions for early MASS deployments. 

This thesis develops and applies a holistic framework for quantitative risk assessment 

of MASS navigation. The work concentrates on ship-level navigational risks that may 

lead to collisions, groundings or loss of control during open-sea and coastal transits, 

including operations in mixed traffic with conventional vessels. The focus is on the 

core navigational functions of sensing, decision-making and control, and on the ways 

in which different degrees of autonomy affect the risk picture. Four broad failure 

categories are defined: Human-Related, Technological, Operational and 

Environmental conditions. 

The starting point is a structured taxonomy of 16 navigational failure modes derived 

from a PRISMA-guided systematic review of autonomous-ship safety studies, 

regulatory and technical documents, and expert input. Human-related modes include 

insufficient navigational skills, resistance to new technologies, cognitive overload and 

inadequate training on digital tools. Technological failures cover sensor malfunctions, 

navigation software glitches, cybersecurity breaches and connectivity issues. 

Operational failures comprise over-reliance on automation, inadequate emergency 

response, inefficient route planning and failure to detect small obstacles. 

Environmental conditions include adverse weather, strong currents, sea-temperature 

fluctuations and restricted visibility. 

These failure modes are assessed through a Failure Modes, Effects and Criticality 

Analysis (FMECA) that uses three risk parameters: Occurrence, Severity and 

Detectability. Ratings are expressed on five-level linguistic scales rather than as point 

values, to reflect the lack of historical data for MASS operations. Judgements are 

elicited from a purposively sampled panel of seven domain experts with experience in 

ship navigation, remote-operation concepts, safety management and regulation. 

Individual expert opinions are then translated into basic belief assignments in the sense 

of Dempster–Shafer (DS) evidence theory, providing an explicit representation of both 

support and ignorance. 

In the second step, DS fusion rules are used to aggregate the experts’ belief structures 

for each failure mode. The combined mass functions are subsequently mapped to a 

dimensionless Crisp Risk Value (CRV) index on a 0–125 scale, which condenses the 
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joint effect of Occurrence, Severity and Detectability while preserving the relative 

ordering of hazards. The resulting ranking highlights a small subset of highly critical 

failure modes. Sensor malfunctions obtain the highest CRV, around 45, closely 

followed by over-reliance on automation and cybersecurity breaches with CRVs in the 

low-40s. At the category level, Technological failures emerge as the most critical 

group with a CRV close to 35, followed by Human-Related and Operational failures 

with CRVs around 30 and Environmental conditions with CRVs in the low-20s. 

The third step links the DS results to a rule-based Bayesian Network (BN) that models 

causal relationships between the four failure categories and an overall MASS 

navigational-risk node. A transparent set of IF–THEN rules translates combinations of 

Occurrence, Severity and Detectability ratings into discrete risk states that serve as 

inputs to the BN. Once the network is parametrised with CRVs and prior probabilities, 

it can be used to update the risk picture under alternative scenarios, propagate 

uncertainty and explore how changes in specific failure modes or categories influence 

the overall navigational-risk level. 

Quantitative analyses performed on this model show that the baseline MASS 

navigational risk is driven primarily by the interaction of technological and human-

related failures, with environmental conditions acting mainly as amplifiers of existing 

vulnerabilities. Sensitivity factors computed at the category level indicate that modest 

improvements in technological and human-related failures would yield the largest 

reductions in overall CRV, whereas changes in environmental conditions have a 

smaller but still noticeable effect. Structural robustness tests, including a scenario in 

which over-reliance on automation is reclassified between categories, confirm that 

while category-level CRVs shift, the identity and relative ordering of the most critical 

failure modes remain stable. 

Overall, the thesis demonstrates that an integrated FMECA–DS–rule-based BN 

pipeline can deliver a coherent quantitative picture of navigational risk for MASS even 

when empirical data are scarce. The framework offers a structured way to prioritise 

hazards, clarify the impact of expert disagreement and uncertainty, and test the stability 

of conclusions under plausible changes in assumptions. The findings point to sensor 

reliability, cybersecurity protection, thoughtful automation design and training for 

digital navigation tools as key levers for improving the safety of autonomous and 

highly automated ship operations. The approach is designed to be reusable and 

updatable as new operational data and experience with MASS become available, 

providing a basis for evidence-informed design choices, regulatory development and 

operational guidelines.
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OTONOM GEMİ OPERASYONLARI İÇİN BÜTÜNCÜL BİR YAKLAŞIMLA 

RİSK DEĞERLENDİRMESİ 

ÖZET 

Bu tez, deniz taşımacılığında giderek önem kazanan Maritime Autonomous Surface 

Ships (MASS) kavramı için seyir güvenliği odaklı bütüncül bir risk değerlendirme 

yaklaşımı geliştirmektedir. Otonomi seviyelerinin artmasıyla birlikte köprüüstü 

personelinin görevleri otomasyon, sensör füzyonu ve uzaktan gözetim sistemleriyle 

paylaşılmakta; bu durum hem geleneksel seyir tehlikelerinin biçimini değiştirmekte 

hem de yeni tür riskler ortaya çıkarmaktadır. Mevcut kaza istatistiklerinin MASS için 

yetersiz olması, veri temelli klasik yöntemlerin tek başına kullanılmasını 

güçleştirmektedir. Bu nedenle, tezde nadir olaylara ve uzman yargılarına dayanan 

kanıtların tutarlı biçimde bir araya getirilebileceği, şeffaf ve güncellenebilir bir nicel 

çerçeve tasarlanmıştır. 

Çalışmanın kapsamı, MASS’ın seyre ilişkin işlevleriyle sınırlıdır ve gemi seviyesinde 

çarpışma, karaya oturma veya kontrol kaybına yol açabilecek seyir tehlikeleri ele 

alınmıştır. Analiz, karışık trafik senaryoları da dâhil olmak üzere açık deniz ve kıyı 

sularındaki seyir operasyonlarını kapsamaktadır. Özellikle, Uluslararası Denizcilik 

Örgütü’nün tanımladığı otonomi seviyeleri arka plan alınarak, köprüüstünde insan 

varlığının giderek azaldığı ve karar verme süreçlerinin uzaktan kumanda merkezlerine 

ve otonom algoritmalara kaydığı durumlar dikkate alınmıştır. Çerçevede dört ana arıza 

kategorisi tanımlanmıştır: C1 insan kaynaklı arızalar, C2 teknolojik arızalar, C3 

operasyonel arızalar ve C4 çevresel koşullar. Bu kategoriler, hem literatürde sık 

kullanılan “human–technology–operation–environment” ayrımını yansıtmakta hem de 

sonraki modelleme adımlarında kullanılacak Bayesçi ağ yapısına temel 

oluşturmaktadır. 

İlk adımda, PRISMA rehberli bir sistematik literatür taraması yürütülmüş; önde gelen 

bilimsel veri tabanlarında MASS ve otonom denizcilik güvenliği ile ilgili çalışmalar 

taranmıştır. Bu taramaya, uluslararası düzenleyici ve teknik dokümanlar ile sektör 

raporları da dâhil edilmiştir. Elde edilen çalışma kümesi, MASS güvenliği konusunda 

literatürde sık tekrarlanan tehlike türlerini, operasyonel bağlamları ve önerilen 

önlemleri sistematik biçimde ortaya koymuştur. Bu bilgi birikimi, akademik 

literatürdeki bulgular ile uygulamadaki deneyimleri bir araya getiren uzman 

görüşleriyle birleştirilmiş ve bu sayede seyir odaklı bir tehlike taksonomisi 

tasarlanmıştır. 

Bu süreç sonunda, 16 adet seyir arıza modu içeren ayrıntılı bir taksonomi 

geliştirilmiştir. İnsan kaynaklı arızalar; yetersiz seyir yetkinliği, yeni teknolojilere 

direnç, bilişsel yüklenme ve dijital araçlar konusunda yetersiz eğitim gibi durumları 

içermektedir. Teknolojik arızalar; sensör arızaları, seyir yazılımı hataları, siber 

güvenlik ihlalleri ve bağlantı kayıpları olarak modellenmiştir. Operasyonel arızalar; 

otomasyona aşırı güven, yetersiz acil durum müdahalesi, verimsiz rota planlama ve 

küçük engellerin tespit edilememesi şeklinde tanımlanmıştır. Çevresel koşullar ise 
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olumsuz hava, güçlü akıntılar, deniz suyu sıcaklığındaki ani değişimler ve kısıtlı görüş 

gibi etkenleri kapsamaktadır. Bu taksonomi, MASS navigasyon sürecinin tamamını 

kapsayacak şekilde tasarlandığından, daha sonraki yöntem adımlarında veri giriş 

yapısını ve yorum çerçevesini belirleyici bir rol oynamaktadır. 

Taksonomi, tezde kullanılan FMECA (Failure Modes, Effects and Criticality 

Analysis) çalışmasının temelini oluşturmaktadır. Her bir arıza modu, ortaya çıkma 

olasılığı (Occurrence), sonuç şiddeti (Severity) ve tespit edilebilirlik (Detectability) 

olmak üzere üç risk parametresi ile değerlendirilmiştir. Tarihsel kaza verilerinin sınırlı 

olması nedeniyle, bu parametreler beş kademeli dilsel ölçeklerle (Çok Düşük–Çok 

Yüksek) ifade edilmiştir. Değerlendirmeler, seyir operasyonları, otomasyon 

konseptleri ve güvenlik yönetimi alanlarında deneyimli yedi uzmandan amaçlı 

örnekleme ile seçilen bir panel tarafından yapılmıştır. Uzmanlara, FMECA 

parametrelerinin anlamı ve arıza kategorilerinin kapsamı hakkında ortak bir referans 

çerçevesi sağlanmış; böylece farklı geçmişlere sahip uzmanların benzer kavramları 

aynı şekilde yorumlaması hedeflenmiştir. 

Uzmanların verdiği dilsel yargılar, Dempster–Shafer kanıt teorisi çerçevesinde temel 

güven fonksiyonlarına dönüştürülerek hem destek hem de cehalet açıkça temsil 

edilmiştir. Her bir uzman için, O, S ve D parametrelerine ait olasılık kütleleri ayrı ayrı 

tanımlanmış; daha sonra güvenilirlik indirgeme katsayıları kullanılarak uzmanların 

göreli güvenirliği dikkate alınmıştır. İkinci adımda, her bir arıza modu için 

uzmanlardan elde edilen kanıtlar Dempster–Shafer kombinasyon kuralı ile 

birleştirilmiş ve çatışmayı temsil eden K terimi ile birlikte panel görüşünü yansıtan 

bileşik güven fonksiyonları elde edilmiştir. Böylece, hem ortak kanaatin güçlü olduğu 

durumlar hem de uzmanlar arasında belirgin görüş ayrılığı bulunan alanlar sayısal 

biçimde görünür kılınmıştır. 

Bu bileşik güven fonksiyonları daha sonra 0–125 aralığında boyutsuz bir “Crisp Risk 

Value (CRV)” indeksine eşlenmiş, böylece ortaya çıkma, şiddet ve tespit edilebilirlik 

etkilerini tek bir sayısal gösterge altında toplayan fakat göreli sıralamayı koruyan bir 

ölçüt elde edilmiştir. Sonuçlar, sensör arızaları, otomasyona aşırı güven ve siber 

güvenlik ihlallerinin CRV değerlerinin 40’lı aralıklarda olduğu ve çalışmadaki en 

kritik arıza modlarını oluşturduğunu göstermektedir. Kategori düzeyinde ise 

teknolojik arızalar yaklaşık 35 civarında CRV ile en riskli grup olarak öne çıkarken, 

insan kaynaklı ve operasyonel arızalar 30 civarında; çevresel koşullar ise 20’li 

değerlerde CRV üretmiştir. Böylece, MASS navigasyon güvenliğinin büyük ölçüde 

algılama sistemleri, otomasyon tasarımı ve insan–makine etkileşimi etrafında 

şekillendiği ortaya konmuştur. 

Tezde belirsizliğin yönetimi ayrı bir katman olarak ele alınmıştır. Uzmanlar arasındaki 

yargı farklılıkları, dilsel ölçeklerin beş seviyeye indirgenmesi, 5×5×5 boyutlu kural 

tabanının seçimi, Bayesçi ağ yapısının varsayımları ve zaman içinde veri 

güncellemeleri gibi unsurlar başlıca belirsizlik kaynakları olarak tanımlanmıştır. Her 

bir kaynak için uygulanan azaltma ve izleme stratejileri tablolaştırılmış; panel 

büyüklüğünün sınırlı olması, alternatif kural setlerinin farklı risk sıralamaları 

üretebileceği ve yeni veri geldikçe modelin güncellenmesi gerekeceği gibi hususlar 

açıkça tartışılmıştır. Bu yaklaşım, elde edilen nicel sonuçların kesin değerler olarak 

değil, açıkça belirtilmiş varsayımlar altında üretilmiş “kanıta dayalı en iyi tahminler” 

olarak yorumlanmasını sağlamaktadır. 

Üçüncü ana adımda, Dempster–Shafer sonuçları kural tabanlı bir Bayesçi Ağ (BN) ile 

ilişkilendirilmiştir. Ağ yapısı, dört arıza kategorisini ve bunlara bağlı tek bir “MASS 



xxv 

navigasyon riski” düğümünü içermektedir. FMECA’dan elde edilen O, S ve D 

kombinasyonlarının belirli risk durumlarına karşılık geldiği 5×5×5 boyutlu şeffaf bir 

IF–THEN kural tablosu tanımlanmış ve bu kurallar BN’e girdi sağlayacak diskret risk 

durumlarını üretmiştir. Ağ, CRV değerleri ve ön olasılıklarla parametreleştirildikten 

sonra, farklı senaryolar altında risk görünümünün güncellenmesine, belirsizliğin 

yayılmasına ve belirli kategorilerdeki iyileştirmelerin genel navigasyon riski 

üzerindeki etkisinin incelenmesine imkân vermiştir. Ayrıca, duyarlılık faktörleri 

yardımıyla her kategori ve arıza modunun, toplam riskteki değişime ne ölçüde katkı 

yaptığı sayısal olarak ifade edilmiştir. 

Nicel analizler, temel senaryoda MASS navigasyon riskinin ağırlıklı olarak teknolojik 

ve insan kaynaklı arızaların etkileşimiyle şekillendiğini ortaya koymuştur. Çevresel 

koşullar, özellikle hava ve görüş kısıtları, bu kırılganlıkları güçlendiren birer çarpan 

olarak rol oynamaktadır. Kategori bazında hesaplanan duyarlılık faktörleri, teknolojik 

ve insan kaynaklı arızalardaki mütevazı iyileştirmelerin toplam CRV’de en yüksek 

azalmayı sağlayacağını, operasyonel ve çevresel kategorilerdeki değişimlerin ise daha 

sınırlı ama göz ardı edilemeyecek etkiler yarattığını göstermiştir. Yapısal sağlamlık 

analizi kapsamında, otomasyona aşırı güven arıza modunun farklı kategorilere yeniden 

sınıflandırıldığı senaryolar test edilmiş; kategori CRV değerleri değişse de en kritik 

arıza modlarının kimliği ve göreli sıralamasının büyük ölçüde korunduğu görülmüştür. 

Bu bulgular, önerilen metodolojinin, kavramsal düzeyde makul değişikliklere karşı 

kararlı bir risk resmi sunduğunu göstermektedir. 

Tez, sonuç olarak FMECA–Dempster–Shafer–kural tabanlı BN entegrasyonunun, veri 

kıtlığının yaşandığı erken MASS uygulamalarında dahi seyir risklerine ilişkin tutarlı 

ve şeffaf bir nicel tablo sunabildiğini göstermektedir. Önerilen çerçeve, tehlikelerin 

önceliklendirilmesi, uzman görüşleri arasındaki anlaşmazlıkların ve epistemik 

belirsizliğin açıkça belgelenmesi ve varsayımlardaki makul değişiklikler altında 

sonuçların ne ölçüde kararlı kaldığının test edilmesi için pratik bir araç sağlamaktadır. 

Bulgular, sensör güvenilirliğinin artırılması, siber güvenlik önlemlerinin 

güçlendirilmesi, otomasyon tasarımında insan–makine etkileşimine özel önem 

verilmesi, rota planlama ve acil durum prosedürlerinin gözden geçirilmesi ve dijital 

seyir araçlarına yönelik eğitimlerin güçlendirilmesi gibi alanların MASS güvenliği 

açısından öncelikli müdahale noktaları olduğunu göstermektedir. Çerçevenin tekrar 

çalıştırılabilir ve güncellenebilir yapısı sayesinde, MASS denemeleri ve erken ticari 

operasyonlardan elde edilecek yeni verilerle modelin rafine edilmesi ve tasarım, 

düzenleme ve operasyonel prosedürler için kanıta dayalı karar destek aracı olarak 

kullanılması mümkün olacaktır. 
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 INTRODUCTION 

The maritime industry is undergoing a structural transformation driven by 

digitalization, automation, and remote operations, with Maritime Autonomous Surface 

Ships (MASS) emerging as a key innovation pathway in this transformation [1,2,3]. 

Autonomy is expected to reshape ship design and operation by enabling more efficient 

routing, continuous monitoring and reduced exposure of seafarers to hazardous 

environments, while also reconfiguring the roles and responsibilities of human 

operators on board and ashore [4]. At the same time, increasing system complexity, 

cyber-dependence and human–automation interaction create new classes of risk that 

are not yet fully understood or regulated [5,6]. 

Regulatory bodies and international organisations have begun to respond to these 

developments. The International Maritime Organization (IMO) has introduced a four-

level autonomy framework for MASS and has conducted regulatory scoping exercises 

to identify gaps in existing conventions [6,7,8]. These efforts, together with Formal 

Safety Assessment (FSA) guidelines, underline that the introduction of autonomous 

and highly automated ships should be guided by systematic, evidence-informed risk 

assessment rather than by technology push alone [6,7]. Within this landscape, 

navigation has been repeatedly highlighted as a core function where failures can most 

directly lead to collisions, groundings and other severe outcomes. 

Recent research has therefore focused on navigational safety and operational risks in 

MASS. Factor-based frameworks and scenario studies have been proposed to capture 

human, technological, environmental and cyber-related influences on navigational 

risk, and hybrid methods such as FME(C)A, fuzzy logic and Bayesian Networks have 

been applied to selected operations and encounter scenarios [9,10,11]. In parallel, 

Dempster–Shafer evidence theory and related extensions have been used in maritime 

risk modelling to aggregate expert judgements under data sparsity and to represent 

partial ignorance and conflict [12,13,14,15,16]. However, these approaches are often 

applied separately, with limited attention to how they can be combined into a coherent, 
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navigation-centred framework for MASS or how sensitive their results are to 

modelling assumptions and expert aggregation schemes [10,11,15]. 

Against this background, the thesis titled “A Holistic Approach to Risk Assessment 

for Maritime Autonomous Ship Operations” develops and applies an integrated 

FMECA–Dempster–Shafer–rule-based Bayesian Network framework for navigational 

risk assessment in MASS. Chapter 1 introduces the context and motivation for MASS, 

formulates the problem statement and research gap, defines the research questions and 

objectives, clarifies scope, assumptions and key terms, and summarises the main 

contributions and originality of the work, thereby setting the stage for the 

methodological and case-study chapters that follow. 

 Context and Motivation for Maritime Autonomous Surface Ships (MASS) 

The maritime industry is undergoing a structural transition driven by automation, 

connectivity and data-centric decision support. Within this transition, MASS have 

emerged as a central concept, promising changes in how ships are designed, operated 

and regulated. Recent analyses of industrial revolutions in shipping underline that 

autonomy is not only a technological innovation but also a change in the role and 

working patterns of seafarers [1,2]. Ecosystem-oriented studies further argue that 

autonomous shipping can create new value chains by integrating vessels, ports and 

logistics actors through digital platforms [3]. In parallel, technology-foresight work 

highlights that autonomous ships are “on the horizon”, with expectations of improved 

safety, lower operational costs and reduced environmental impact [17]. 

The move towards MASS is also shaped by concerns about safety and reliability. 

Cybersecurity, complex software dependencies and increased connectivity create new 

attack surfaces and failure modes, especially when ships are operated remotely or 

without crew [5]. At the same time, autonomy is expected to mitigate some of the long-

standing vulnerabilities of conventional shipping, such as fatigue-related human error 

and limited situational awareness during demanding operations [2,4]. This dual 

character—reducing some risks while introducing others—makes systematic risk 

assessment a precondition for the large-scale deployment of autonomous ships rather 

than a secondary task [5,18]. 
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To support a common vocabulary, the International Maritime Organization (IMO) has 

proposed four degrees of autonomy for MASS. At Degree of Autonomy 1, ships 

remain crewed but rely on automated processes and decision-support systems; human 

operators can intervene at any time, and most control functions are still performed on 

board. Degree 2 refers to remotely controlled ships with crew on board, where 

navigation decisions may be taken from shore, but on-board personnel are available 

for backup and emergency intervention. Degrees 3 and 4 cover crewless ships: in 

Degree 3, control is exercised entirely from shore-based centres, while in Degree 4 the 

vessel can plan and execute operations autonomously using advanced algorithms, 

perception systems and artificial intelligence. These degrees create a continuum from 

conventional to fully autonomous operations and are now widely used in both 

regulatory studies and academic research [6,19,20] . 

Across these autonomy levels, the human element does not disappear but is 

redistributed. Studies on future maritime operations show that crews, remote operators 

and supervisory teams will still perform monitoring, decision-making and recovery 

tasks, often mediated by complex human–AI interfaces. Perceived benefits include 

more predictable operations and reduced exposure of personnel to hazardous 

environments, yet there is also concern about new cognitive demands, loss of 

traditional seamanship cues and potential over-reliance on automation. A systematic 

review of human–AI interaction in autonomous ship systems concludes that interface 

design, workload management and trust calibration are central to safe MASS 

operations [4,18]. This reinforces the need to view autonomy as a socio-technical 

change rather than a purely technical upgrade. 

Regulatory and policy debates mirror these concerns. IMO’s regulatory scoping 

exercises and Formal Safety Assessment (FSA) guidelines emphasise that MASS 

development should follow a risk-based, evidence-informed approach [7]. Technical 

reports and European Maritime Safety Agency (EMSA) studies have catalogued 

potential regulatory gaps and case-specific risks for remote-controlled and 

autonomous ships, while highlighting the absence of mature international standards 

for liability, responsibility allocation and certification [21,22]. Sectoral organisations 

and classification societies, such as the International Maritime Rescue Federation and 

Lloyd’s Register, have begun to discuss how existing safety and search-and-rescue 

arrangements must adapt when ships are operated with reduced or no crew [23,24]. 
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Collectively, these efforts show that the regulatory environment is evolving but not yet 

settled, and that robust risk information is needed to support balanced rule-making. 

The emerging empirical literature on MASS risks illustrates both progress and 

remaining gaps. Fan et al. proposed a factor framework that spans human, ship-related, 

environmental and technological dimensions of navigational risk, offering an early 

structured view of how different sources of hazard interact across autonomy levels [9]. 

Chang et al. combined Failure Mode and Effects Analysis with Evidential Reasoning 

and a Rule-Based Bayesian Network to quantify operational risks in MASS, 

identifying critical hazards such as interaction with manned ships, cyber-attacks and 

equipment failures [10]. Network-based and fault-tree–fuzzy Bayesian Network 

models have been developed to address collision risks under limited historical data, 

demonstrating how expert judgement can be formalised when empirical datasets are 

scarce [25,26]. 

In parallel, bibliometric and systematic reviews have mapped the broader research 

landscape. A large-scale review of risk, safety and reliability studies on autonomous 

ships identifies three dominant themes: safety-oriented risk assessment and decision 

support, navigation safety and pre-collision measures, and cybersecurity. Another 

systematic review of hazard identification and risk analysis methods for MASS 

summarises the growing diversity of techniques—from scenario-based HAZID and 

FME(C)A variants to Bayesian Networks and dynamic risk indicators—and calls for 

more integrative methodologies and empirical validation. These reviews also 

emphasise persistent data sparsity for real autonomous operations and the need to 

reconcile overlapping safety and security concerns [11,27]. 

Despite this progress, several limitations motivate the present thesis. First, many 

existing studies focus on specific subsystems (for example, collision-avoidance 

algorithms or navigation control) or narrow operational scenarios, which makes it 

difficult to capture the combined effect of technological, human, operational and 

environmental factors across the full MASS operation. Second, risk assessments often 

apply a single method or rely solely on point estimates of probability, even though the 

evidence base is typically composed of expert judgements with varying confidence 

levels and partially conflicting views. Third, the linkage between regulatory 

expectations—such as FSA guidance and MASS scoping outcomes—and quantitative 
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risk models is still weak; few studies translate regulatory concerns directly into 

structured taxonomies of failure modes and risk indicators [7,8]. 

These limitations point to the need for a holistic and methodologically transparent risk-

assessment framework for MASS operations. Such a framework should recognise that 

navigational and operational risks arise from interactions among human decision-

makers (on board and ashore), autonomous control systems, shipboard equipment and 

the external environment; and it should explicitly represent uncertainty stemming from 

scarce data and heterogeneous expert evidence. The motivation of this thesis is 

therefore to contribute a structured, multi-method approach that supports the 

identification, quantification and prioritisation of risks across key MASS functions and 

operational scenarios, providing actionable input for designers, regulators and 

maritime stakeholders under evolving autonomy concepts. 

 Problem Statement and Research Gap in Navigational Risk Assessment 

For Maritime Autonomous Surface Ships, navigation is the core function where 

perception, decision-making and control converge, and where accidents can most 

directly endanger life, property and the environment. Across IMO Levels 1–4 of 

autonomy, safe navigation requires the coordination of sensor suites, guidance and 

control algorithms, communication links, and human supervisors on board or ashore, 

often under rapidly changing environmental conditions [6,20]. When any of these 

elements performs poorly or fails, the vessel may violate COLREGs, lose situational 

awareness or execute unsafe manoeuvres close to other traffic, shallow waters or 

critical infrastructure [28,29]. 

Existing research on MASS has recognised these challenges and has proposed a variety 

of models to assess navigational risks. Early work focused strongly on collision-

avoidance and COLREG-compliance algorithms, typically analysing specific 

encounter geometries or rule conflicts rather than the full navigation process [30]. 

More recent studies introduced structured factor frameworks and hybrid risk models 

that incorporate human, technical, environmental and cyber-related dimensions, and 

quantify their influence using Fault Tree, FME(C)A, fuzzy logic or Bayesian 

Networks. Other work applies fault-tree–fuzzy Bayesian Network formulations to 

collision risks under limited data, further illustrating the role of expert-informed 

probabilistic models. Bibliometric and systematic reviews confirm that navigation and 
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operational safety form dominant themes in the MASS safety literature, but also reveal 

that most studies remain limited to particular subsystems, scenarios or stages of the 

voyage [11,27]. 

Several methodological limitations create a distinct research gap for navigational risk 

assessment of MASS. First, many studies work at an abstract level of “navigation 

safety” without decomposing the navigation process into concrete phases and failure 

modes. As a result, it is difficult to trace how specific sensor faults, control 

malfunctions, communication losses or inappropriate human interventions propagate 

to system-level navigational hazards such as close-quarters situations or groundings. 

Second, risk models often rely on a single technique and on point estimates of 

probabilities, even when the underlying evidence is derived from small expert panels, 

scenario workshops or limited simulation data. This makes it challenging to 

distinguish between aleatory variability and epistemic uncertainty, or to express the 

confidence associated with expert judgements in a transparent way[12,13,14]. 

Third, few studies explicitly examine the robustness of their conclusions with respect 

to alternative expert weightings, conflicting evidence or changes in hazard taxonomy. 

Sensitivity analyses, when present, tend to focus on parameter variations within a fixed 

model structure rather than on how different aggregation rules or category definitions 

might change the ranking of critical hazards. Finally, the linkage between regulatory 

expectations—such as Formal Safety Assessment requirements and MASS-specific 

regulatory scoping outcomes—and quantitative navigational risk models remains 

weak; the translation from high-level regulatory concerns to operationally meaningful 

failure modes and indicators is rarely made explicit. 

These limitations motivate a problem statement centred on the need for a holistic, 

uncertainty-aware and structurally transparent framework for navigational risk 

assessment of MASS. Such a framework should (i) describe the navigation process 

through a clear taxonomy of failure modes covering technological, human, operational 

and environmental dimensions; (ii) combine complementary methods to capture multi-

source evidence and belief degrees under data sparsity; and (iii) test how sensitive the 

resulting risk priorities are to modelling assumptions, expert aggregation choices and 

alternative categorisations of hazards. Addressing this gap is essential for providing 

designers, operators and regulators with actionable support when prioritising risk-

control options for autonomous and semi-autonomous ship navigation. 
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 Research Questions and Objectives 

Building on the gaps identified in Section 1.2, this thesis focuses on navigational risk 

as a core manifestation of safety challenges in Maritime Autonomous Surface Ships. 

Existing studies have shown the value of factor-based frameworks, hybrid risk models 

and probabilistic approaches for MASS, yet they often remain fragmented by 

subsystem, method or scenario and rarely provide an integrated, uncertainty-aware 

view of navigation across human, technological, operational and environmental 

dimensions. At the same time, recent work on holistic risk assessment and evidence-

fusion methods suggests that multi-method schemes can better reflect expert 

judgement and data sparsity, but these schemes have not yet been systematically 

tailored and tested for MASS navigation. 

Against this background, the thesis is guided by the following overarching research 

question: 

RQ-1: How can a holistic, multi-method and uncertainty-aware framework be 

constructed to identify, quantify and prioritise navigational risks in Maritime 

Autonomous Surface Ships under conditions of limited empirical data? 

This overarching question is decomposed into three more specific research questions: 

RQ-2: How can the navigation process of MASS be decomposed into a structured 

taxonomy of failure modes that consistently captures human, technological, 

operational and environmental sources of navigational risk, while remaining 

compatible with regulatory and operational practice? 

RQ-3: How can expert judgements on occurrence, severity and detectability of 

navigational failure modes be combined to obtain transparent measures of risk and 

uncertainty, using FMECA, Dempster–Shafer evidence theory and related elicitation 

techniques under data sparsity ? 

RQ-4: How can the outputs of FMECA and Dempster–Shafer analyses be integrated 

into a rule-based Bayesian Network to derive system-level risk indicators, such as 

Criticality Risk Values and sensitivity factors, and to test the stability of conclusions 

under alternative modelling assumptions, expert weightings and hazard categorisations 

[31,32,33]? 
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In response to these questions, the thesis pursues one general and four specific 

objectives. 

General objective; 

To develop and apply a holistic, multi-method risk-assessment framework for 

navigational risks in Maritime Autonomous Surface Ships that can support evidence-

informed design, operation and regulation. 

Specific objectives; 

Q-1: To model the MASS navigation process and derive a practically grounded 

taxonomy of navigational failure modes organised into human, technological, 

operational and environmental categories, supported by systematic literature review 

and expert input. 

Q-2: To implement a FMECA-based assessment of the identified failure modes by 

eliciting structured expert judgements on occurrence, severity and detectability, and 

by using Dempster–Shafer theory to aggregate belief degrees and represent uncertainty 

in these judgements. 

Q-3: To construct a rule-based Bayesian Network whose structure mirrors the 

navigation taxonomy, to map aggregated expert evidence into conditional probability 

tables, and to compute Criticality Risk Values and related indicators for failure modes 

and categories [34,35,36]. 

Q-4: To conduct quantitative sensitivity and robustness analyses on the resulting 

model, examining how risk rankings and key conclusions change under different 

expert weightings, combination rules and hazard groupings, thereby clarifying the 

stability and practical interpretability of the framework [32,33]. 

Together, these objectives are intended to deliver a coherent analytical approach that 

not only quantifies navigational risks for representative MASS scenarios, but also 

exposes how those results depend on underlying modelling choices and uncertainty 

structures, providing actionable insight for designers, operators and regulators. 

 Scope, Assumptions, and Definitions 

This thesis focuses on navigational safety in Maritime Autonomous Surface Ships, 

with particular emphasis on MASS operating at IMO Autonomy Levels 1 and 2 where 
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navigation remains human-supervised but increasingly automated. The analysis is 

limited to the navigation process, understood as route planning, route execution, 

monitoring, and collision-avoidance functions during open-sea and coastal voyages. 

Other safety domains, such as cargo handling, machinery spaces, port operations, or 

logistics-chain risk, are acknowledged but treated only insofar as they influence 

navigational risk categories. 

The risk assessment considers a generic, seagoing merchant-type MASS concept that 

complies with existing international conventions and class guidelines. The focus is on 

safety-related consequences at the ship level (e.g. near misses, collisions, groundings) 

rather than on economic performance, cyber–economic losses, or environmental 

impact in isolation. Navigation-related hazards are grouped under four main 

categories—Human-Related, Technological, Operational and Environmental—

following the taxonomy used in the multi-method article and interim reports. Within 

this scope, the thesis develops, applies and interprets an integrated FMECA–

Dempster–Shafer–rule-based Bayesian Network framework for the prioritisation of 

navigational failure modes and categories. 

The framework is constructed under a set of modelling assumptions that are kept 

explicit to support later interpretation. First, the MASS concept is assumed to operate 

under current or near-future regulatory regimes, using bridge and remote-control 

technologies compatible with IMO and FSA guidance. Human operators—either on 

board or shore-based—remain responsible for supervisory control and emergency 

intervention, and are assumed to be trained in the use of advanced navigation and 

monitoring systems. 

Second, expert judgements are treated as conditionally independent pieces of evidence 

given the true, but unknown, risk state of each failure mode. Their linguistic ratings on 

occurrence, severity and detectability are assumed to be internally consistent and to 

reflect stable professional knowledge over the time horizon of the study. Dempster–

Shafer aggregation is applied under the common-independence assumption and with 

reliability weighting, acknowledging that residual epistemic uncertainty cannot be 

fully eliminated. 

Third, the Bayesian Network structure reflects a simplified but plausible causal graph: 

failure modes feed into category nodes, which in turn influence an overall navigational 
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risk node. Conditional independence between non-connected nodes is assumed; 

feedback loops and time dynamics are not modelled explicitly. The resulting outputs 

(Crisp Risk Values and sensitivity factors) are therefore interpreted as relative 

indicators for prioritisation rather than as absolute incident probabilities. 

For clarity, several key terms are used with the following meanings throughout the 

thesis: 

Maritime Autonomous Surface Ship (MASS): a ship which, to varying degrees, can 

operate independently of direct human interaction, as defined in the IMO regulatory 

scoping exercise. 

Navigation process: the sequence of planning, monitoring, control and collision-

avoidance activities that enable a MASS to follow a safe route under Levels 1–2 

autonomy. 

Navigational risk: the combination of likelihood and consequence of events that 

degrade safe navigation, including near misses, close-quarters situations, collisions or 

groundings. 

Failure mode: a specific way in which a component, function or human task can fail, 

potentially leading to hazardous navigational states; failure modes are assigned to 

Human-Related, Technological, Operational or Environmental categories. 

Occurrence (O), Severity (S), Detectability (D): FMECA risk parameters expressing, 

respectively, the likelihood of a failure mode, the seriousness of its navigational 

consequences, and the likelihood of timely detection. 

Crisp Risk Value (CRV): a dimensionless risk index derived from the Bayesian 

Network output using a linear utility function; higher CRV indicates higher relative 

navigational risk for a failure mode or category. 

These scope choices, assumptions and definitions provide a shared frame for the 

subsequent methodological and analytical chapters, and delimit how the thesis’ 

findings should be interpreted in relation to broader MASS safety questions. 

 Contributions and Originality 

This thesis addresses the need for an integrated and uncertainty-aware approach to 

navigational risk assessment for Maritime Autonomous Surface Ships. While previous 
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research has demonstrated the potential of factor-based frameworks, FME(C)A 

variants, Dempster–Shafer evidence fusion and Bayesian networks for maritime risk 

problems, these elements have rarely been combined into a coherent framework 

tailored to MASS navigation and rigorously examined for robustness under data 

sparsity. 

The first contribution is a navigation-centred risk taxonomy for MASS that links the 

navigation process with human, technological, operational and environmental 

categories. Building on regulatory guidance, systematic literature review and expert 

input, the thesis develops a transparent mapping from navigation phases and functions 

to specific failure modes, explicitly distinguishing, for example, sensor and perception 

failures, control and decision-support shortcomings, remote-operations issues, and 

adverse environmental conditions. This taxonomy clarifies how local failures may 

escalate to system-level navigational hazards and provides a reusable template for 

future MASS risk studies. 

The second contribution is a compact, yet expressive, multi-method framework that 

integrates FMECA, Dempster–Shafer theory and a rule-based Bayesian Network for 

navigational risk. Expert judgements on occurrence, severity and detectability are 

elicited using linguistic scales; belief degrees are aggregated through reliability-

weighted Dempster–Shafer combination to represent uncertainty, including partial 

ignorance and conflict. These aggregated belief profiles are then encoded as 

conditional probability tables in a Bayesian Network whose structure mirrors the 

navigation taxonomy, enabling consistent propagation of expert evidence from 

component-level failure modes to category and system-level risk nodes. 

The third contribution concerns the explicit treatment of uncertainty and robustness. 

The thesis distinguishes between measurement variability, expert disagreement and 

structural modelling choices, and it explores how each affects navigational risk 

priorities. Scenario-based sensitivity and robustness analyses are carried out by 

perturbing expert weights, modifying the reliability parameters in the Dempster–

Shafer aggregation, and reclassifying selected failure modes across categories, thereby 

revealing how stable the resulting Criticality Risk Values and category rankings are 

under plausible changes in assumptions. This provides rare quantitative insight into 

the limits of expert aggregation and rule design in multi-method maritime risk models. 
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The fourth contribution is an empirical demonstration on a realistic MASS navigation 

context. Using a panel of maritime safety and automation experts, the proposed 

framework is applied to a representative set of navigational failure modes, producing 

ranked Criticality Risk Values and sensitivity factors for both individual failures and 

broader categories. The case study shows how the framework can highlight 

technologically driven vulnerabilities, human–automation interaction issues and 

environmental exposures in a single, interpretable structure, offering traceable support 

for design improvements, operational procedures and regulatory discussions. 

Overall, the originality of the thesis lies in combining a process-based navigational 

taxonomy with an integrated FMECA–Dempster–Shafer–Bayesian Network 

framework and a systematic robustness analysis, all tailored to the specific challenges 

of MASS navigation under limited empirical data. The resulting approach extends 

existing hybrid risk models by making uncertainty representation and structural 

sensitivity a central object of analysis rather than a secondary check, and by 

demonstrating how such a framework can be operationalised for autonomous ship 

navigation in practice. 
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 LITERATURE REVIEW 

This chapter consolidates the background for the thesis. Section 2.1 clarifies MASS 

concepts and the autonomy levels defined by IMO. Section 2.2 reviews risk-

assessment methods and standards used in maritime applications with an emphasis on 

MASS. Section 2.3 positions the thesis within the literature through a clear conceptual 

lens linking autonomy levels, hazard categories, and uncertainty-aware analysis 

pipelines. 

 MASS Concepts and Autonomy Levels 

MASS are ships that can perform some or all functions with reduced direct human 

involvement, supported by digitalisation, advanced sensors and AI-based decision 

support. In recent years, MASS have been framed not only as a technological 

innovation, but also as a driver of change in maritime transport and crew roles 

[1,2,3,5]. These developments motivate a clearer conceptualisation of what 

“autonomy” means at ship level and how different degrees of autonomy reshape 

navigational risk profiles. 

The International Maritime Organization (IMO) is the global reference point for 

MASS terminology. Within its regulatory scoping exercise, IMO defined MASS as a 

ship that, to varying degrees, can operate independently of human interaction and 

distinguished four autonomy levels [6,19,20]. Level 1 (“Ship with automated 

processes and decision support”) describes conventionally crewed ships where 

autopilots, track-keeping, decision-support tools and alarm management provide 

extensive assistance, but the bridge team keeps overall control and remains responsible 

for intervention when conditions change or systems fail [6,10]. Automation typically 

supports route tracking, collision-warning and optimisation functions, yet decision 

authority and liability remain centred on the onboard officers. 

Level 2 (“Remotely controlled ship with seafarers on board”) adds a Remote Control 

Centre (RCC) that can take over or share control of navigation, while crew stay on 

board mainly for local situational awareness, manual backup and emergency response. 
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Control may shift between ship and shore depending on traffic density, workload or 

failures; reliable communication links and clear handover procedures are therefore 

critical elements of the system design [21,22]. In practice, Level 2 can be seen as a 

mixed-control regime, where remote operators provide higher-level guidance and 

monitoring while the onboard team retains the ability to intervene directly on the 

bridge. 

Level 3 (“Remotely controlled ship without seafarers on board”) removes the onboard 

crew so that all navigational decisions, sensor supervision and control actions are 

issued from shore-based facilities. The RCC becomes the primary locus of human 

decision-making, supported by integrated sensor fusion, diagnostics and health-

monitoring systems. This increases reliance on robust, cyber-secure communications 

and resilient control architectures, and shifts many traditional shipboard tasks—such 

as watchkeeping, troubleshooting and emergency management—into the shore 

organisation. 

Level 4 (“Fully autonomous ship”) denotes vessels whose onboard systems plan and 

execute the voyage, perceive the environment and respond to contingencies without 

direct human command. Human involvement is generally limited to high-level mission 

specification and exception-based supervision from an RCC. Such ships depend on 

advanced perception and decision-making algorithms, redundancy in sensing and 

control, and fail-safe behaviours (for example predefined safe states, geo-fencing or 

autonomous abort modes) to maintain safety in the presence of uncertainty and partial 

system failures [24]. 

Regulators, classification societies and regional agencies refine these levels by linking 

autonomy to functions and regulatory gaps. Technical reports from Vartdal et al. and 

the European Maritime Safety Agency (EMSA) emphasise that autonomy should be 

interpreted at the function level (navigation, propulsion, communication, cargo 

handling) rather than as a simple “manned versus unmanned” dichotomy, and that a 

single ship may operate at different levels during distinct voyage phases or in different 

waters. Lloyd’s Register’s MASS guidance further connects autonomy levels to design 

and assurance requirements, such as redundancy, fail-safe modes, geo-fencing and 

remote-control capabilities at each degree of autonomy [24]. 
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From a human-factors perspective, the four levels primarily reallocate, rather than 

eliminate, human work. Studies show that autonomy shifts tasks from direct ship 

handling towards monitoring, exception management and interaction with Human–

Machine Interfaces (HMIs), either on board or in RCCs. Systematic reviews of 

human–AI interaction on autonomous ships stress that Levels 1–3 still rely on human 

supervision and interface design quality, while Level 4 raises new questions about 

accountability and oversight. Risk-oriented MASS literature increasingly uses IMO 

autonomy levels as a structural axis: frameworks for navigational risk identification 

classify hazards by human, ship-related, environmental and technology factors, then 

map them onto Levels 1–4 to capture how risk drivers change when moving from on-

board supervision to remote control and fully autonomous operation. Bibliometric and 

systematic reviews conclude that higher autonomy levels tend to magnify the 

importance of sensing, communication, cybersecurity and software integrity, while 

lower levels emphasise human competence, workload and authority-sharing. In this 

thesis, the IMO autonomy structure is adopted as the conceptual basis for MASS; 

navigational risk assessment is anchored in this structure, with quantitative modelling 

focused on Levels 1–2, where human supervision and remote technologies coexist, 

while Levels 3–4 inform discussions on system architecture, human–automation 

interaction and future scalability of the proposed framework. 

 Maritime Risk Assessment Methods and Standards 

Formalised risk assessment in maritime transport is increasingly structured by 

international standards and guidelines. Generic risk management standards such as 

ISO 31000:2018 and ISO/IEC 31010:2019 define an iterative process of establishing 

context, identifying hazards, analysing and evaluating risks, and selecting treatments, 

and provide a catalogue of qualitative and quantitative techniques including FMEA, 

FTA, bow-tie and Markov models [37,38]. In parallel, the IMO’s Revised Guidelines 

for Formal Safety Assessment (FSA) specify a five-step framework—hazard 

identification, risk analysis, risk control options, cost–benefit assessment and 

recommendations—for embedding risk-based evidence into rule-making [7]. These 

documents establish a common language for likelihood–consequence reasoning, 

acceptance criteria and documentation of assumptions, and they form the regulatory 

backdrop against which MASS risk studies are expected to demonstrate consistency. 
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Within this overarching structure, maritime safety analyses rely on a family of 

established methods. FMEA and its quantitative extension FMECA are among the 

most widely used tools for systematically identifying failure modes, their causes and 

effects, and for ranking them according to occurrence, severity and detectability 

[39,40,41]. International standards such as IEC 60812:2018 further codify good 

practice in defining failure modes, setting rating scales and computing risk priority 

metrics, ensuring that FMEA/FMECA outputs are traceable and comparable across 

systems [42]. Fault Tree Analysis (FTA), Event Tree Analysis (ETA) and bow-tie 

models complement FMECA by representing logical combinations of basic events 

leading to top events, supporting both qualitative reasoning about accident pathways 

and quantitative estimation of top-event probabilities when basic-event data are 

available. 

Despite their widespread use, purely qualitative or single-method applications have 

limitations when confronting complex socio-technical systems and sparse data. This 

has motivated hybrid approaches that couple classical techniques with probabilistic 

and evidential formalisms. Dempster–Shafer (DS) evidence theory provides a flexible 

way to represent incomplete and conflicting expert judgement by assigning belief 

masses to sets of hypotheses rather than single-point probabilities. Bayesian Networks 

(BN) extend traditional FTA by encoding causal dependencies in a directed acyclic 

graph whose conditional probability tables can be informed by data, expert judgement 

or a combination of both, enabling consistent updating as new evidence becomes 

available. These frameworks are particularly attractive in maritime domains where 

incident data are scarce, expert knowledge is central, and hazards span technical, 

human and organisational dimensions. 

Recent MASS-focused studies illustrate how these methods and standards are being 

integrated. Chang et al. [10] combined FMEA with Evidential Reasoning and a rule-

based BN to quantify operational risks in MASS operations, thus embedding expert 

knowledge within a probabilistic structure aligned with FSA-style risk-informed 

decision-making. Li et al. [26] developed an FTA–Fuzzy Bayesian Network model for 

MASS collision risk, showing that BN-based extensions of classical fault trees can 

cope with limited historical data by incorporating expert-derived fuzzy probabilities. 

Tao et al. [27] reviewed hazard identification and risk analysis methods applied to 

MASS and highlighted the predominance of FMEA/FMECA, FTA/ETA and BN-
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based models, while also noting the need for more systematic alignment with IMO and 

class-society guidance. Beyond MASS, generic maritime risk studies and sectoral 

standards increasingly reference ISO 31000 and ISO/IEC 31010 as umbrella 

frameworks under which these method combinations are selected and justified. 

Taken together, current practice suggests a convergence toward multi-method, 

standard-aligned risk assessment architectures in maritime applications. FSA provides 

the regulatory logic and documentation structure; ISO-based standards define generic 

process and method selection; and techniques such as FMECA, FTA/ETA, DS theory 

and BN modelling offer complementary strengths in capturing causal structure, 

propagating uncertainty and prioritising risk control options. For MASS, where 

empirical data remain limited and systems are tightly coupled across human, 

technological, operational and environmental dimensions, this convergence 

underscores the need for integrated frameworks that remain traceable to recognised 

standards while being capable of handling high uncertainty and expert-driven 

evidence. The multi-method approach adopted in this thesis is designed to sit within 

this emerging landscape and to demonstrate how navigational risks for MASS can be 

assessed in a manner consistent with both IMO FSA principles and contemporary 

quantitative safety analysis practice. 

 PRISMA-Guided Systematic Review of Safety Research in Autonomous 

Shipping 

This section presents a PRISMA-guided systematic review of safety-focused research 

in autonomous shipping over the period 2014–2024. Using Scopus and Web of 

Science, a structured protocol was applied to identify, screen and consolidate peer-

reviewed studies at the intersection of maritime autonomy and safety. Descriptive 

analytics characterise the size, growth and citation impact of the resulting 57-paper 

corpus, while source and keyword analyses reveal its main outlets and thematic 

structures. Finally, the literature is synthesised into four “safer” categories—

navigation, operation, maneuvers and transport—to highlight dominant contributions 

and persisting research gaps. 
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2.3.1 Review protocol (databases, keywords, filters) 

The review protocol was designed to capture the state of research on safety in 

autonomous and highly automated maritime operations over the last decade. The 

protocol defined the target period as 2014–2024, reflecting the phase in which 

autonomous ship concepts and digital safety solutions have become prominent in both 

research and practice. To ensure broad yet high-quality coverage, two 

multidisciplinary citation databases were selected: Scopus and Web of Science (WoS), 

both recognised for their longitudinal breadth and rigorous indexing of peer-reviewed 

literature [43,44,45]. Only publications classified under engineering-related subject 

areas and written in English were retained, so that the resulting corpus would remain 

methodologically comparable and technically focused on maritime safety. The overall 

configuration of the review protocol, including database selection, language and 

subject filters, and temporal coverage, is summarised in Table 2.1.  

Table 2.1: Review protocol. 

Item Description 

Database Scopus; Web of Science 

Keywords ( maritime OR ship ) AND ( autonom* OR "unmanned surface 

vessel" OR USV OR "autonomous surface vessel" OR ASV ) 

AND ( safety OR risk OR safe* ) AND NOT ( medicine OR 

health ) 

Boolean 

Operators 

AND; OR; NOT 

Search Fields Title; Abstract; Keywords 

Exclusion 

Criteria 

Papers that are not directly related with the maritime safety 

Language English 

Publication 

Type 

Article; Review; Book; Book Chapter 

Research Area Engineering 

Time Window 2014-2024 

Within this protocol, a structured keyword strategy was formulated to represent the 

intersection of maritime operations, autonomy, and safety. The core terms “maritime” 

and “ship” were combined with autonomy-related expressions using the truncation 

operator “autonom*” and with specific platform descriptors such as “unmanned 
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surface vessel (USV)” and “autonomous surface vessel (ASV)”. Safety-oriented terms 

including “safety”, “safe*”, and “risk” were then added to delineate the focus on risk 

and safety assessment in autonomous shipping. These elements yielded the principal 

Boolean search string: 

(maritime OR ship) AND (autonom* OR "unmanned surface vessel" OR USV OR 

"autonomous surface vessel" OR ASV) AND (safety OR risk OR safe*). 

To avoid contamination from clinically oriented studies that share similar terminology, 

an exclusion clause was appended using the NOT operator: NOT (medicine OR 

health). Searches were restricted to the Title, Abstract, and Author Keywords fields, 

which is consistent with best practice in systematic reviews [43,46]. The progressive 

application of this search strategy in Scopus and WoS, together with the number of 

records retrieved at each step, is documented in Table 2.2.  

Table 2.2: Keyword search in wos and scopus databases. 

Step Keyword Search Publications 

  Scopus WoS 

1 ( maritime OR ship ) AND ( autonom* 

OR "unmanned surface vessel" OR USV 

OR "autonomous surface vessel" OR 

ASV ) AND ( safety OR risk OR safe* )  

1947 1278 

2 ( maritime OR ship ) AND ( autonom* 

OR "unmanned surface vessel" OR USV 

OR "autonomous surface vessel" OR 

ASV ) AND ( safety OR risk OR safe* ) 

AND NOT ( medicine OR health ) 

1878 1229 

3 Filtered by year: 2014-2023 1644 1137 

4 Filtered by language: English 1586 1110 

5 Filtered by document type: Article; 

Review; Book; Book Chapter 

829 779 

6 Filtered by research area: Engineering 668 302 

The search results were subsequently filtered using a predefined set of inclusion and 

exclusion criteria. Records were retained only if they addressed maritime safety 

aspects of autonomous or highly automated ship operations; studies that merely 

referenced autonomy tangentially, or that focused on unrelated domains such as 

healthcare, were excluded at this stage. Additional filters were applied for document 

type, limiting the corpus to journal articles, review papers, books, and book chapters 
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indexed as peer-reviewed scientific outputs. Publications not directly related to 

maritime safety—for example, those dealing with logistics, economics, or general 

automation without explicit safety content—were removed from the dataset. This 

layered filtering approach was intended to maintain conceptual coherence within the 

final corpus while still accommodating methodological diversity in safety analysis and 

risk assessment [43,44]. 

In line with the PRISMA guideline for systematic reviews and meta-analyses, records 

retrieved from Scopus and WoS were merged and then subjected to a de-duplication 

procedure [47,48]. Duplicate entries arising from overlapping database coverage were 

identified and removed prior to screening. The remaining references underwent a two-

stage screening process: first on titles and abstracts, and then on full texts for 

publications deemed potentially relevant. During the screening phase, 711 records 

were examined at title-and-abstract level, after which full-text assessment was carried 

out to confirm eligibility against the safety-and-autonomy focus of the review. Only 

studies published in peer-reviewed venues and offering substantive empirical, 

conceptual, or methodological contributions to autonomous ship safety were accepted. 

This process culminated in a final set of 57 publications that met the inclusion criteria, 

as illustrated by the PRISMA flow diagram in Figure 2.1 [49,50].  
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Figure 2.1: PRISMA flowchart. 

Throughout the search and filtering stages, numerical information about the records 

was systematically logged to preserve transparency and reproducibility. Stepwise 

counts for each database, including the number of hits returned by the initial keyword 

query and the reductions achieved through year, language, document-type, and 

research-area filters, were tabulated. These figures allow the reader to trace how the 

corpus was narrowed from the original thousands of records to the final 57 publications 

and to replicate or update the search at a later date [51]. The documentation of these 

intermediate counts and filters is presented in Table 2.2, which functions as a 

quantitative audit trail for the review protocol and complements the qualitative 

description of the screening process. 
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2.3.2 PRISMA flow and screening outcomes 

The management of records in this review followed the Preferred Reporting Items for 

Systematic Reviews and Meta-Analyses (PRISMA) guideline, applying its canonical 

four-stage structure of Identification, Screening, Eligibility, and Inclusion [52]. This 

structure was adopted to make each decision in the selection process transparent and 

to facilitate replication and critical appraisal of the review, in line with the broader 

PRISMA literature on reporting quality and reproducibility [53]. The overall 

progression of records through these stages is visualised in Figure 2.1. 

After all protocol filters had been applied in Scopus and Web of Science (time window, 

language, document type, and research area), 668 records were obtained from Scopus 

and 302 from WoS, yielding 970 database hits at the final search step (in Table 2.2). 

Because both databases index overlapping journals and study proceedings, multiple 

instances of the same publication were present. During the Identification phase in the 

PRISMA flow, these combined outputs were imported into a single dataset and de-

duplicated. This consolidation removed a substantial number of overlapping entries 

and resulted in 711 unique records that were carried forward to the Screening stage.  

The 711 unique records underwent title-and-abstract screening to eliminate studies that 

were clearly outside the scope of autonomous ship safety. At this point, publications 

were excluded if they focused on non-maritime domains (such as healthcare) that 

appeared in the search results due to shared terminology, or if they did not address 

safety, risk or reliability aspects of autonomy in shipboard operations. Consistent with 

PRISMA-oriented guidance, the screening step was designed to retain records with a 

plausible link to the review question, while avoiding premature exclusion of 

potentially relevant evidence. 

Records that passed this initial screening were transferred to the Eligibility phase for 

full-text assessment. At this stage, publications were examined in detail to confirm that 

they explicitly addressed safety in autonomous or highly automated maritime 

operations and that they matched the “safer maritime autonomy” focus developed for 

this review. Studies that mentioned autonomy only tangentially, did not contain 

substantive methodological or empirical material on safety, or dealt primarily with 

economic, logistical, or policy topics without a clear safety component were excluded.  
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Following this more stringent appraisal, 195 studies remained for in-depth 

consideration as a broad pool of work linked to autonomous ship safety. From the 195 

eligible studies, a final subset of 57 publications was included in the PRISMA 

“Inclusion” stage. These studies satisfied all protocol criteria: they were peer-reviewed 

academic outputs, within the defined time window, written in English, and provided 

direct, non-trivial insights into safety, risk assessment, or reliability in autonomous 

ship operations. The relatively small proportion of included publications compared 

with the initial database hits illustrates how narrow the specialised literature on safer 

maritime autonomy remains when strict safety-focused criteria are applied. 

The resulting corpus of 57 studies forms the empirical backbone of the subsequent 

analyses in this thesis. It is used to characterise publication trends and citation patterns, 

to identify the most relevant outlets and keyword networks, and to classify research 

into “safer” categories such as navigation, operation, manoeuvres, and transport, 

which are examined in later subsections. 

2.3.3 Descriptive analytics: corpus size, growth, citations 

The descriptive analytics stage provides a high-level picture of the PRISMA-filtered 

corpus and clarifies how mature the research landscape on safer maritime autonomy 

currently is. The final dataset comprises 57 peer-reviewed publications on the safety 

of autonomous ships published between 2014 and 2024, representing the empirical 

backbone for the subsequent thematic analyses. As summarised in Figure 2.2, the 

corpus is relatively young, with an average publication age of 2.84 years, indicating 

that most contributions have appeared only in the last few years of the review period. 

The same figure reports an annual growth rate in the number of publications of 

17.46%, signalling a rapidly expanding but still emerging field in which knowledge is 

accumulating at an accelerating pace. 
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Figure 2.2: Main information. 

Temporal patterns in publication output are further detailed in Table 2.3, which depicts 

the annual distribution of the 57 studies across the 2014–2024 window. The pattern 

confirms that research on autonomous-ship safety remained sparse until the second 

half of the decade and then increased sharply, particularly from 2019 onwards. This 

rise aligns with intensified industrial experimentation with Maritime Autonomous 

Surface Ships and the broader recognition of maritime transport as a strategically 

resilient mode during and after the COVID-19 pandemic. The upward trajectory in 

Table 2.3 therefore suggests that scholarly interest in safer maritime autonomy is 

unlikely to have reached saturation and can be expected to grow further in parallel with 

technological deployment. 

Table 2.3: Annual scientific publication. 

Year Annual scientific publication 

2014 1 

2015 1 

2016 2 

2017 1 

2018 1 

2019 4 

2020 8 

2021 9 

2022 10 

2023 15 
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Citation statistics provide an additional indication of the visibility and perceived 

relevance of the field. Across the corpus, the average number of citations per 

publication is 29.23, which is high for a body of work that has only recently begun to 

expand. This combination of a young average age and comparatively strong citation 

performance implies that research on autonomous-ship safety has attracted substantial 

attention from both the maritime and wider safety-engineering communities. It also 

reinforces the need for a coherent thesis-level synthesis, as individual studies are 

already influential yet remain fragmented across methods, application domains, and 

venues. 

2.3.4 Sources and topical focus: journals and keyword networks 

A source analysis was conducted to understand where research on safer maritime 

autonomy is primarily published and how the main topical streams are articulated. The 

distribution of the 57 studies across journals shows a moderate concentration in a small 

group of core outlets, together with a long tail of scattered publications. As 

summarised in Figure 2.3. Most relevant sources, the leading journals include Journal 

of Marine Science and Engineering and Safety Science, which together account for a 

substantial share of the corpus. These outlets reflect the dual anchoring of the field in 

both maritime technology and general safety-engineering research, while additional 

contributions appear in specialised maritime, transport and reliability journals. 

 

Figure 2.3: Most relevant sources. 
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The prominence of Journal of Marine Science and Engineering indicates that 

autonomous-ship safety is increasingly framed as an engineering-design and operation 

problem, in which hydrodynamics, control and sensing are closely linked to 

navigational risk. The strong representation of Safety Science emphasises the parallel 

development of broader risk-assessment, human-factors and systemic-safety 

perspectives. Together, these sources suggest that safer maritime autonomy has 

evolved as an interdisciplinary niche, located at the intersection of maritime 

engineering, safety science and transport systems. 

To characterise the topical focus more directly, a keyword-based descriptive analysis 

was undertaken. Author keywords were extracted from the 57 publications and their 

frequencies computed. As illustrated in Figure 2.4. Most relevant words, terms related 

to “autonomous ships”, “maritime safety” and “risk assessment” dominate the 

vocabulary, frequently combined with expressions such as “collision avoidance”, 

“navigation”, “human factors” and “cybersecurity”. This pattern confirms that most of 

the current literature concentrates on operational safety and risk-analysis methods, 

with a secondary emphasis on security and resilience aspects. 

 

Figure 2.4: Most relevant words. 

Beyond simple frequency counts, a co-occurrence network of author keywords was 

constructed using a “network” method supported by artificial-intelligence tools, as 

noted in the conference paper. The resulting map, shown in Figure 2.5. Author’s 

keywords co-occurrence network, reveals several tightly connected clusters. One 

cluster centres on navigation, collision avoidance and traffic situations; another links 
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human factors, situational awareness and decision support; a third cluster groups 

cyber-physical security, communication and control issues. The structure of this 

network suggests that the field is organised around a few recurring risk themes—

navigational safety, operational performance and security—while also highlighting 

emerging bridges between them, such as studies that jointly treat autonomy algorithms, 

human oversight and cyber-risk in integrated frameworks. 

 

Figure 2.5: Author’s keywords co-occurrence network. 

2.3.5 The “safer” categories: navigation, operation, maneuvers, transport 

To characterise how research efforts contribute to “safer maritime autonomy,” the 57 

publications were thematically organised into four application-oriented categories: 

navigation, operation, maneuvers and transport. This categorisation reflects the 

dominant safety concerns in autonomous shipping and mirrors the way risks are 

structured in real-world ship operations, from voyage planning and collision avoidance 

to ship handling and door-to-door transport services. Each study was assigned to the 

category that best reflected its primary safety focus, while interdisciplinary works 

spanning multiple aspects of autonomy were coded according to their main 

contribution as reported in the paper. 

The navigation category groups studies addressing route planning, collision-avoidance 

algorithms, sensor fusion for situational awareness, and risk-based decision support 

for autonomous track-keeping. These contributions directly target the prevention of 

groundings and collisions, which remain critical hazards for Maritime Autonomous 

Surface Ships. The operation category covers research on system reliability, fault 

management, human–automation interaction, remote monitoring, and general 

operational safety assurance. Work in this category often adopts broader frameworks 
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that integrate technical failures, human factors, and organisational conditions into 

holistic risk models. 

The maneuvers category includes publications that examine specific ship-handling 

situations—such as docking, berthing, and close-quarters maneuvers—where fine-

grained control and precise trajectory prediction are essential for safe autonomous 

behaviour. Finally, the transport category encompasses studies looking at autonomous 

shipping from a door-to-door or corridor perspective, including fleet-level routing, 

traffic management concepts and the safe integration of autonomous ships into 

multimodal transport chains. 

The distribution of studies across these categories is summarised in Figure 2.6. 

Number of publications by safer categories. The figure shows that navigation- and 

operation-focused research dominates the corpus, indicating that the scientific 

community has so far concentrated on core ship-control and system-safety problems, 

while fewer studies explicitly investigate maneuvering scenarios or transport-level 

safety architectures. This pattern suggests that the foundational layers of safer 

maritime autonomy—collision avoidance, situational awareness, and operational 

reliability—are receiving substantial attention, whereas higher-level transport 

integration and specialised maneuvering contexts remain comparatively 

underexplored. These imbalances motivate the thesis to treat the four “safer” 

categories not only as a descriptive lens on the literature, but also as an agenda for 

future methodological and empirical work. 

 

Figure 2.6: Number of publications by safer categories. 
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2.3.6 Synthesis of findings and identified gaps 

The combined descriptive and categorical analyses indicate that research on safer 

maritime autonomy has developed into a small but rapidly expanding body of work. 

A total of 57 peer-reviewed publications, concentrated in the last few years, show that 

safety in autonomous shipping is no longer a marginal topic but has not yet reached 

methodological or thematic maturity. High citation levels for a relatively young corpus 

suggest strong visibility and influence, yet the evidence base remains fragmented 

across outlets, methods and application domains. 

Across the “safer” categories, the literature is dominated by navigation and operation 

studies, where attention is directed to collision avoidance, route optimisation, sensor 

technologies, system reliability and human–automation interaction. These 

contributions have advanced understanding of how autonomous ships can be navigated 

and operated more safely, but they still face unresolved challenges such as real-time 

decision making under dynamic traffic, environmental uncertainty and complex failure 

scenarios. In contrast, fewer works address maneuver-focused situations (e.g., 

berthing, close-quarters handling) or transport-level architectures (e.g., corridor 

concepts, fleet-level safety), leaving important aspects of door-to-door risk 

underexplored. 

A cross-cutting synthesis highlights several structural gaps. First, the paper emphasises 

the scarcity of studies on the applicability of security measures to autonomous 

maritime systems, despite the strong presence of safety and risk themes. This 

imbalance suggests that cyber-physical security, data integrity and resilience to 

intentional interference are not yet systematically integrated into safety frameworks. 

Second, there is a clear gap between theoretical safety proposals and their practical 

implementation: the application of safety protocols and guidelines in real autonomous 

operations is described as incomplete and, in some cases, hindered by inconsistent data 

and fragmented evidence. 

Third, although keyword networks reveal emerging bridges between navigation, 

human factors and security, the overall picture still reflects an incomplete 

understanding of the intertwined technical, human and organisational dimensions of 

safer maritime autonomy. The study therefore argues for more interdisciplinary 

collaboration, industry-wide cooperation and sustained empirical research. Priority 
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directions include implementing comprehensive, sector-wide safety measures, refining 

navigational and operational strategies, strengthening emergency response capabilities 

and establishing standardised training programmes. Together, these gaps define a 

research agenda that this thesis will address by proposing integrated, risk-based 

approaches to safer autonomous ship operations. 

2.3.7 Scope and limitations (as reported in the source) 

The scope of the systematic review reported in the paper is explicitly defined by the 

review protocol summarised in Table 2.1. The search is restricted to Web of Science 

and Scopus, uses a focused set of maritime–autonomy–safety keywords, and is 

bounded to the 2014–2024 time window. Only English-language publications indexed 

under engineering subject areas and classified as articles, reviews, books or book 

chapters are considered, ensuring a technically oriented and peer-reviewed evidence 

base for autonomous-ship safety. These boundaries delineate a targeted view of safer 

maritime autonomy that privileges contemporary, engineering-driven contributions. 

Within this protocol, the PRISMA flowchart in Figure 2.1 and the descriptive 

indicators in Figure 2.2 further constrain and clarify the corpus. Studies retrieved 

through the keyword strategy but belonging to domains such as medicine or health are 

excluded because they share terminology but not substantive alignment with the 

research question. After sequential filtering by year, language, document type and 

research area, and after de-duplication, only 57 publications remain from an initial 

pool of 970 records. The resulting corpus therefore represents the most visible strand 

of academic work at the intersection of autonomous ships and safety, rather than an 

exhaustive mapping of all possible sources, such as industrial reports or non-English 

literature. 

At the same time, several limitations of the existing evidence base are explicitly 

acknowledged in the source. The paper notes a lack of studies on the applicability of 

security measures in autonomous maritime systems, despite the strong presence of 

safety and risk themes. It also highlights a notable gap in the implementation of 

comprehensive safety measures across the sector: even where technology and 

regulatory frameworks are evolving, the practical application of safety protocols and 

guidelines in autonomous operations remains incomplete, partly due to inconsistent 

data. In addition, the literature is described as heavily skewed towards navigational 
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safety and collision avoidance, with fewer contributions addressing manoeuvring 

scenarios or transport-level architectures. Overall, the findings are presented as an 

important but partial picture of safer maritime autonomy, and the paper stresses that 

future research must broaden both the empirical base and the thematic scope to address 

these limitations. 
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 METHODOLOGY 

 Multi-Method Research Design 

3.1.1 Conceptual framework overview 

The methodology in this thesis adopts a multi-method framework that links FMECA, 

Dempster–Shafer (DS) evidence theory, and a rule-based Bayesian Network (BN) to 

assess navigational risks of MASS at IMO autonomy Levels 1–2. The framework is 

designed to organise expert knowledge about failure modes, to fuse uncertain and 

sometimes conflicting judgments, and to propagate these inputs through a probabilistic 

model that produces ranked risk indicators and sensitivity measures. 

At a high level, the process begins with FMECA, which structures the taxonomy of 

navigational failure modes and defines the qualitative risk parameters: Occurrence (O), 

Severity (S) and Detectability (D). FMECA provides a systematic way to describe how 

each failure mode may arise, what effects it can have on navigation, and how easily it 

can be detected, and it is widely used in engineering risk analysis [31,54]. In this thesis, 

the FMECA step is not used only to calculate conventional Risk Priority Numbers 

(RPNs); instead, it acts as the front-end that prepares failure modes, categories and 

linguistic O/S/D scales for later evidence fusion and Bayesian modelling, thereby 

addressing known limitations of RPN-based ranking [55,56]. 

The second layer of the framework applies DS evidence theory to expert judgements 

on O, S and D for each failure mode. Experts provide linguistic degrees of belief (e.g., 

“Low”, “Average”, “High”) rather than single point scores. These beliefs are mapped 

to basic probability assignments and aggregated across experts using a reliability-

weighted variant of Dempster’s combination rule, which down-weights highly 

conflicting opinions and avoids unstable results when disagreement is strong. The DS 

step therefore converts multiple subjective assessments into consolidated Degree-of-

Belief (DoB) vectors for each risk parameter and failure mode, while explicitly 

representing residual uncertainty [15,16]. The output of this layer is a set of aggregated 

belief distributions for O, S and D that will later parameterise the BN. 
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The third layer is a rule-based BN that encodes the causal structure of navigational 

risk. Root nodes represent the individual failure modes identified in the FMECA 

(FM1.1–FM4.4). Intermediate nodes represent four “safe” categories—Human-

Related (C1), Technological (C2), Operational (C3) and Environmental (C4)—and the 

top node represents the overall navigational risk level for MASS. For each failure 

mode, a set of IF–THEN rules links combinations of O, S and D states to five ordered 

risk states (Very Low to Very High). These rules form the conditional probability 

tables (CPTs) of the BN and allow linguistic patterns such as “high occurrence and 

catastrophic severity” to be translated into probabilistic outputs [36,57,58]. The 

aggregated DS belief vectors are inserted as prior probabilities on O, S and D nodes, 

so that the network performs probabilistic inference that is consistent with both expert 

evidence and the qualitative structure of the rules [16,32].  

A fourth component converts the BN outputs into numerical indicators that can be 

compared across modes and categories. For every node, a CRV is calculated by 

applying a linear utility function to the posterior probability distribution over the five 

risk states, producing a single score on a 0–125 scale [36]. These CRVs allow direct 

ranking of failure modes and categories. In addition, a Sensitivity Factor (SF) is 

computed for each failure mode by perturbing its state from “Very Low” to “Very 

High” in turn and observing the normalised change in the overall navigational risk 

CRV [33,59]. High SF values indicate failure modes that exert strong influence on the 

system-level risk and therefore represent high-leverage targets for mitigation. 

The conceptual framework also includes an explicit loop for structural robustness 

analysis. Because category nodes aggregate several failure modes, the way in which 

hazards are grouped (for example, whether Over-reliance on automation is treated as 

Operational or Human-Related) can influence category-level CRVs and SFs even 

when failure-mode inputs remain unchanged. To check this dependence, the same 

FMECA–DS–BN pipeline is re-run under an alternative categorisation, and shifts in 

category-level indicators are compared while monitoring whether the identity of top 

hazards remains stable. This step connects the quantitative model to human-factor 

perspectives on trust and automation in MASS operations [60,61].  

 



35 

All numerical steps in the framework are driven by expert judgments and documentary 

sources. Experts, their profiles and the elicitation procedure are described in Section 

3.1.2, which also explains how maritime guidelines, classification society documents 

and prior MASS studies are used to support the initial FMECA taxonomy and the 

construction of the Bayesian structure. The following subsections then detail each 

method in turn—FMECA, DS evidence theory, rule-based BN, and sensitivity 

analysis—and show how the integrated pipeline is implemented for the navigational 

risk dataset of this thesis. The conceptual model framework proposed in this paper is 

presented in Figure 3.1. 
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Figure 3.1: Conceptual framework of the proposed approach. 
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3.1.2 Data sources and expert elicitation 

The multi-method framework relies on two complementary evidence streams: 

documentary sources and structured expert judgements. Documentary inputs provide 

the basis for defining the navigation process and compiling an initial list of failure 

modes, while expert elicitation supplies quantified assessments of occurrence, severity 

and detectability for these modes under MASS Levels 1–2. 

Documentary sources comprise international guidance on MASS, regulatory scoping 

and gap analyses, and classification-society assessments of emerging autonomous-ship 

hazards [21,22]. These materials are combined with recent MASS risk and navigation-

safety studies, which report typical operational scenarios, accident precursors and risk-

influencing factors relevant to autonomous and remotely supervised navigation. 

Together, these documents support the construction of a practically grounded 

taxonomy of navigational failure modes organised into Human-Related, 

Technological, Operational and Environmental categories, as further detailed in 

Section 3.2.1. 

Because empirical incident and near-miss data for MASS are still scarce, the 

quantitative layer of the framework is built on structured expert elicitation. Under 

conditions of data sparsity and heterogeneous evidence, expert-based approaches and 

evidence-theory formalisations are widely recommended for risk and policy analysis. 

In line with good-practice guidance for elicitation, attention is paid to clear definition 

of questions, separation of roles, and documentation of uncertainty rather than only 

point judgements [39,62,63]. 

A small, purposively sampled panel of seven domain experts is assembled to represent 

complementary perspectives on MASS navigation, including experience with ship 

operations, maritime safety, automation and regulatory matters. Experts are selected 

based on years of relevant practice, familiarity with autonomous or highly automated 

systems, and independence from each other in their current roles. Each expert receives 

a briefing pack describing the MASS concept, the navigation scope, the four hazard 

categories and the meaning of the FMECA parameters O (occurrence), S (severity) 

and D (detectability), ensuring a shared understanding of terminology before ratings 

are provided. 
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The elicitation instrument is a structured questionnaire aligned with FMECA guidance. 

For every identified failure mode, experts are asked to rate O, S and D using five-level 

linguistic scales anchored in the IEC 60812 standard [9,10,64]. The scales are specified 

in terms of both qualitative descriptors (e.g. “very low” to “very high”) and indicative 

frequency or consequence ranges, so that responses are interpretable across different 

professional backgrounds. Experts are permitted to express their beliefs over single 

levels or adjacent level pairs, allowing them to reflect partial ignorance or borderline 

assessments rather than forcing artificially precise point scores [12,13,14]. 

Responses are recorded in spreadsheets that mirror the FMECA table, with one row 

per failure mode and dedicated fields for each expert’s O, S and D entries. Simple 

consistency checks are applied during data entry to identify missing or logically 

inconsistent inputs (for example, extreme severity combined with “negligible” 

occurrence across all experts) and to trigger clarification where necessary. For each 

parameter and failure mode, the frequency with which each linguistic level (or level 

pair) is selected is converted into a basic probability assignment within the Dempster–

Shafer framework [12,13,14]. Reliability weights reflecting the perceived expertise 

and familiarity of each panellist with MASS navigation are then applied, and the 

individual basic probability assignments are fused using a modified DS combination 

rule adapted from Liang et al [65]. 

The outcome of this elicitation and fusion process is a set of aggregated belief 

distributions over the O, S and D levels for every failure mode. These distributions 

feed directly into the subsequent methodological steps: they are summarised into CRV 

within the FMECA structure and mapped into conditional probability tables for the 

rule-based Bayesian Network, as detailed in Sections 3.2.2–3.2.4. In this way, expert 

evidence is carried consistently from questionnaire responses to the quantitative 

navigational-risk model while preserving information on uncertainty and 

disagreement. 
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 Navigational Risk Assessment for MASS (FMECA → DS → Rule‑Based 

BN) 

3.2.1 Taxonomy & FMECA table build 

The construction of the FMECA table starts from the navigation-centred hazard 

taxonomy established in Chapter 2 and the multi-method framework outlined in 

Section 3.1. The focus is on MASS operating at IMO Levels 1–2, where navigation is 

highly automated but remains under human supervision. These sources are screened 

to retain only those hazards that can credibly manifest during the navigation process 

(route planning, route execution, monitoring and collision-avoidance) and that can be 

meaningfully evaluated by experts under the FMECA–DS–BN pipeline. 

The retained hazards are organised into four top-level categories that reflect the main 

drivers of navigational risk at Levels 1–2: Human-Related failures (C1), Technological 

failures (C2), Operational failures (C3) and Environmental conditions (C4) . Human-

Related failures capture issues such as insufficient navigational skills, resistance to 

new technologies, cognitive overload and inadequate training on digital tools, all of 

which influence how crews and remote operators interact with automated navigation 

systems. Technological failures represent shortcomings in sensors, navigation 

software, cybersecurity and connectivity. Operational failures relate to the conduct of 

navigation and watchkeeping (for example over-reliance on automation, inadequate 

emergency response, inefficient route planning and failure to detect small obstacles), 

while Environmental conditions reflect external stressors such as adverse weather, 

strong currents, sea-state variability and restricted visibility . This four-category 

structure maintains compatibility with prior MASS frameworks while keeping the 

taxonomy compact enough for expert elicitation and probabilistic modelling . 

Within this structure, each specific hazard is formalised as a failure mode (FM) with a 

unique identifier (e.g. FM 1.1 Insufficient navigational skills, FM 2.1 Sensor 

malfunctions, FM 3.1 Over-reliance on automation). For every failure mode, the 

FMECA table records (i) the category (C1–C4), (ii) the short name and narrative 

description of the failure mode, (iii) its immediate failure effects at the subsystem or 

task level, and (iv) the potential navigational consequences at ship level (such as 

increased collision or grounding risk, degraded situational awareness, or reduced 

ability to respond to emergencies) . The resulting structure is summarised, for the 16 
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failure modes considered, in the article’s “Failure modes, effects, and consequences of 

Navigational Risks” table, which serves as the qualitative backbone of the thesis 

FMECA model (as summarised in Table 3.1). 

Table 3.1: Failure modes, effects, and consequences of Navigational Risks. 

Category 
Failure  
Mode 

(FM) 

Failure Modes Failure Effects Consequences 

C1. Human-
Related 

Failures 

FM 

1.1 

Insufficient 

navigational skills 

Lack of familiarity with advanced 
navigational systems leads to incorrect 

input or delayed decisions 

Increased risk of collisions or groundings due to 

navigational errors 

 FM 

1.2 

Resistance to new 

technologies 

Crew reluctance to adopt new 
navigational technologies reduces 

operational efficiency 

Slow response to real-time navigational updates, 
potentially leading to dangerous situations in high-

risk areas 

 FM 

1.3 

Cognitive overload Complex data overloads crew, causing 
slower reaction times and 

misinterpretations of navigational data 

Higher likelihood of navigational errors, increasing 
risk of accidents in challenging or high-stress 

environments 

 FM 

1.4 

Inadequate training 

on digital tools 

Insufficient training on digital navigation 
systems leads to misuse or 

underutilization of critical features 

Reduced system efficiency and increased risk of 

navigation errors due to improper tool usage 

C2. 

Technological 

Failures 

FM 

2.1 

Sensor 

malfunctions 

Sensor errors result in inaccurate or 

missing data on surrounding obstacles 

Increased risk of collision or grounding due to 

inaccurate obstacle detection 

 FM 

2.2 

Navigation software 

glitches 

Malfunctions in navigational algorithms 

cause incorrect course plotting or route 

adjustments 

Deviations from planned routes, potentially leading 

to collisions or unsafe passage through restricted 

waters 

 FM 

2.3 

Cybersecurity 

breaches 

Unauthorized access to navigational data 
or systems could lead to manipulation or 

data theft 

Navigational control may be compromised, leading 

to possible route deviation or loss of control 

 FM 

2.4 

Connectivity issues Loss of connection with shore-based 

control centres affects real-time 

navigational updates 

Delays in response to environmental changes or 

obstacles, increasing navigational risk 

C3. 

Operational 

Failures 

FM 

3.1 

Over-reliance on 

automation 

Dependence on automated navigation 

reduces crew vigilance and manual 

oversight 

Reduced situational awareness, leading to delayed 

or inappropriate responses in unexpected situations 

 FM 

3.2 

Inadequate 

emergency response 

Automated navigation systems may fail 

to react quickly to sudden changes or 

emergency conditions 

Higher risk of incidents during critical situations 

due to delayed manoeuvring or inappropriate 

responses 

 FM 

3.3 

Inefficient route 

planning 

Suboptimal route selection by automated 

systems increases fuel consumption and 

transit time 

Increased operational costs and higher 

environmental impact due to inefficient navigation 

 FM 

3.4 

Failure to detect 

small obstacles 

Inability of sensors to detect small or 

fast-moving objects (e.g., buoys, small 

boats) 

Increased collision risk with small, unmarked 

objects, especially in crowded waterways 

C4. 

Environmental 

Conditions 

FM 

4.1 

Adverse weather 

conditions 

Extreme weather affects sensor accuracy 

and visibility, limiting navigational 

effectiveness 

Increased likelihood of collisions or grounding in 

poor weather conditions 

 FM 

4.2 

Strong currents Unpredictable currents interfere with the 

ship’s automated course tracking, causing 

course deviations 

Increased fuel consumption and potential 

navigational risks in regions with strong currents or 

tides 

 FM 

4.3 

Fluctuations in sea 

temperature 

Sudden changes in sea temperature can 

affect the performance of sensors and 

electronic systems 

The risk of system failure or sensor errors increases, 

especially in areas with high temperature 

fluctuations 

 FM 

4.4 

Restricted visibility Reduced visibility due to heavy rain, fog, 

or other weather conditions limits the 
crew's ability to detect nearby obstacles 

and make timely decisions 

Increased risk of collisions or groundings, delayed 

response to navigational hazards, and potential 

accidents 
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The taxonomy and table are developed in an iterative manner. Initial lists of hazards 

from documents and literature are first grouped under the four categories by the 

research team using the navigation process model and MASS concept defined earlier. 

The draft taxonomy is then reviewed by the expert panel introduced in Section 3.1.2, 

who validate the relevance of each failure mode, refine wording to reflect bridge 

practice and remote-operations terminology, and adjust category allocation where 

necessary . Over-reliance on automation (ORA) is placed under Operational failures 

(C3) in the baseline because it typically manifests during watchkeeping and procedure 

execution, although its cognitive underpinnings as a human-factors issue are 

acknowledged and later explored through a structural robustness scenario (Section 

3.3.3) . 

From a methodological perspective, the FMECA table in this thesis is designed 

primarily as a structuring and traceability device rather than as a stand-alone scoring 

instrument. Classical FMECA uses the Risk Priority Number (RPN) to rank failures 

based on point estimates of occurrence (O), severity (S) and detectability (D) . In 

contrast, the present work uses the FMECA framework to define consistent failure 

modes, map them to navigation functions and categories, and prepare them for 

uncertainty-aware evaluation. The table provides the reference list over which experts 

later express linguistic judgements on O, S and D (Section 3.2.2), which are then 

converted into belief structures and aggregated via Dempster–Shafer theory before 

being propagated through the rule-based Bayesian Network . In this way, the taxonomy 

and FMECA table build close the loop between qualitative hazard identification and 

the quantitative steps that follow, while preserving a transparent link from high-level 

navigation concepts down to individual failure modes. 

3.2.2 Expert elicitation 

Expert elicitation provides the quantitative input required to evaluate the failure modes 

defined in the FMECA taxonomy. Because there is currently no systematic incident 

database for MASS navigation, structured expert judgement is used to estimate the 

occurrence (O), severity (S) and detectability (D) of each failure mode under IMO 

Levels 1–2. Expert-based assessments are widely recommended in situations with 

sparse or heterogeneous data, particularly when formal uncertainty representations 

such as Dempster–Shafer theory are employed. 
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The elicitation builds directly on the FMECA table developed in Section 3.2.1. Each 

row of the table corresponds to a specific failure mode (FM1.1–FM4.4) and provides 

a concise description of the hazard, its immediate effects, and the potential 

navigational consequences. These descriptions are copied into a structured 

questionnaire so that experts can rate each mode consistently. Before scoring, all 

panellists receive a briefing note that defines the MASS concept, the navigation scope, 

the four risk categories (C1–C4) and the intended interpretation of O, S and D. The 

note includes simple examples to illustrate how human, technological, operational and 

environmental failures may manifest in semi-autonomous bridge operations. This 

preparatory stage aims to promote a shared understanding of terminology and to reduce 

variability caused by divergent mental models [39,62,63]. 

For each failure mode, experts are asked to judge O, S and D using five-level linguistic 

scales derived from the IEC 60812 guidance for FMECA. The levels range from “Very 

Low (VL)” to “Very High (VH)” and are anchored by indicative frequency or 

consequence ranges (for example, “VL” occurrence for events expected less than once 

in ten years; “VH” severity for events that may lead to loss of the vessel). The three 

scales are summarised in Table 3.2. The five-scale linguistic variable of each risk 

parameter, which also reports the symbolic labels used in subsequent modelling. 

Table 3.2: The five-scale linguistic variable of each risk parameter. 

Scale Occurrence (O) Severity (S) Detectability (D) 

1 Very Low (VL) Negligible (N) Highly Unlikely (HU) 

2 Low (L) Marginal (MA) Unlikely (U) 

3 Average (A) Moderate (MO) Average (A) 

4 High (H) Critical (CR) Likely (L) 

5 Very High (VH) Catastrophic (CA) Highly Likely (HL) 

The questionnaire allows experts to express their beliefs either as single linguistic 

terms or as adjacent pairs (e.g. “Low–Average”) when they consider the boundary 

between two levels to be ambiguous. In Dempster–Shafer theory, these responses 

correspond to assigning basic probability mass either to a singleton set (e.g. {L}) or to 

a compound hypothesis (e.g. {L,A}) within the frame of discernment for each 

parameter [12,13,14]. This flexibility helps to capture partial ignorance and avoids 

forcing artificially precise point estimates. Space is also provided for free-text 
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comments so that experts can document specific assumptions (for instance, particular 

weather or traffic conditions) that influence their ratings. 

The panel consists of seven domain experts purposively selected to cover 

complementary perspectives on MASS navigation. Their backgrounds span ship 

handling, marine engineering, maritime safety, autonomous-systems design and 

regulatory practice. Selection criteria include years of seagoing and shore-based 

experience, familiarity with autonomous or highly automated systems, and current 

involvement in research, design or oversight of MASS projects. To mitigate 

dominance and conformity effects, experts complete the questionnaire individually 

and anonymously, without exposure to the interim responses of others. 

Each expert is assigned a reliability weight that reflects perceived expertise and 

familiarity with MASS operations. The weights are elicited qualitatively and then 

normalised so that they sum to one. When the completed questionnaires are returned, 

the linguistic ratings for each failure mode and parameter are converted into basic 

probability assignments for that expert. These individual mass functions are then 

combined across the seven experts using a modified Dempster–Shafer aggregation rule 

that is specifically designed to handle conflicting evidence in reliability applications. 

The resulting aggregated belief distributions over O, S and D for every failure mode 

serve as the main numerical output of the expert elicitation process and form the inputs 

to DS fusion and CRV computation in Section 3.2.3. 

3.2.3 DS fusion & CRV computation 

Dempster-Shafer (D-S) theory is a mathematical approach used to model uncertainties 

and reason by combining incomplete or uncertain information [12]. First proposed by 

Dempster in 1967, this theory is expanded by Shafer and more comprehensively 

associated with belief functions [66]. Unlike traditional probability theory, D-S theory 

has the ability to express cognitive uncertainties and stands out as an effective method 

especially in scenarios where expert opinions are used [67,68]. 

D-S theory is developed for universal sets containing a finite number of elements. 

Probability weight assignments are made for this set [69,70]. The universal set  is 

called the "Frame of Discernment" (FOD) and contains N elements as shown Eq. (3.1): 

(3.1)  1 2, ,... ...,i N    =
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Power set   is represented as 2
and 2N

is expressed as: 

   (3.2) 

Here,  is specified as the empty set. The Basic Probability Assignment (BPA) is 

made from the power set 2
 to the interval [0,1] and the mass function (m) is defined 

as shown in Eq. (3.2). This function is limited by the condition shown in Eq. (3.3) and 

the equality shown in Eq. (3.4) is satisfied for each set A: 

(3.3) 

 

(3.4) 

 

(3.5) 

Here A  is any element of the power set. If ( )m A   , these sets are considered as 

“focal sets”. D-S theory allows combining data from multiple sources. Dempster’s 

combination rule is used for combining [13,71]. Two independent BPA functions 𝑚1 

and 𝑚2 can be combined by Dempster’s rule as follows: 

 

(3.6) 

Here, 𝑘 is the conflict coefficient and is calculated as Eq. (3.7): 

(3.7) 

Dempster’s combination rule determines the sum of the belief levels of two different 

BPA functions. “𝑘” is a normalization constant that expresses the conflict between the 

two functions. 

3.2.4 Rule-based BN structure 

Bayesian network (BN) is a tool developed based on probability theory and is used to 

represent quantities and relationships between variables [72,73,74,75]. 

Foundationally, BN formalises probabilistic reasoning over causal structures [76]. In 

a Rule Based Bayesian (RBN) approach, causal relationships and effective magnitudes 

in Bayesian network are defined as rules [36,57,58]. RBN provides a framework that 
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represents expert knowledge and takes linguistic judgments into account. IF-THEN 

rule structure can express such relationships by modelling the qualitative aspects of 

human knowledge and reasoning [77,78]. 

The general format of IF-THEN rule can be defined as follows in Eq. (3.8): 

( ) ( ) ( ) 1 2 1 1 2 2: ... , , , , ,..., ,w w w w w w

w p q qR IF A and A and and A THEN B C B C B C (3.8) 

Here, 𝑅𝑤 denotes rule number 𝑤. The "IF" part of the rule consists of linguistic input 

parameters and these inputs are defined by a set of p participation features 

 1 2, , ,w w w w

pA A A A= . In the “THEN” part, the Degree of Beliefs (DoB) of the 

linguistic variables are specified and these variables are represented by linguistic 

values. iC  represents the linguistic variables, while 
w

jB  represents the DoB. 

Therefore, the RBN approach can be applied to combine the obtained rules and 

produce the final results. 

3.2.5 Methods integration 

This section explains in detail the integration of FMECA, D-S theory and RBN 

techniques in the risk assessment to be performed.  

Step 1: Determining Failure Modes and Creating the Bayesian Network 

Structure 

In step 1, failure modes and components are defined based on the topic under 

investigation. First, failure modes suitable for the relevant topic are determined. Then, 

a Bayesian network model is created. In this model, failure modes are determined as 

root nodes, components are assigned as intermediate nodes, and the overall risk is 

represented as a leaf node. The Bayesian network structure helps to understand the 

potential failure modes in the system and their interactions [15,16,79]. 

Step 2: Expert Evaluations 

In this step, experts determine the impact of each failure mode on the overall risk in 

the model. Experts make evaluations for the risk parameters O (Occurrence), S 

(Severity), and D (Detectability) of each failure mode. Each of these parameters is 

represented by linguistic expressions, and experts express their opinions using the 

Dempster-Shafer Theory. 
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Experts completed a structured questionnaire aligned with FMECA/ISO guidance 

(IEC 60812; ISO 31010): for each failure mode in Table 2.1, they rated Occurrence, 

Severity, and Detectability on the five-level linguistic scales in Table 2.2 (see Step 2). 

The instrument follows standard practice and mirrors prior MASS risk studies that 

elicit expert judgements on similar scales; while no field-validated MASS-specific 

scale exists, content validity derives from these standards, and residual disagreement 

is handled through reliability-weighted D–S aggregation [9,10,64]. 

In the evaluation of linguistic term sets, experts may express more than one linguistic 

variable, and these linguistic expressions may differ from one expert to another. 

Dempster-Shafer (D-S) evidence theory is used to combine expert opinions. The group 

of experts involved in the evaluation process can be defined as  1,2,E i n= = . In 

addition, FOD (Frame of Discernment) consists of five linguistic term sets (S). FOD 

can be determined by the clusters  1,2,3,4,5 = . It is assumed that 1S  and mS  

are clusters included in FOD by the opinions of different experts. This piece of 

evidence satisfies the formula Eq. (3.5) and defined as follows in Eq. (3.9); 

(3.9) 

When the collected data, i.e., evidence, is contradictory, the Dempster combination 

rule may not produce meaningful results. This situation is detailed in Eq. (3.6). In 

particular, when the conflict coefficient (k) approaches 1, irrational results may occur. 

Therefore, a modified combination approach is needed to handle conflicting evidence.  

Seven domain experts are purposively selected for breadth of experience in MASS 

navigation and maritime operations, details are given in Section 4.3. Each expert 

independently and anonymously provided linguistic degrees of belief for O, S, and D 

using the five-level scale in Table 3.2. To minimise bias, experts are briefed 

individually and responses are not shared across participants. Residual disagreement 

is mitigated through a reliability-weighted D–S aggregation [39,62,63].  

When the collected data, i.e., evidence, is contradictory, the Dempster combination 

rule may not produce meaningful results. This situation is detailed in Eq. (3.6). In 

particular, when the conflict coefficient (k) approaches 1, irrational results may occur. 

Therefore, a modified combination approach is needed to handle conflicting evidence. 

In this paper, Eqs. (3.8)-(3.13) are suggested to be used. The proposed modified 
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combination rule is based on a type of cross-combination approach [65]. To apply this 

approach, the similarity between the collected evidence should be calculated. Eq. 

(3.10) provides the formula for calculating the similarity between two evidences 

( , )p qsim e e obtained from expert evaluations [80]. According to the similarity 

coefficients between each pair of evidences, “a” similarity matrix is created in the form 

of nxn, which is explained by Eq. (3.11). 

 

 (3.10) 

 

 

 (3.11) 

 

In the following process, the support degree of the evidence 𝑒𝑝 is calculated according 

to Eq. (3.12). Eq. (3.13) expresses the reliability (𝐶𝑟𝑑) of a given evidence; this 

reliability is determined by normalizing the support degree. 

 

(3.12) 

 

 

 

 (3.13) 

 

After the reliability estimate is made for each piece of evidence, the weighted average 

of the underlying truth distribution can be calculated using Eq. (3.14). The obtained 

weighted averages are then normalized by Eq. (3.15), which produces the aggregated 

values ( ( ))c te S  for the linguistic variables in the determined linguistic cluster. 
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                      (3.15) 

Step 3: Designing Rules 

This step involves creating rules that determine the belief levels of the situations (such 

as very low, low, average, high, and very high). These rules are based on risk 

parameters such as O (Occurrence), S (Severity), and D (Detectability) for failure 

modes, components, and overall risk. Bayesian network rules are determined for the 

root nodes containing failure modes, and there are 125 rules (5x5x5) in total. These 

rules are developed using linear distribution to determine the belief levels of the failure 

modes. Table 3.3 shows some of these rules and how they are developed using linear 

distribution. The scale defined for each O, S, and D variable has a belief level of 

33.33% in the IF section, which is related to the scale in the THEN section [16,32]. 

The same approach is used to determine the rules for failure modes and components 

for overall risk. 

Table 3.3: Rule based BN: IF-THEN rules generated from risk parameters (5×5×5 = 125 

rules). 

Rule 

Number 

If part    Then Part 

O S D  R1 R2 R3 R4 R5 

1 Very Low (O1) Negligible (S1) Highly Unlikely (D1)  1.00 0.00 0.00 0.00 0.00 

2 Very Low (O1) Negligible (S1) Unlikely (D2)  0.67 0.33 0.00 0.00 0.00 

3 Very Low (O1) Negligible (S1) Average (D3)  0.67 0.33 0.00 0.00 0.00 

4 Very Low (O1) Negligible (S1) Likely (D4)  0.67 0.00 0.00 0.33 0.00 

5 Very Low (O1) Negligible (S1) Highly Likely (D5)  0.67 0.00 0.00 0.00 0.33 

... ... ... ...  ... ... ... ... ... 

61 Average (O3) Moderate (S3) Highly Unlikely (D1)  0.33 0.00 0.67 0.00 0.00 

62 Average (O3) Moderate (S3) Unlikely (D2)  0.33 0.33 0.00 0.00 0.33 

63 Average (O3) Moderate (S3) Average (D3)  0.33 0.33 0.33 0.00 0.00 

64 Average (O3) Moderate (S3) Likely (D4)  0.00 0.67 0.33 0.00 0.00 

65 Average (O3) Moderate (S3) Highly Likely (D5)  0.00 0.33 0.67 0.00 0.33 

... ... ... ...  ... ... ... ... ... 

121 Very High (O5) Catastrophic (S5) Highly Unlikely (D1)  0.33 0.00 0.00 0.00 0.67 

122 Very High (O5) Catastrophic (S5) Unlikely (D2)  0.33 0.00 0.33 0.00 0.67 

123 Very High (O5) Catastrophic (S5) Average (D3)  0.00 0.33 0.33 0.00 0.67 

124 Very High (O5) Catastrophic (S5) Likely (D4)  0.00 0.00 0.33 0.67 0.67 

125 Very High (O5) Catastrophic (S5) Highly Likely (D5)  0.00 0.00 0.00 0.33 1.00 
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Step 4: Rule Collection Process 

After the rules are determined, conditional probability distributions are calculated for 

each specified node. Then, marginal probabilities, i.e. outcomes, are calculated 

considering the prior probabilities. The marginal probability 𝑝(𝑅ℎ) for the root nodes 

of failure modes can be calculated as follows: 

5 5 5

1 1 1

( ) ( , ) ( ) ( ) ( )( 1,2,3,4,5)h i j k i j k

i j k

p R p R O S D p O p S p D h
= = =

=  =   (3.16) 

Here, the symbol h represents the number of states of 𝑅. 𝑝(𝑂i), 𝑝(𝑆𝑗), 𝑝(𝐷𝑘), O, S and 

D are the prior probabilities of the parameters. This equation is used to calculate the 

marginal probability 𝑝(𝑅ℎ) for the root nodes of failure modes. 

To explain further, the approach in Eq. (3.17) appears as a kind of extended version of 

Eq. (3.16). This approach can be used to determine the marginal probabilities of the 

components at each intermediate node identified here and the overall risk within the 

scope of the leaf node [16,57,70]. 

5 5 5

1, 2, , 1, 2, ,

1 1 1

( ) ( , , ) ( ) ( ) ( )h X i X j Xm k X i X j Xm k

i j k

p R p R R R R p R p R p R
= = =

=   (3.17) 

A reliability-weighted variant consistent with improved D–S fusion proposals in 

engineering reliability is employed [65]. 

Step 5: Utility Functions with the Help of Converting Results to Net Values 

When quantifying the risks of nodes in the risk model, CRV are used. These values 

are determined by the linear utility function in Eq. (3.18). A high CRV indicates a high 

level of risk, which allows for the prioritization of components by failure modes. 

(3.18) 

 

Here, ( )hp R represents the marginal probability of the hth risk and represents the 

degree of belief implied by the hth risk (very low (R1), low (R2), average (R3), high 

(R4), very high (R5)). RhU  represents a utility value assigned to 𝑅h [36]. All 

computations are executed in Microsoft Excel (for D–S aggregation, rule based 

encoding, and CRV/SF calculations), and Bayesian network inference is performed in 

GeNIe (Bayes Fusion).  

5

1

( )
hh R

h

CV p R U
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 Sensitivity, Robustness, and Uncertainty Treatment 

3.3.1 Uncertainty analysis 

Uncertainty is treated as an integral feature of the FMECA–Dempster–Shafer–rule-

based BN pipeline rather than as an afterthought. Three main layers are distinguished: 

(i) uncertainty in expert judgements on occurrence, severity and detectability at the 

failure-mode level; (ii) uncertainty introduced by discretisation and rule-based 

mapping when beliefs are translated into BN states and utility-scaled CRVs; and (iii) 

structural uncertainty arising from the choice of network architecture, rule base and 

scenario design. The aim of this subsection is to make these layers explicit and to 

clarify how residual uncertainty should be interpreted when reading the model outputs. 

At the elicitation layer, each expert provides linguistic ratings for O, S and D on a five-

level scale. These ratings are converted into Basic Probability Assignments within 

Dempster–Shafer theory, allowing partial belief and ignorance to be represented 

explicitly [12,81,82]. Inter-expert disagreement is not forced into a single point 

estimate; instead, a reliability-weighted variant of Dempster’s rule combines the 

individual BPAs, using similarity-based weights to down-weight outlying profiles and 

a conflict mass 𝐾 to track the degree of contradiction in the panel. Minimum–

maximum ranges and interquartile ranges of O/S/D assessments are retained at the 

failure-mode level to document the spread of judgements, and are later summarised in 

the uncertainty report [12,81,82]. 

In the second layer, discretisation and rule-based mapping introduce additional but 

controlled uncertainty. The five linguistic levels for O, S and D are mapped to BN 

states through a 5×5×5 rule table that is consistent with FMECA logic and calibrated 

to the navigation context. A linear utility function then converts the posterior risk-state 

probabilities into CRVs on a 0–125 scale, enabling prioritisation but inevitably 

compressing information. As noted in the uncertainty report, this binning may mask 

fine differences between similar failure modes, but the impact is assessed as low-to-

moderate because the same scale is used consistently across the taxonomy. The 

combination of reliability-weighted DS fusion, transparent rule tables and a single 

CRV scale is therefore viewed as a pragmatic compromise between expressiveness 

and interpretability. 
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The third layer concerns structural and scenario-related uncertainty. The BN structure 

follows a simplified but plausible causal graph in which failure modes feed category 

nodes and these feed an overall navigational risk node; conditional independence is 

assumed for non-connected nodes, and time dynamics and feedback loops are not 

modelled explicitly. Scenario design choices—such as the definition of a baseline 

configuration, the one-at-a-time perturbation scheme for sensitivity analysis and the 

ORA reclassification for robustness testing—also shape the way uncertainty is 

explored rather than eliminated [80,81,82,83,84,85]. Table 3.4 provides a structured 

summary of these sources, treatments and residuals, highlighting, for example, that a 

small but diverse expert panel and reliance on linguistic scales leave some epistemic 

uncertainty that cannot be fully removed but can be bounded and reported. 

Overall, CRVs and sensitivity factors are interpreted in this thesis as relative indicators 

under clearly stated assumptions about expert aggregation, discretisation and network 

structure. The uncertainty analysis does not attempt to provide exact incident 

probabilities; instead, it documents how judgement variability and modelling choices 

propagate through the pipeline and where residual caution is warranted when 

prioritising mitigations. As summarised in Table 3.4, the combination of reliability-

weighted DS fusion, rule-based mapping and scenario-based checks is judged 

sufficient to support transparent, uncertainty-aware navigational risk insights for 

MASS. 

Table 3.4: Summary of uncertainty sources and treatment. 

Source Treatment Residual 

Inter-expert disagreement 

(judgement variability) 

Reliability-weighted D–S 

aggregation; anonymity; diverse 

roles 

Moderate (panel size is small; 

remaining divergence possible). 

Discretization of O, S, D 

(five-level linguistic 

scales) 

Rule based mapping to BN states; 

linear utility for crisping 

Low–moderate (binning may 

mask fine differences). 

Rule based (5×5×5) 

design 

Transparent rule table; consistency 

with FMECA logic 

Moderate (alternative rule sets 

may shift mid-rank items). 

BN structure (category 

taxonomy) 

Structural robustness test (ORA → 

C1) 

Low at top-hazard identity; 

moderate at category emphasis. 

Data/parameter updates 

over time 

Method is re-runnable with new 

expert inputs 

Context-dependent; requires 

periodic refresh. 
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3.3.2 Sensitivity 

Sensitivity analysis is performed to assess the importance of each failure mode on the 

navigational risk [33,59]. A successful sensitivity analysis provides relevant 

information to validate the model and support risk reduction strategies. It is observed 

that changes in failure modes’ marginal probabilities lead to changes in the posterior 

probability of the overall navigational risk, [83,84]. Thus, a sensitivity measure 
ijFMSF  

of the failure mode ijFM  is defined as the ratio between the normalized variation in 

the navigational risk CV value by the normalized maximum change in the failure mode 

CV risk value, i.e., when changing its marginal probability from states VL=1 to VH=1, 

given by Eq. (3.19) [85,86]: 
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            (3.19) 

The results of the sensitivity analysis identifying the most influential failure modes for 

MASS navigation are presented in Chapter 4. In addition to the baseline structure, a 

structural robustness check alters only the hazard categorisation (reassigning ORA to 

C1) without changing priors or expert inputs; results are reported in Chapter 4 and 

show shifts in category emphasis with stable top hazards. 

3.3.3 Robustness scenarios 

Structural robustness in this thesis refers to how the multi-method pipeline responds 

when the hazard categorisation itself is altered, while expert inputs and rule parameters 

are kept fixed. The motivation is that category-level nodes (C1–C4) aggregate failure 

modes before propagating beliefs to the overall navigational-risk node; hence, the way 

failure modes are grouped can affect category CRVs and sensitivity factors (SFs) even 

when the underlying failure-mode evidence does not change. The purpose of this 

subsection is to specify how such structural checks are designed and implemented, 

without interpreting the numerical results, which are presented later in Chapter 4. 

The structural robustness analysis focuses on a single, targeted categorisation scenario 

centred on the failure mode “Over-reliance on automation” (ORA). In the baseline 

configuration, ORA is assigned to the Operational category (C3), reflecting its 
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manifestation during watchkeeping, route execution and shipboard procedures. 

However, the human-factors literature characterises over-reliance on automation 

primarily as a trust and complacency phenomenon, that is, a Human-Related failure 

with cognitive roots [86,87]. To test the sensitivity of category-level indicators to this 

modelling choice, an alternative structure is defined in which ORA is reassigned from 

C3 to the Human-Related category (C1), while all other aspects of the model remain 

unchanged [60,61]. 

Implementation of this robustness scenario follows a two-structure, single-

parameterisation design. First, the baseline BN structure is used: four category nodes 

(C1–C4) parent the set of failure-mode risk nodes, which in turn are fed by O/S/D 

nodes, with the overall navigational-risk node at the top of the hierarchy. The rule-

based CPTs linking O/S/D to each failure mode, and failure modes to categories and 

overall risk, are defined as described in Section 3.2. Second, an alternative BN 

structure is created in which only the parent category of ORA is switched from C3 to 

C1; the DS-based expert inputs on O/S/D, the reliability weights, the rule base and all 

other priors are kept identical across the two structures. No re-elicitation, no retuning 

of DS parameters and no additional edges or node states are introduced. 

For each structure, the full pipeline is then executed in the same way. Reliability-

weighted DS fusion converts expert O/S/D judgements into aggregated belief vectors, 

these beliefs parametrise the rule-based BN, and exact inference is performed in GeNIe 

to obtain posterior risk distributions and CRVs for all failure modes, categories and 

the overall navigational-risk node [33,59]. Using these outputs, the following 

comparisons are defined for the robustness analysis, all of which are computed but not 

interpreted in this chapter: 

• Category-level CRVs and SFs for C1–C4 under the baseline and the ORA-

reclassified structure. 

• Failure-mode CRVs and SFs for ORA and other failure modes, to confirm that 

only category membership, not failure-mode-level evidence, has been 

modified. 

• The CRV and posterior distribution of the overall navigational-risk node under 

both structures, to check whether changes are confined to category aggregation 

or propagate to the top-level indicator. 
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The robustness scenario is therefore formalised as a controlled comparison between 

two BN structures that differ only in the categorical parent of a single failure mode. 

The magnitude and direction of changes in CRVs and SFs across these structures are 

treated as indicators of structural robustness to hazard grouping. 

 Ethical and Reproducibility Notes 

This subsection briefly documents how ethical aspects and reproducibility 

requirements are addressed in the design and implementation of the multi-method 

framework. The focus is on expert participation, data handling, transparency of 

modelling assumptions and the material provided to enable future replication of the 

analyses. No numerical results are interpreted here; subsequent chapters use this 

information as context when discussing findings. 

From an ethical perspective, the expert elicitation process was designed around 

voluntary and informed participation. Potential experts were approached individually 

and invited to contribute based on their professional experience with ship navigation, 

automation, maritime safety and MASS-related projects. Participation was not linked 

to any performance evaluation or contractual obligation, and experts were free to 

decline or to withdraw at any time without justification. The questionnaire explicitly 

stated the purpose of the study, the type of analyses to be performed and the intended 

academic use of the anonymised results, in line with general guidance on responsible 

expert elicitation in risk and environmental health assessments. 

Personal identifiers and organisationally sensitive details were minimised. The 

elicitation materials did not request names of employing companies, ship names or 

voyage identifiers, and no operational logs or proprietary incident databases were used. 

Instead, inputs consisted of linguistic ratings and comments on generic failure modes, 

framed at the level of navigational tasks and system functions. When experts provided 

free-text remarks, these were screened to remove any incidental reference that could 

reveal specific vessels, companies or individuals before being stored and used for 

analysis. In the thesis, expert contributions are reported only in aggregated form 

through Dempster–Shafer (DS) belief structures, CRVs and sensitivity factors. 

Individual response profiles are not disclosed. 
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Data handling and storage were organised to maintain confidentiality and integrity. 

Completed questionnaires and any associated electronic files are stored in password-

protected digital folders, with access restricted to the researcher and, where necessary 

for supervision, to the academic supervisors. No data are shared with third parties in 

raw form. When the DS fusion and rule-based BN computations are implemented, only 

coded identifiers for failure modes and categories are used. Expert-specific identifiers 

are replaced by numerical labels during processing, and reliability weights are reported 

at panel level without linking them to identifiable persons. 

Reproducibility is supported by documenting the full modelling workflow and by 

providing structured artefacts that enable other researchers to replicate the pipeline 

with the same or alternative expert data. First, the FMECA tables list all failure modes, 

their categories, narrative descriptions and the O/S/D scales used for elicitation, so that 

the qualitative part of the taxonomy can be reconstructed. Second, the DS computation 

is implemented in a spreadsheet template that specifies, for each failure mode and 

parameter, how linguistic terms are mapped to basic probability assignments, how 

discounting is applied and how combination rules are executed. The spreadsheet 

contains formulae rather than macros so that the sequence of transformations remains 

transparent and deterministic. 

Third, the rule-based BN is documented by providing the node list, the five-level state 

definitions and representative portions of the IF–THEN rule base. The complete 

mapping from O/S/D triplets to risk-state distributions is summarised through the 

5×5×5 rule table described in section 3.2.4, and the BN structure diagram identifies all 

parent–child relations between failure-mode, category and overall risk nodes. The 

implementation is carried out in GeNIe (BayesFusion), and the software name and 

version are reported so that equivalent model files can be created in the same 

environment. No stochastic simulation (e.g. Monte Carlo sampling) is used in the core 

analysis; DS fusion, rule evaluation and BN inference are deterministic given the input 

expert data, which simplifies replication. 

Finally, some limits to full reproducibility are acknowledged. To protect 

confidentiality, the raw, expert-identifiable questionnaires are not made public, and 

only aggregated DS outputs, CRVs and sensitivity factors are included in the thesis 

and any derived publications. This means that exact replication of the baseline results 

requires access to the same panel or an equivalent synthetic panel that emulates the 
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elicited belief patterns. Nonetheless, by disclosing the taxonomy, O/S/D scales, DS 

and BN formulations, software tools and scenario definitions, the methodology is 

sufficiently specified for other researchers to apply the same framework to their own 

expert panels or data sets, and to compare findings in a transparent, uncertainty-aware 

way.  
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 QUNTITATIVE RISK ANALYSIS  

 MASS Navigational Risks 

This subsection describes the navigational risk landscape constructed for MASS at 

IMO autonomy Levels 1 and 2, focusing on the failure modes identified in the FMECA 

and operationalised in the DS–rule-based BN pipeline. The aim is to characterise, in 

qualitative terms, what each failure mode represents for real-world navigation, how it 

can manifest during operations, and how the aggregated expert beliefs on Occurrence 

(O), Severity (S), and Detectability (D) shape the understanding of risk before detailed 

numerical ranking in Section 4.4. 

The hazard taxonomy follows four categories: Human-Related failures (C1), 

Technological failures (C2), Operational failures (C3), and Environmental conditions 

(C4). Within each category, the failure modes are defined in terms of their effects and 

consequences for navigation, as originally summarised in Table 3.1 of the article. 

Aggregated belief vectors for O, S, and D obtained through reliability-weighted 

Dempster–Shafer fusion provide a probabilistic picture of how frequently these modes 

may occur, how severe their consequences might be, and how likely they are to be 

detected in time by crew or automation. These inputs, which form the basis of the BN’s 

conditional probability tables, are summarised in Table 4.1 and are used here to 

interpret the qualitative risk profile of each mode and category. As indicated in Table 

4.1, most failure modes concentrate their belief mass in the Average–High region for 

Occurrence and the Moderate–Critical region for Severity, while Detectability shows 

more variation across the taxonomy. 

In Table 4.1, the O and S distributions for C1 failure modes typically cluster around 

Average and High states. For example, beliefs for FM 1.1 and FM 1.3 indicate that 

experts expect such issues to arise with non-negligible frequency and to produce at 

least moderate navigational disruption, while detectability is mostly judged as Average 

or Likely, implying that crews and supervisors often recognise these problems, but not 

always in time to prevent near misses. In contrast, FM 1.4 is associated with a more 

pessimistic detectability profile, with substantial belief mass in the Unlikely state, 



58 

consistent with the idea that training deficiencies are latent and may remain hidden 

until an off-nominal event exposes them. 

Table 4.1: BN inputs and aggregated results for risk parameters. 

 Occurrence (O)    Severity (S)    Detection (D)   

Failure 

mode 
VL L A H VH  N MA MO CR CA  HU U A L HL 

FM 1.1. 0.17 0.21 0.46 0.10 0.06  0.00 0.17 0.60 0.23 0.00  0.03 0.21 0.73 0.03 0.00 

FM 1.2. 0.08 0.69 0.20 0.02 0.01  0.00 0.31 0.66 0.03 0.00  0.00 0.17 0.67 0.13 0.03 

FM 1.3. 0.00 0.60 0.35 0.03 0.02  0.00 0.21 0.56 0.23 0.00  0.02 0.38 0.46 0.12 0.02 

FM 1.4. 0.01 0.14 0.70 0.15 0.01  0.01 0.24 0.21 0.45 0.09  0.09 0.74 0.08 0.05 0.04 

FM 2.1. 0.00 0.10 0.59 0.31 0.00  0.00 0.18 0.34 0.43 0.05  0.00 0.14 0.38 0.30 0.18 

FM 2.2. 0.04 0.29 0.48 0.18 0.01  0.00 0.17 0.52 0.29 0.02  0.01 0.36 0.61 0.02 0.00 

FM 2.3. 0.42 0.46 0.11 0.02 0.00  0.00 0.30 0.35 0.28 0.07  0.00 0.02 0.10 0.53 0.35 

FM 2.4. 0.06 0.60 0.12 0.20 0.03  0.02 0.21 0.58 0.18 0.01  0.13 0.45 0.35 0.07 0.00 

FM 3.1. 0.04 0.04 0.22 0.69 0.02  0.00 0.16 0.75 0.08 0.00  0.00 0.03 0.31 0.64 0.03 

FM 3.2. 0.03 0.36 0.61 0.00 0.00  0.03 0.25 0.19 0.43 0.11  0.00 0.17 0.70 0.10 0.03 

FM 3.3. 0.02 0.21 0.65 0.11 0.01  0.01 0.19 0.52 0.25 0.02  0.04 0.30 0.71 0.02 0.00 

FM 3.4. 0.00 0.79 0.20 0.00 0.00  0.01 0.32 0.35 0.27 0.04  0.04 0.47 0.44 0.04 0.01 

FM 4.1. 0.02 0.39 0.53 0.06 0.00  0.00 0.17 0.65 0.17 0.01  0.08 0.54 0.14 0.08 0.17 

FM 4.2. 0.01 0.48 0.50 0.00 0.00  0.01 0.09 0.67 0.21 0.02  0.02 0.49 0.48 0.00 0.00 

FM 4.3. 0.18 0.79 0.04 0.00 0.00  0.01 0.04 0.75 0.19 0.00  0.12 0.74 0.10 0.01 0.03 

FM 4.4. 0.36 0.47 0.14 0.03 0.00  0.00 0.23 0.64 0.13 0.00  0.04 0.56 0.28 0.10 0.02 

Human-related failures describe how seafarers and shore-side operators may struggle 

to interact with advanced navigation systems in MASS. Insufficient navigational skills 

(FM 1.1) captures situations where bridge teams or remote operators are not fully 

familiar with integrated digital navigation suites, leading to incorrect data entry, 

misinterpretation of displays, or delayed manoeuvring decisions. Resistance to new 

technologies (FM 1.2) reflects behavioural reluctance to trust or adopt new 

autonomous and decision-support functions, which may result in operators reverting 

to familiar but less effective practices or ignoring automated advisories during time-

critical events. Cognitive overload (FM 1.3) arises when highly automated bridges and 

control centres present dense, multi-source information that exceeds human processing 

capacity, slowing reaction times and increasing the likelihood of overlooking weak 

signals or subtle trajectory deviations. Inadequate training on digital tools (FM 1.4) 

represents gaps in formal and informal training on complex digital interfaces, route-

optimisation tools, and alarm management, so that key features are misused, 

underused, or disabled, weakening the overall safety barrier. 
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Technological failures represent weaknesses in the sensing, computing, and 

connectivity backbone of MASS, which directly support situational awareness and 

path planning. Sensor malfunctions (FM 2.1) refer to erroneous, missing, or degraded 

sensor outputs (for example, from radar, LiDAR, AIS, or camera systems), which can 

lead to incorrect perception of obstacles, inaccurate estimation of relative motion, and 

loss of safe separation. Navigation software glitches (FM 2.2) capture malfunctions in 

routing algorithms, decision logic, or data fusion modules, potentially yielding unsafe 

suggested tracks, oscillatory manoeuvres, or failure to respect local traffic separation 

schemes. Cybersecurity breaches (FM 2.3) cover unauthorised access, data 

manipulation, or denial-of-service events that compromise the integrity or availability 

of navigational data and control signals, opening the possibility of route deviations, 

spoofed targets, or loss of command channels. Connectivity issues (FM 2.4) 

correspond to intermittent or prolonged degradation of links between ship and shore 

control, satellites, and coastal infrastructure, which can delay updates, hinder remote 

supervision, and complicate coordinated responses. 

The aggregated belief vectors in Table 4.1 underline that technological failures are 

generally perceived as both plausible and impactful. For FM 2.1 and FM 2.2, 

Occurrence tends to be concentrated in the Average–High states, indicating that 

experts see these events as credible under current technology and operational 

constraints. Severities are spread across Moderate and Critical, reflecting the potential 

for serious near misses or incidents when perception and path-planning functions 

degrade. Detectability for C2 modes shows more dispersion: sensor faults and 

connectivity issues often have visible symptoms, making Likely detection plausible, 

while cybersecurity events are more insidious, and the associated belief mass leans 

more toward Average or Unlikely detection, emphasising their latent character. 

Operational failures relate to how MASS technologies are embedded in procedures, 

supervision, and shipboard routines. Over-reliance on automation (FM 3.1) denotes 

situations where crews or remote operators place excessive trust in autonomous 

functions, reduce manual cross-checking, and are slow to intervene when behaviour 

deviates from expectations. Inadequate emergency response (FM 3.2) reflects 

limitations in predefined manoeuvres, contingency plans, and crew readiness when 

rapid course changes, evasive actions, or system reconfigurations are required under 

stress. Inefficient route planning (FM 3.3) represents suboptimal route choices that 
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may increase exposure to congested areas, complex channels, or adverse 

environmental conditions, thereby raising background navigational risk even if no 

discrete failure occurs. Failure to detect small obstacles (FM 3.4) addresses the 

challenge of reliably identifying buoys, small craft, floating debris, or partially 

submerged objects, especially in cluttered coastal or port approaches. 

Patterns in Table 4.1 show that occurrence beliefs for C3 failure modes are rarely Very 

Low, with most mass placed on Low and Average states, and in some cases extending 

to High. Severities are commonly evaluated as Moderate to Critical, consistent with 

the understanding that poor emergency response or mismanaged automation can 

escalate otherwise manageable anomalies into near misses or incidents. Detectability 

again plays a key role: for FM 3.1 and FM 3.2, experts often judge that symptoms (for 

example, inconsistent track behaviour or alarms) are visible, yet the combination of 

workload, trust in automation, and scenario complexity means that timely detection 

and intervention are not guaranteed. For FM 3.4, detection is structurally difficult 

because small objects may fall below sensor resolution, so belief mass remains 

concentrated in Average detection even under careful watch. 

Environmental failure modes describe how external conditions challenge both 

autonomous systems and human operators. Adverse weather conditions (FM 4.1) 

include heavy rain, storms, and rough seas that degrade sensor performance, affect 

vessel motion, and complicate collision-avoidance manoeuvres. Strong currents (FM 

4.2) can drive unanticipated set and drift, challenging course-keeping and increasing 

track-keeping errors in confined waters. Fluctuations in sea temperature (FM 4.3) may 

influence sensor calibration and certain electronic components, particularly in regions 

with strong thermal gradients. Restricted visibility (FM 4.4) covers fog, heavy rain, 

and darkness conditions that limit both visual lookout and some sensor modalities, 

making small or weak targets harder to detect and track. 

According to Table 4.1, environmental modes often show Occurrence beliefs centred 

on Low and Average, reflecting that severe environmental episodes are not constant 

but recur regularly on many routes. Severities are concentrated around Moderate, with 

some mass in Critical for adverse weather and strong currents, corresponding to their 

potential to amplify other failures. Detectability varies: large-scale phenomena such as 

storms and currents are usually well monitored by both human operators and 

autonomous systems, while restricted visibility can mask targets and thereby reduce 
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effective detection to Average or Unlikely levels, especially when combined with 

technological or human shortcomings. 

Taken together, this qualitative profile shows that MASS navigational risk is not 

dominated by a single type of failure. Instead, risk emerges from the interaction of 

human competence and behaviour, the reliability and security of sensing and decision-

support technologies, the adequacy of procedures and emergency arrangements, and 

the variability of the operating environment. The aggregated O/S/D vectors in Table 

4.1 provide the probabilistic foundation for this picture by encoding expert beliefs 

about how frequently these modes arise, how severe their effects are, and how often 

they can be caught in time. The subsequent subsections in this chapter build on this 

landscape to derive quantitative risk values, sensitivity patterns, and robustness results, 

but all such numerical outputs remain grounded in the failure-mode descriptions 

summarised here. 

 Problem Statement 

The quantitative analysis in this chapter is motivated by a practical and methodological 

gap in current MASS developments: critical navigational hazards are known 

qualitatively, but there is no consistent, uncertainty-aware way to prioritise them 

across human, technological, operational and environmental dimensions for near-term 

deployments. Regulatory scoping, test-bed experience and generic hazard lists indicate 

that MASS will initially operate in constrained coastal and short-sea contexts, often in 

mixed traffic with conventional ships, small craft and port infrastructure. Under these 

conditions, designers, operators and regulators need structured answers to a 

deceptively simple question: which navigational failure modes matter most, and in 

what way, for a given MASS concept and route? 

The problem is complicated by the scarcity of historical data specific to MASS. For 

conventional shipping, risk models may rely on incident statistics, near miss reports 

and formal safety assessments. For MASS, evidence is dominated by simulations, 

small-scale trials and expert judgement, while real-world accident data remain 

extremely limited. As a result, classical frequency-based quantitative risk assessment 

is not directly applicable. Instead, the problem must be framed as one of evidence 

combination and propagation, in which multiple expert views on occurrence, severity 
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and detectability of hazards are integrated and projected through a system-level model 

that represents MASS navigation and its interactions with the environment. 

Within this context, the operational scope of the present thesis is deliberately focused. 

The analysis addresses navigational risks for MASS operating in short-sea and coastal 

waters under IMO Levels 1–2 of autonomy, where human operators remain 

responsible but may be physically remote or supervising multiple units, and where 

MASS share sea space with conventional vessels subject to COLREGs. The problem 

does not cover cargo-handling, mooring or port turnaround operations, nor does it 

attempt to quantify long-term strategic risks (e.g. market disruption, regulatory 

delays). The target is the tactical level of navigation safety, where route planning, 

collision avoidance, sensor performance, cyber-physical security and human–

automation teaming directly influence the probability and consequences of loss-of-

control events. 

Formally, the problem can be expressed in terms of a set of decision-oriented questions 

that the quantitative framework is expected to answer. Given a taxonomy of 

navigational failure modes derived from a FMECA, and a set of expert-elicited ratings 

for occurrence, severity and detectability, the analysis seeks to: 

• Derive a ranked list of failure modes and categories (Human-related, 

Technological, Operational, Environmental) whose contributions to MASS 

navigational risk are expressed by CRVs and posterior distributions, under 

explicitly modelled epistemic and aleatory uncertainty. 

• Identify, through sensitivity factors (SFs), where leverage for risk reduction is 

concentrated, that is, which failure modes and categories produce the largest 

proportional change in overall navigational CRV when their own risk states are 

improved or degraded. 

• Test whether these priorities remain stable under plausible structural changes 

in the representation of hazards, such as the reclassification of “Over-reliance 

on automation” between operational and human-related categories, while 

keeping expert evidence and rule parameters fixed. 

These questions are addressed using the multi-method pipeline that combines 

FMECA, Dempster–Shafer (DS) evidence theory and a rule-based Bayesian Network 

(BN). DS theory is used to aggregate expert judgements on O–S–D, explicitly 



63 

representing disagreement and partial belief. The aggregated beliefs are then mapped, 

via a structured IF–THEN rule base, to a hierarchical BN that connects failure modes 

to category nodes and an overall navigational risk node [16,32]. CRVs provide a scalar 

representation of posterior risk levels, while SFs quantify the influence of each node 

on the system-level indicator. The problem statement for Chapter 4 is therefore not to 

re-derive the methods, but to apply them systematically to the MASS navigation 

taxonomy and to interpret the resulting patterns in a way that is meaningful for design 

and regulation. 

A further dimension of the problem concerns the tension between granularity and 

interpretability. On one hand, MASS navigation involves a wide range of detailed 

failure modes (e.g. specific sensor channels, individual communication links, 

particular decision-support functions). On the other hand, decision-makers often 

reason in terms of broader categories (e.g. “technology risk”, “human factor”, 

“weather”) and need concise indicators to allocate resources. The chosen FMECA 

structure and BN architecture therefore embody a modelling trade-off: the taxonomy 

must be fine-grained enough to capture distinct failure mechanisms, yet aggregated 

enough to yield robust category-level and system-level CRVs that can support strategic 

prioritisation. The problem addressed in this chapter includes assessing whether the 

selected structure strikes a reasonable balance in this respect. 

Finally, the problem formulation explicitly recognises that uncertainty and structural 

choices are part of the answer. The results presented in  section 4.1 show that a small 

subset of hazards dominates navigational risk for the studied MASS scenario. 

However, these findings only gain practical meaning if the associated uncertainty and 

structural robustness are made explicit. Hence, the problem addressed in section 4.2–

4.4 is not only “which failure modes are most critical?”, but also “under which 

assumptions, and how sensitive are these conclusions to changes in expert views and 

hazard grouping?”. Chapter 4 is structured to respond to this compound problem: 4.1 

provides the main quantitative picture for MASS navigational risks, 4.2 clarifies the 

problem and its decision context, 4.3 deepens the analysis through uncertainty and 

sensitivity results, and 4.4 discusses implications for risk control and further research. 
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 Expert Detail Definition 

The quantitative risk picture in this thesis rests directly on the knowledge and 

judgement of the expert panel. This subsection therefore provides a structured 

description of who the experts are, how their experience relates to MASS navigation, 

and how their evaluations shape the aggregated belief profiles and resulting risk 

indicators. 

The panel consists of seven domain experts purposively selected to cover 

complementary perspectives on MASS navigation and maritime operations. As 

summarised in Table 4.2, the group includes two ship masters, one chief officer, one 

superintendent, one operations manager and two academics specialising in marine 

safety and technology. Total professional experience ranges from four to eleven years, 

with a mix of sea-going and shore-based service. All experts hold at least a Bachelor’s 

degree and four have PhDs, ensuring a combination of operational familiarity and 

analytical competence in interpreting complex automation-related risks  

Table 4.2: Profile of marine experts. 

Marine 

Expert 

Position Years of 

experience 

(years) 

Education level Shore service 

time (years) 

1 Ship Master 9 MSc. 0 

2 Ship Master 11 PhD. 2 

3 Chief Officer 8 MSc. 3 

4 Superintendent 4 BSc. 9 

5 Academician 5 PhD. 10 

6 Academician 4 PhD. 12 

7 Operations 

Manager 

10 PhD 6 

The panel’s role in the pipeline is to characterise each navigational failure mode in 

terms of occurrence (O), severity (S) and detectability (D). For every failure mode 

listed in the FMECA table, each expert completed a structured questionnaire and 

provided linguistic ratings for O, S and D on the five-level scales defined in Table 3.2 

(Very Low–Very High for O, Negligible–Catastrophic for S, Highly Unlikely–Highly 

Likely for D). Ratings were made independently and anonymously, following an 

individual briefing to reduce anchoring and conformity effects. This procedure aligns 

with recommended practices for structured expert elicitation in safety-critical 
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applications, where diversity of roles and controlled elicitation conditions are used to 

balance bias reduction and practical feasibility. 

To understand how these experts concretely influence the numerical risk results, it is 

useful to inspect a representative worked example. Table 4.3 details individual and 

aggregated O/S/D evaluations for the failure mode “FM 2.1 Sensor malfunctions”, 

which emerges as the top-ranked technological hazard in the BN-based analysis. The 

table shows, for instance, that some experts place substantial belief mass on High 

occurrence and Critical severity, while others allocate more mass to Average 

occurrence and Moderate severity, reflecting differing experiences with sensor 

reliability and incident exposure. After reliability-weighted Dempster–Shafer (D–S) 

aggregation, the resulting degree-of-belief vectors for FM 2.1 concentrate around 

Average–High for occurrence, Moderate–Critical for severity and Average–Likely for 

detectability, indicating that the consensus view treats this hazard as both reasonably 

frequent and potentially serious, but often detectable before escalation  

Table 4.3: Expert evaluation and aggregated results for FM 2.1. 

  
Exper

t 1 

Exper

t 2 

Exper

t 3 

Exper

t 4 

Exper

t 5 

Exper

t 6 

Exper

t 7 

Aggregated 

Results 

Occurrence 

(O) 

VL 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 

L 0.40 0.60 0.00 0.50 0.00 0.00 0.00 0.10 

A 0.60 0.40 0.50 0.40 0.00 0.40 0.80 0.59 

H 0.00 0.00 0.50 0.10 0.80 0.60 0.20 0.31 

VH 0.00 0.00 0.00 0.00 0.20 0.00 0.00 0.00 

Severity (S) N 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 

MA 0.00 0.00 0.00 0.20 0.00 0.30 0.80 0.18 

MO 0.50 0.00 0.00 0.20 0.40 0.70 0.20 0.34 

CR 0.50 0.50 0.40 0.60 0.60 0.00 0.00 0.43 

CA 0.00 0.50 0.60 0.00 0.00 0.00 0.00 0.05 

Detection 

(D) 

HU 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 

U 0.50 0.00 0.00 0.50 0.00 0.00 0.40 0.14 

A 0.50 0.00 0.00 0.50 0.00 0.50 0.60 0.38 

L 0.00 0.50 0.50 0.00 0.40 0.50 0.00 0.30 

HL 0.00 0.50 0.50 0.00 0.60 0.00 0.00 0.18 
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These patterns are not unique to FM 2.1. Across the full set of failure modes, individual 

expert ratings are first mapped to basic probability assignments over the five linguistic 

states for each parameter. Each ticked option (or combination of adjacent options) is 

converted into a degree-of-belief vector that assigns probability mass to the 

corresponding states. The panel thus contributes a collection of O, S and D belief 

vectors per failure mode, one per expert, which embody both consensus and 

disagreement. These vectors already encode epistemic uncertainty, as experts are 

allowed to spread belief across multiple states where their knowledge is imprecise. 

Inter-expert differences are handled through a reliability-weighted D–S aggregation 

scheme. In practice, experts whose beliefs are more consistent with the group receive 

slightly higher weights, while highly conflicting opinions are down-weighted. This 

approach follows established guidance on expert elicitation and reliability weighting 

in risk analysis, aiming to preserve diversity while reducing the influence of outlier 

judgements that are poorly supported by the rest of the panel. 

The aggregated belief vectors for all failure modes are reported in Table 4.1. For each 

failure mode, the table lists the probability mass allocated to the five states of O, S and 

D after reliability-weighted D–S fusion. These vectors constitute the direct expert input 

to the rule-based Bayesian Network: they parameterise the CPTs associated with the 

root nodes representing failure modes. The BN then propagates these distributions 

through the network, producing posterior marginals at category and overall-risk levels, 

from which CRVs and sensitivity factors are computed. Thus, the quantitative risk 

indicators discussed in Sections 4.1 and 4.2 are traceable back to this finite set of 

expert-derived belief profiles.  

Inter-expert disagreement is quantified using minimum–maximum ranges and 

interquartile ranges of O, S and D across experts for each failure mode, and it is 

characterised as moderate overall, partly due to the small panel size. The uncertainty 

report highlights that, although reliability-weighted aggregation and anonymity 

mitigate some variability and social bias, residual subjectivity remains and should be 

acknowledged when interpreting CRVs and posterior probabilities. From a risk-

analysis standpoint, this means that the expert panel provides a disciplined and 

transparent knowledge base for the model, but the numerical outputs should be viewed 

as structured consensus indicators rather than as precise frequencies.  
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In summary, the expert panel in this thesis is intentionally compact yet heterogeneous, 

combining operational and academic perspectives on MASS navigation. Their 

judgements, expressed through structured linguistic scales, are transformed into 

reliability-weighted belief vectors that feed the BN. The resulting risk metrics 

therefore reflect both the content of the experts’ experience and the formal aggregation 

choices used to reconcile disagreement and represent uncertainty. 

 Quantitative Risk Analysis for MASS Navigation 

The quantitative risk anaysis for MASS navigation consolidates the outputs of the 

FMECA–DS–rule-based BN pipeline into a coherent picture of how individual failure 

modes and broader categories contribute to navigational risk. The combined DS–BN 

model yields CRVs for both categories and failure modes, complemented by 

sensitivity factors (SF) and robustness checks under alternative hazard classifications. 

These elements jointly support a structured interpretation of which hazards matter 

most for Levels 1–2 MASS navigation and how stable those conclusions remain under 

modelling perturbations. 

At category level, the baseline CRVs indicate that Technological failures (C2) 

constitute the most critical group (CRV = 34.88), followed by Operational failures 

(C3) (CRV = 31.67), Human-related failures (C1) (CRV = 26.58) and Environmental 

failures (C4) (CRV = 22.43). Within this structure, the highest-ranked failure modes 

are Sensor malfunctions (FM 2.1, CRV = 45.90), Over-reliance on automation (FM 

3.1, CRV = 45.07) and Cybersecurity incidents (FM 2.3, CRV = 43.36), closely 

followed by Maritime traffic complexity (FM 3.4, CRV = 43.27). These values show 

that the most influential hazards emerge from the interaction of advanced sensing and 

control systems with traffic complexity and human–automation relations, rather than 

from purely environmental factors. This configuration is summarised in Table 4.4, 

which also reports contributions from other failures such as lack of situational 

awareness, operational procedures not updated and waterway complexity. The 

Bayesian Network views this risk landscape as a set of conditional relationships 

between basic failures, intermediate operational constructs and the overall 

navigational risk outcome. 
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Table 4.4: Crisp values of risk for categories and failure modes (Crisp Risk Value 

(0–125)). 

Category  Crisp Risk 

Value 

Failure Mode Crisp 

Risk 

Value 

C1. Human-Related 

Failures 

26.58 FM 1.1 Insufficient navigational skills 28.05 

FM 1.2 Resistance to new technologies 22.22  

FM 1.3 Cognitive overload 24.87  

FM 1.4 Inadequate training on digital 

tools 

31.18 

C2. Technological 

Failures 

34.88 

 

FM 2.1 Sensor malfunctions 44.89 

FM 2.2 Navigation software glitches 28.56 

  

FM 2.3 Cybersecurity breaches 42.24 

  

FM 2.4 Connectivity issues 23.84 

  

C3. Operational Failures 31.67 FM 3.1 Over-reliance on automation 44.17  

FM 3.2 Inadequate emergency 

response 

32.36 

  

FM 3.3 Inefficient route planning 28.21  

FM 3.4 Failure to detect small 

obstacles 

21.95 

  

C4. Environmental 

Conditions 

22.43 FM 4.1 Adverse weather conditions 28.99 

  

FM 4.2 Strong currents 23.33 

  

FM 4.3 Fluctuations in sea temperature 18.04 

  

FM 4.4 Restricted visibility 19.34 

  

Figure 4.1 presents an exemplar posterior distribution for the Technological failures 

node, illustrating how DS-derived belief masses over O/S/D profiles are translated into 

probabilities for low, medium and high risk states in the BN. Figure 4.2 extends this 

view to the entire navigational-risk model, showing how human, technological, 

operational and environmental nodes feed into the final system-level risk. Together, 

these figures clarify how the crisp scores in Table 4.4 emerge from the underlying 

probabilistic structure rather than from isolated expert scores.  
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Figure 4.1: Result of the assessment of Technological Failure. 

 
 

 

Figure 4.2: The risk modelling for Navigational Risks. 
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A second layer of quantitative insight is provided by the prior sensitivity factors (SF), 

which measure how responsive the overall BN output is to small perturbations in each 

failure mode’s parameters, as defined in the sensitivity formulation in Chapter 3. In 

Table 4.5, SF values range from 0.0188 to 0.0971, confirming that not all high-CRV 

hazards are equally influential in terms of model response. The most sensitive failure 

mode is Sensor malfunctions (FM 2.1) with SF = 0.0971, followed by Over-reliance 

on automation (FM 3.1) with SF = 0.0909 and Cybersecurity incidents (FM 2.3) with 

SF = 0.0856. By contrast, Communication failure (FM 1.3) exhibits a relatively low 

sensitivity (SF = 0.0188) despite being non-negligible in CRV terms. This pattern 

indicates that improving sensor reliability, managing automation use and 

strengthening cyber-defence would produce a disproportionately large reduction in 

overall navigational risk compared with equal-effort interventions in less sensitive 

modes. The distribution of SF values across all failure modes is listed numerically in 

Table 4.5 and visualised in Figure 4.3.  

Table 4.5: The prior sensitivity factors for the failure modes. (SF (0-1)) 

Failure 

Modes 

( , 1)ijNavCV FM VH =  ( , 1)ijNavCV FM VL =  
ijFMSF  

FM 1.1 34.9533 27.2033 0.0607 

FM 1.2 35.3180 27.5680 0.0481 

FM 1.3 35.1523 27.4023 0.0538 

FM 1.4  34.7576 27.0076 0.0675 

FM 2.1 33.9011 26.1511 0.0971 

FM 2.2 34.9217 27.1717 0.0618 

FM 2.3 34.0666 26.3166 0.0914 

FM 2.4 35.2167 27.4667 0.0516 

FM 3.1 33.9458 26.1958 0.0956 

FM 3.2 34.6840 26.9340 0.0700 

FM 3.3 34.9436 27.1936 0.0610 

FM 3.4 35.3344 27.5844 0.0475 

FM 4.1 34.8943 27.1443 0.0627 

FM 4.2 35.2481 27.4981 0.0505 

FM 4.3 35.5791 27.8291 0.0390 

FM 4.4 35.4976 27.7476 0.0418 
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Figure 4.3: Sensitivity analysis results for each failure mode. 

At category level, sensitivity analysis reveals a complementary picture. While Table 

4.4 shows that technological failures (C2) have the highest baseline CRV, Figure 4.4 

indicates that Operational failures (C3) exhibit the largest sensitivity factor (SFC3 = 

0.0754), slightly exceeding Technological failures (C2, SFC2 = 0.0715), followed by 

Human-related failures (C1, SFC1 = 0.0571) and Environmental failures (C4, SFC4 = 

0.0485). This means that, although technological issues contribute the largest share of 

risk in absolute terms, small changes in operational practices and procedures have the 

greatest leverage on the model’s outputs. In other words, incremental improvements 

in traffic management, procedure updates and MASS-specific operating concepts can 

shift the overall risk profile more strongly than comparable changes in less sensitive 

categories. The category-level SFs and their graphical representation in Figure 4.4 

therefore complement the CRV ranking by highlighting where marginal improvements 

are most effective.  
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Figure 4.4: Sensitivity analysis results for each category. 

The structural robustness analysis tests whether these conclusions remain stable when 

the classification of a key hybrid failure mode is altered. In the baseline scenario, Over-

reliance on automation (ORA, FM 3.1) is placed under the Operational failures (C3) 

category, reflecting its close relation to operating concepts and procedures. To explore 

an alternative interpretation—often discussed in the human-factors literature on 

complacency and inappropriate trust—ORA is reclassified under Human-related 

failures (C1). Table 4.6 reports the resulting CRVs and SFs at category level. This 

reclassification increases the CRV of C1 from 26.58 to 30.10 and its SF from 0.0571 

to 0.0740, while the CRV of C3 decreases from 31.67 to 27.51 and its SF from 0.0754 

to 0.0585. Technological and environmental categories are only marginally affected 

(C2: CRV = 36.11, SF = 0.0638; C4: CRV = 22.43, SF = 0.0402), confirming that the 

main risk load remains concentrated in human–technological–operational interactions 

rather than in external conditions. Crucially, the top three failure modes—sensor 

malfunctions, ORA and cybersecurity incidents—remain the same, demonstrating that 

the prioritisation of hazards is robust to reasonable changes in conceptual grouping.  
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Table 4.6: CRVs under the reclassified scenario (ORA under C1). 

Category  Crisp Risk 

Value 

Sensitivity 

Factor 

Value 

Failure Mode Crisp 

Risk 

Value 

C1. Human-

Related 

Failures 

30.10 0.0740 FM 1.1 Insufficient navigational skills 28.05 

 FM 1.2 Resistance to new technologies 22.22  

 FM 1.3 Cognitive overload 24.87  

 FM 1.4 Inadequate training on digital tools 31.18 

   FM 1.5 Over-reliance on automation 44.17  

C2. 

Technological 

Failures 

34.88 

 

0.0715 FM 2.1 Sensor malfunctions 44.89 

 FM 2.2 Navigation software glitches 28.56  

 FM 2.3 Cybersecurity breaches 42.24  

 FM 2.4 Connectivity issues 23.84  

C3. 

Operational 

Failures 

27.51 0.0585 FM 3.1 Inadequate emergency response 32.36  

 FM 3.2 Inefficient route planning 28.21  

 FM 3.3 Failure to detect small obstacles 21.95  

C4. 

Environmental 

Conditions 

22.43 0.0485 FM 4.1 Adverse weather conditions 28.99  

 FM 4.2 Strong currents 23.33  

 FM 4.3 Fluctuations in sea temperature 18.04  

 FM 4.4 Restricted visibility 19.34  

Taken together, the CRV rankings, sensitivity results and robustness scenario provide 

a multi-faceted quantitative risk anaysis for MASS navigation. The outputs confirm 

that the most critical hazards arise where advanced sensing and automation 

technologies meet complex traffic conditions and human supervisory roles, consistent 

with broader findings on MASS risk, human–automation interaction and navigational 

safety [4,18,21,23,24]. Within the thesis, these results form the basis for the broader 

discussion of implications in Chapter 5 and for targeted recommendations on risk 

control and monitoring strategies for Levels 1–2 MASS. 
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 FINDINGS and DISCUSSION 

 Discussion in the Context of MASS Safety and Operations 

The quantitative analysis presented in Chapter 4 shows that navigational risk for 

Maritime Autonomous Surface Ships at IMO Levels 1–2 is dominated by a small set 

of high-impact failure modes. Sensor malfunctions (FM 2.1), over-reliance on 

automation (FM 3.1) and cybersecurity breaches (FM 2.3) emerge both as the highest-

ranked hazards in terms of CRVs and as the most influential factors in the sensitivity 

analysis. At category level, Technological Failures (C2) and Operational Failures (C3) 

contribute more strongly to overall risk than Human-Related (C1) and Environmental 

(C4) factors under the baseline scenario. These patterns indicate that navigational 

safety in early MASS deployments will be shaped primarily by the reliability, integrity 

and protection of sensor and automation systems, together with the way operators 

interact with them during routine and non-routine operations.  

This risk structure is consistent with the technical architecture and operational concept 

of Level 1–2 MASS. Navigation depends on multi-sensor perception, data fusion, and 

AI-based decision support, while control is still supervised on board and, in Level 2, 

jointly by remote-control centres. Under such conditions, sensor malfunctions and 

connectivity problems can rapidly degrade situational awareness. The high CRV and 

Sensitivity Factor (SF) associated with FM 2.1 show that an increase in the likelihood 

or severity of sensor failures leads to a disproportionate increase in overall navigational 

risk. In practical terms, sensor calibration discipline, redundancy, health monitoring 

and graceful degradation strategies become first-order safety levers. Similarly, the 

elevated risk contribution of cybersecurity breaches (FM 2.3) reflects the expanded 

attack surface created by remote control links, cloud connectivity and integrated bridge 

systems, echoing broader concerns about cyber-physical vulnerabilities in MASS 

ecosystems. 

Operational failures form the second strongest risk category and show how 

organisational and procedural factors interact with technology. Over-reliance on 

automation (FM 3.1) is identified as the highest-impact operational hazard and the 
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second-highest failure mode overall. Its CRV and SF indicate that scenarios in which 

crews or shore operators place excessive trust in automated navigation or decision aids 

can significantly amplify risk. In Level 1–2 operations this may manifest as 

complacency during watchkeeping, delayed takeover in abnormal situations, or an 

expectation that the system will self-correct despite clear signs of degradation. The 

model also highlights the importance of inadequate emergency response (FM 3.2) and 

inefficient route planning (FM 3.3), which reinforce the need for well-rehearsed 

contingency procedures and transparent human–automation authority sharing. These 

findings are consistent with human-factors studies that identify complacency, mode 

confusion and degraded manual skills as recurrent themes in highly automated ship 

operations. 

Human-related failures (C1) appear with lower aggregate CRV than technological and 

operational categories in the baseline, yet individual modes such as inadequate training 

on digital tools (FM 1.4) and insufficient navigational skills (FM 1.1) still contribute 

non-negligible risk. The structural robustness test, in which over-reliance on 

automation is reassigned from Operational to Human-Related, increases the CRV and 

SF of C1 and reduces those of C3, while leaving the identity and ranking of the top 

hazards unchanged. This shift confirms that the overall risk picture is not purely 

technological: behaviour, skills and training critically shape how automation is used 

in practice. It also supports interpreting over-reliance on automation as a human-

factors phenomenon rooted in trust calibration, workload management and 

organisational culture, in line with recent analyses of the human element in future 

maritime operations [4,18]. 

Environmental conditions (C4) yield the lowest category CRV and SF values in the 

baseline, which may appear counterintuitive given the traditional importance of 

weather, visibility and sea state in navigation. The model results should be interpreted 

carefully in this respect. The relative influence of environmental modes (FM 4.1–4.4) 

is lower because the analysed scenarios and expert judgements implicitly assume that 

standardized mitigation measures—such as radar performance standards, voyage 

planning practices and weather routing—are in place, and because the framework 

focuses on navigational risks specific to early MASS operations. The findings do not 

imply that environmental hazards are negligible; rather, they suggest that, under the 

assessed conditions, incremental improvements in environmental risk management 
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yield smaller marginal gains than improvements in sensor integrity, cyber security or 

human–automation interaction. In more extreme weather regimes or polar operations, 

environmental modes could occupy a more prominent position [87,88,89]. 

When the results are interpreted in operational contexts, distinct patterns emerge across 

autonomy levels and traffic scenarios. At Level 1, navigation is automated but remains 

supervised by crew on board. Here, technological failures such as sensor malfunctions 

and software glitches primarily act as latent conditions that stress the human-in-the-

loop; the risk escalates when these failures interact with cognitive overload, resistance 

to new technologies or gaps in digital competence (FM 1.2–1.4). In congested coastal 

waters or port approaches, a temporary loss of sensor fidelity can quickly lead to near-

miss or collision scenarios if situational awareness is not promptly restored. At Level 

2, where remote control is combined with on-board supervision, the same 

technological failures are compounded by communication and connectivity issues (FM 

2.4), which can delay shore-centre interventions and complicate authority transfer 

between on-board and remote operators. 

Mixed traffic conditions further emphasise the critical role of the identified top 

hazards. In encounters between MASS and conventional ships, failures in perception 

or cyber integrity can lead to misinterpretation of other vessels’ intentions, incorrect 

COLREGs responses and inappropriate manoeuvres, especially in high-density traffic 

or restricted waters. Over-reliance on automation may encourage operators to accept 

system-generated collision-avoidance decisions without sufficient cross-checking 

against radar, AIS or visual cues, particularly when workload is high or when remote 

operators supervise multiple vessels simultaneously. These mechanisms are consistent 

with frameworks that identify interactions between human, ship-related, 

environmental and technology factors as key drivers of navigational risk for MASS. 

The explicit treatment of uncertainty in the proposed FMECA–Dempster–Shafer–rule-

based Bayesian network pipeline provides additional insight into the credibility and 

robustness of these findings. Inter-expert disagreement is first quantified and then 

mitigated through reliability-weighted evidence fusion, which down-weights highly 

conflicting opinions while preserving diversity in the panel. Sensitivity analysis traces 

how perturbations in each failure mode’s state propagate to the overall navigational 

risk, identifying sensor malfunctions, over-reliance on automation and cybersecurity 

breaches as the most influential contributors. Finally, the structural robustness 
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experiment, in which only the category membership of over-reliance on automation is 

modified, demonstrates that the top-ranked hazards remain stable even when the 

taxonomy changes. Together, these elements indicate that the model is most 

appropriate for prioritisation—i.e., deciding what to address first—rather than for 

predicting absolute incident probabilities, which would require extensive empirical 

data. 

The broader MASS risk literature has highlighted similar themes. Conceptual and 

empirical studies consistently point to sensor reliability, cyber security, human–

automation interaction and mixed-traffic behaviour as critical challenges for safe 

autonomous navigation. The present results add a quantitative perspective by ranking 

these issues via CRVs and by estimating their relative leverage through SFs. In this 

way, the model complements existing systematic reviews and case studies that call for 

integrated, uncertainty-aware methods capable of combining expert judgement, 

system structure and scenario diversity [11,26,27] . Rather than contradicting previous 

work, the findings refine and operationalise it in a Level 1–2 navigation context. 

Overall, the discussion indicates that the most effective safety improvements for early 

MASS deployments are likely to come from targeted interventions in three 

interconnected domains: (i) technological safeguards that assure sensor integrity, 

communication robustness and cyber security; (ii) operational procedures and 

organisational arrangements that prevent over-reliance on automation and ensure 

timely, coordinated emergency response; and (iii) human-centred measures that 

strengthen digital competence, support adaptive workload management and design 

interfaces for transparent human–machine collaboration. The next subsection builds 

on these insights and translates them into detailed practical implications and 

recommendations for system design, operational procedures and training strategies for 

MASS navigation. 

 Implications for Design, Regulation, and Practice 

The quantitative results in Chapter 4 indicate that navigational risk in Levels 1–2 

MASS is dominated by a small set of high-impact failure modes—most notably Sensor 

malfunctions (FM 2.1), Over-reliance on automation (FM 3.1) and Cybersecurity 

breaches (FM 2.3)—clustered within the Technological and Operational categories. 

The CRV rankings and sensitivity factors show that these hazards not only carry the 
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highest crisp risk values but also exert the strongest influence on the BN output when 

their parameters are perturbed. This pattern confirms that the most critical threats to 

safe MASS navigation emerge from the interface between advanced 

sensing/automation, human supervision and cyber-physical connectivity, rather than 

from environmental variability alone, in line with broader evidence on autonomous-

ship safety and human–automation interaction. 

From a design perspective, the prominence of technological failures implies that sensor 

and software architectures for MASS must be treated as safety-critical systems with 

explicit risk-reduction targets derived from CRV and SF profiles. In practical terms, 

high CRV and SF values for FM 2.1 and FM 2.3 support design choices that increase 

sensor diversity and redundancy, strengthen integrity monitoring (for example, cross-

checking GNSS with radar, AIS and vision), and embed real-time plausibility checks 

to detect anomalous data patterns indicative of cyber compromise or sensor drift. 

Navigation and control software should be engineered for graceful degradation, with 

clearly defined fail-safe states and fallback modes that preserve basic manoeuvrability 

and situational awareness when primary automation becomes unreliable. Guidance 

from classification societies and sectoral organisations already points to such “safety 

by design” principles for MASS, but the BN-based results here offer quantitative 

support for prioritising investments in sensor assurance, cyber-resilience and decision-

support robustness over less influential failure modes. 

Human–system interaction findings also carry strong implications for design and 

practice. The high CRV and sensitivity of Over-reliance on automation (FM 3.1), 

together with related human-factor constructs such as complacency and loss of 

situational awareness, indicate that HMI design for bridge teams and remote-control 

centres must actively support “appropriate reliance” rather than maximal automation 

use. Interfaces should make automation modes, system limitations and residual 

uncertainties transparent, provide timely cues when automation performance degrades, 

and enable easy, low-workload transfer of control between autonomous, decision-

support and manual modes. Training programmes and standard operating procedures 

should therefore emphasise monitoring strategies, cross-checking of automated 

recommendations, and explicit criteria for intervening in autonomous functions, 

reflecting existing human-automation trust literature adapted to the MASS context. 
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At regulatory level, the concentration of risk in technological and operational nodes 

reinforces the direction of IMO’s regulatory scoping exercises and Formal Safety 

Assessment (FSA) guidance, which call for risk-based, evidence-informed rule-

making for MASS. The FMECA–DS–BN pipeline used in this thesis provides a 

structured way to translate regulatory concerns—such as cyber-security, human 

supervisory roles and search-and-rescue obligations—into explicit failure modes, 

causal structures and quantitative indicators. As such, the results can support FSA 

Steps 2–4 by: (i) clarifying which hazards require formal risk-control options; (ii) 

providing CRV-based prioritisation for candidate risk-reducing measures; and (iii) 

documenting how residual risk depends on underlying model assumptions and expert 

inputs. In parallel, EMSA case studies and technical reports on remote-controlled and 

autonomous ships highlight gaps in existing conventions and classification rules; the 

present BN outputs can be used to populate future safety cases and to justify where 

enhanced requirements on sensor integrity, cyber-defence and automation governance 

are most critical. 

For operational practice, the quantitative risk picture underscores the need to re-frame 

bridge and shore-centre operations as supervisory control of an evolving socio-

technical system rather than as conventional ship handling with “smarter” equipment. 

High-impact operational failures such as Inadequate emergency response (FM 3.2) and 

Inefficient route planning (FM 3.3) indicate that procedures must be redesigned to 

exploit automation strengths while compensating for its blind spots. This includes 

scenario-based drills involving partial automation failures, degraded sensor sets and 

cyber incidents; dynamic decision-support tools for route and speed planning in 

congested waters; and clear role definitions between onboard crew, remote operators 

and shore-based support teams, especially under mixed traffic with manned vessels. 

Operational guidance from classification societies and industry consortia can 

incorporate CRV-based rankings to set minimum performance expectations (for 

example, maximum tolerable probability of high-risk states for key BN nodes) and to 

define monitoring indicators for day-to-day operations. 

The results also suggest specific training and competency implications. Given the 

interaction between human-related failures (C1) and technological/operational nodes, 

crew and remote operators for Levels 1–2 MASS should receive targeted education on 

automation logic, sensor limitations, and cyber-risk cues, in addition to traditional 
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navigation skills. Training syllabi can be aligned with the identified failure modes, 

with modules explicitly addressing over-reliance, cognitive overload and resistance to 

new technologies, thereby strengthening the human element in line with existing 

empirical studies on autonomous-ship operations. 

To make these implications traceable for practitioners, the high-impact hazards 

identified in Chapter 4 can be mapped to candidate design, operational and regulatory 

safeguards. For example, Sensor malfunctions (FM 2.1) can be linked to sensor-fusion 

architectures, integrity monitoring and maintenance policies; Cybersecurity breaches 

(FM 2.3) to cyber-risk assessment frameworks and secure-by-design network 

architectures; and Over-reliance on automation (FM 3.1) to HMI principles, training 

and watchkeeping procedures. A structured crosswalk that aligns each major failure 

mode with specific technical and organisational measures would facilitate the use of 

the thesis results by designers, regulators and operators. 

Finally, the quantitative framework demonstrated in this thesis can be integrated into 

iterative risk-management and assurance cycles. In early design stages, FMECA–DS–

BN modelling can inform trade-offs between alternative architectures and automation 

concepts; during trials and pilot deployments, evidence from incidents and near-misses 

can be used to update DS masses and BN parameters; and in routine operation, CRV 

and sensitivity outputs can underpin leading indicators and continuous-improvement 

initiatives. These roles create a direct bridge to the subsequent section of this chapter, 

which develops more targeted recommendations for stakeholders based on the same 

set of quantitative findings. 

 Limitations and Future Research Directions 

The quantitative risk picture derived in Chapters 3 and 4 is bounded by several 

limitations that must be recognised when interpreting the results and transferring them 

to other MASS contexts. These limitations arise from the evidence base used to 

parametrise the model, the modelling choices made in the multi-method architecture, 

and the scope within which MASS navigation has been framed in this thesis. 

A first limitation concerns the underlying evidence and the size and composition of 

the expert panel. The DS–FMECA and rule-based BN pipeline relies primarily on 

structured judgements from seven experts covering ship handling, marine engineering, 
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safety management, automation and regulatory perspectives. Although purposive 

sampling ensured that complementary viewpoints were represented, the panel remains 

relatively small and geographically limited, and does not capture the full diversity of 

operators, manufacturers, regulators and technology providers involved in global 

MASS developments. The use of reliability weights, Dempster–Shafer aggregation 

and linguistic term sets helps to mitigate individual bias and explicitly represent 

disagreement, but residual subjectivity and potential blind spots in the collective 

experience cannot be fully eliminated. 

Second, the scope of the analysis is intentionally restricted to navigational hazards for 

generic short-sea/coastal MASS at IMO Levels of Autonomy 1–2. The taxonomy, 

FMECA table and BN structure are tailored to bridge operations, sensors, automation 

functions and human supervisory roles under mixed traffic conditions, with higher 

autonomy levels (L3–L4) and non-navigational domains (e.g. machinery, cargo 

handling, port approach) remaining outside the quantitative model. As a result, the 

CRV rankings and posterior probabilities presented in Chapter 4 should not be 

interpreted as a complete risk profile for MASS, but rather as a detailed view of one 

critical subset of hazards under a specific operational envelope. External validity 

beyond these conditions is therefore limited. 

Third, several simplifying assumptions are embedded in the modelling framework 

itself. The use of discrete five-level O/S/D scales, linguistic-to-DS mapping and rule-

based CPT construction introduces a coarse granularity in how risk parameters and 

expert beliefs are represented. The BN structure adopts a static, acyclic form in which 

causal links flow from failure modes to components, then to an overall navigational 

risk node, without explicit temporal dynamics, feedback loops or adaptive behaviours. 

Dependencies among failure modes, such as correlated sensor outages or common-

cause cyber events, are only partially captured through shared component nodes and 

rules. These simplifications are necessary for tractability and transparency, but they 

may underestimate complex interactions and time-dependent escalation pathways that 

could be relevant for higher levels of autonomy and tightly coupled operations. 

A further limitation relates to validation and calibration. Due to the scarcity of real-

world MASS incident and near-miss data, the model has not yet been calibrated against 

empirical frequencies or systematically cross-validated with simulation outputs or 

alternative risk models. The CRV index and posterior probabilities are therefore best 



83 

interpreted as relative indicators of criticality and contribution within the modelled 

structure rather than absolute estimates of accident likelihood. The robustness checks 

based on uncertainty and sensitivity analysis enhance confidence in the internal 

consistency of the results, but external validation against independent datasets, 

testbeds or full-mission simulations remains an open task. 

These constraints suggest several promising directions for future research. At the level 

of the evidence base, future studies could broaden and diversify expert participation 

by including remote operators, shore-control centre staff, equipment manufacturers, 

software and cybersecurity specialists, and regulators from different jurisdictions. 

Repeated elicitations over time, potentially supported by structured protocols for 

expert judgement, could be used to monitor how perceptions of MASS risks evolve as 

more experience is accumulated and systems mature. 

In parallel, as MASS trials and early commercial deployments generate more data, the 

current DS–FMECA–BN framework could be extended to incorporate empirical 

evidence from incident reports, voyage data recorder (VDR) logs, traffic records, 

simulator experiments and high-fidelity digital twins. Such data could be used to refine 

basic probability assignments, update CPTs through Bayesian learning, and test 

whether the current taxonomy and rule sets adequately capture emergent modes of 

failure. Comparative studies that benchmark CRV-based rankings against alternative 

indicators (e.g. leading safety indicators, collision-risk metrics or operator 

performance measures) would further strengthen credibility and support integration 

into decision-making processes. 

From a methodological perspective, future work may explore richer probabilistic 

architectures and uncertainty representations. Potential extensions include dynamic or 

temporal Bayesian Networks to represent evolving situations and escalation, 

alternative DS combination rules and discounting schemes for handling extreme 

conflict, and hybrid formulations that couple DS evidence theory with fuzzy sets or 

continuous probability distributions for selected parameters. Reduced-form versions 

of the model could also be developed for operational use, for example as lightweight 

risk dashboards embedded in shore-control centres or onboard decision-support tools. 

In addition, future studies may incorporate real-time sensor streams and operational 

feedback to enable adaptive updating of risk estimates under changing navigational 

conditions. Further validation through large-scale scenario-based simulations and 
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expert-in-the-loop experiments could also improve the robustness and practical 

applicability of the proposed framework across different MASS autonomy levels and 

operational environments. 

Finally, the scope of application could be expanded systematically. One line of work 

is to replicate and adapt the multi-method framework for other hazard domains such 

as machinery failures, cargo operations, port manoeuvres or emergency response, 

using domain-specific taxonomies while maintaining a consistent DS–BN backbone. 

Another is to extend the analysis to higher autonomy levels, where the balance between 

human and machine control, the prominence of software and AI-related failures, and 

the regulatory expectations regarding human oversight may differ substantially. 

Across these extensions, the core principles of transparent modelling, explicit 

uncertainty representation and alignment with recognised maritime safety standards 

should remain central, while the framework is progressively enriched through 

empirical data and cross-case comparisons.  
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 CONCLUSION 

The introduction of MASS into existing shipping systems raises fundamental 

questions about how navigational risks should be identified, structured and quantified 

when human operators and automated systems share responsibility for safety. This 

thesis set out to contribute to that challenge by developing and applying a multi-

method framework for navigational risk assessment of MASS at IMO Levels of 

Autonomy 1–2, with a specific focus on mixed-traffic operations in coastal and short-

sea contexts. The central objective was to construct a transparent, uncertainty-aware 

model that can both prioritise critical hazards and support design, regulatory and 

operational decisions for early MASS deployments. 

The work proceeded from a conceptual and taxonomic foundation. A structured set of 

navigational hazards was defined and organised into four main categories—Human-

Related (C1), Technological (C2), Operational (C3) and Environmental (C4)—and 

into individual failure modes capturing key aspects of MASS navigation such as sensor 

performance, cyber security, human–automation interaction, traffic complexity and 

environmental conditions. This taxonomy was then embedded in a FMECA tailored to 

autonomous and semi-autonomous navigation, framing the evidence needed for 

quantitative analysis in terms of Occurrence, Severity and Detectability ratings under 

realistic operational scenarios. 

To handle uncertainty and disagreement in expert judgements, the thesis adopted an 

evidence-theoretic approach based on Dempster–Shafer (DS) theory. Structured 

elicitations from a panel of seven experts were expressed in linguistic terms and 

mapped to basic probability assignments over discrete O/S/D levels. Reliability 

weights were introduced to account for the consistency and relevance of individual 

experts, and DS combination rules were applied to obtain aggregated belief masses 

that explicitly represent both consensus and conflict. These fused results were then 

transformed into CRVs that combine the influence of O, S and D, providing an 

interpretable scalar indicator of the relative criticality of each failure mode and 

category. 
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The DS outputs formed the interface to a rule-based Bayesian Network (BN) that 

encodes the causal structure of navigational risk. Failure modes were connected to 

intermediate constructs and to an overall navigational risk node, with conditional 

probability tables constructed from the DS-derived belief distributions through explicit 

mapping rules. This architecture preserved traceability from expert-level O/S/D inputs 

to system-level probabilities of low, medium and high risk states. Sensitivity analysis 

and a structural robustness test were then conducted to understand how perturbations 

in individual failure modes and changes in the hazard taxonomy influence the resulting 

risk picture. 

The quantitative findings show that navigational risk in the analysed MASS context is 

dominated by a small set of high-impact failure modes. Sensor malfunctions (FM 2.1), 

over-reliance on automation (FM 3.1) and cybersecurity breaches (FM 2.3) emerge as 

the top contributors, both in terms of CRVs and sensitivity factors. At category level, 

Technological failures (C2) and Operational failures (C3) carry more weight than 

Human-Related (C1) and Environmental (C4) factors under the baseline assumptions. 

The structural robustness analysis—where over-reliance on automation is reclassified 

from C3 to C1—shows that category-level CRVs and sensitivities shift as expected 

but the identity and ranking of the most critical failure modes remain unchanged. 

Overall, the results indicate that navigational risk for early MASS deployments is 

shaped primarily by the interplay between sensing and automation technologies, 

human supervisory roles and cyber-physical connectivity, with environmental 

variability acting as an amplifier rather than the main driver. 

Beyond describing this risk landscape, the thesis offers several methodological 

contributions. First, it operationalises a coherent FMECA–DS–rule-based BN pipeline 

for maritime risk assessment in an autonomous-ship context. The integration of 

reliability-weighted DS fusion with a structured BN mapping provides a way to handle 

sparse, expert-based evidence while retaining a clear link between qualitative 

judgements and quantitative outputs. Second, the introduction of the CRV index, 

derived from fused O/S/D assessments, gives practitioners a compact yet interpretable 

metric for ranking hazards within and across categories. Third, the combination of 

local sensitivity factors and structural robustness tests demonstrates how the same 

framework can be used not only to prioritise hazards but also to test the stability of 

conclusions under alternative taxonomies and modelling assumptions. These elements 
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together form a reusable template for other maritime domains where data are limited 

and expert knowledge plays a central role. 

The thesis also generates substantive insights for MASS design, regulation and 

practice. The concentration of risk in sensor-related failures and cyber security 

highlights the need for sensor diversity, integrity monitoring, secure-by-design 

communication architectures and graceful degradation strategies in MASS bridge and 

control-centre designs. The prominence of over-reliance on automation and related 

human-factor issues indicates that human–machine interfaces, operating procedures 

and training curricula must actively support appropriate reliance, clear mode 

awareness and timely intervention, rather than aiming for maximal use of automation 

at all times. At regulatory level, the model provides a structured, quantitative input to 

Formal Safety Assessment processes and MASS-specific rule-making by clarifying 

which hazards merit explicit risk-control options and by documenting how residual 

risk depends on underlying assumptions and expert judgements. 

The limitations of the work have been discussed in detail in Chapter 5, but they also 

inform the positioning of the contributions. The model is built around a relatively small 

expert panel, a discretised O/S/D representation and a static BN structure, and it has 

not yet been calibrated against extensive empirical data or simulation-based evidence. 

Consequently, the CRVs and posterior probabilities should be interpreted as relative 

indicators of criticality within the modelled scenario rather than as precise estimates 

of accident likelihood. In this sense, the primary value of the framework lies in its 

ability to structure expert knowledge, make sources of uncertainty explicit and support 

risk-informed prioritisation decisions, rather than in producing absolute numerical risk 

metrics. 

These constraints open clear avenues for future research. As MASS trials and early 

implementations generate more operational data, the DS–BN framework can be 

progressively updated and tested with incident reports, traffic data, simulator studies 

and digital twins. The core architecture can be adapted to other hazard domains such 

as machinery failures, cargo operations or emergency response, and extended to higher 

autonomy levels where software-intensive functions and AI-based decision-making 

play a more central role. Methodological extensions, including dynamic Bayesian 

Networks, alternative evidence-combination rules and hybrid DS–fuzzy–probabilistic 
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formulations, can be explored to capture temporal dynamics and more complex 

dependencies. 

In summary, the thesis demonstrates that a carefully designed, multi-method approach 

can provide a structured and transparent basis for navigational risk assessment of 

MASS under uncertainty. By combining FMECA, Dempster–Shafer evidence theory 

and a rule-based Bayesian Network, the work delivers both a detailed picture of which 

hazards matter most for early autonomous navigation and a generalisable framework 

that can be transferred to other maritime risk problems. The findings underline that 

safe integration of MASS into existing traffic systems will depend not only on 

advances in sensing and automation technologies, but also on renewed attention to 

human roles, cyber security, organisational arrangements and regulatory adaptation. 

The hope is that the concepts, methods and results developed in this thesis will support 

researchers, designers, regulators and operators in steering MASS developments 

towards safer and more resilient maritime operations.   
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