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Boğaziçi Üniversitesi

Prof. Dr. Tolga OVATMAN ..............................
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A COMPOSED TECHNICAL DEBT IDENTIFICATION METHODOLOGY
TO PREDICT

SOFTWARE VULNERABILITIES

SUMMARY

Software systems must be evolvable and maintainable to meet evolving customer
requirements and technology advancements in a rapidly changing IT landscape.
Technical debt refers to the accumulated cost as a consequence of rushed design
decisions and code implementations and inadequate testing, which compromises
long-term software quality for short-term objectives. When technical debt remains
invisible and cannot be managed, it accumulates over time and similar to financial
debt, it can have interest payments that are the extra effort for future development.
The accumulated debt complicates software maintainability and evolvability and
potentially leads to security risks. Technical Debt Management is a continuous
process, and hence, it is important to integrate this process into the overall software
development process.

Software security is a quality characteristic and refers to the protection of the systems
and networks against vulnerabilities and exploits by building secure software. By
integrating security best practices throughout the software development life cycle, the
risks associated with security vulnerabilities can be mitigated. To reduce the possibility
of a system’s vulnerability, incorporating security-oriented thinking into the systems is
a better strategy as providing functional and secure development together throughout
the overall life cycle will offer protection at all layers of the software. Besides,
coding and design flaws are significant contributors to vulnerabilities, highlighting the
significance of addressing technical debt as a means to prevent security threats.

The main objective of this thesis is to explore relationship between technical debt and
software security and provide insights to bridge the gap between technical and business
stakeholders. To accomplish this objective, we collected and analyzed real-world
data from various projects’ GitHub repositories and the National Vulnerability
Database. The vulnerability data is linked to corresponding code changes, enabling the
identification of vulnerability-inducing commits. Moreover, we prepared an additional
dataset of code smells using the PMD tool to investigate the impact of code quality
issues on software security.

In this thesis, we focus on offering valuable insights into the relationship between
technical debt and software security through the collection and analysis of real
vulnerability data from open source projects. This analysis provides a deeper
understanding of how technical debt impacts software security and the associated risks.
First, we investigate the relationship between technical debt indicators such as code
smells and code faults and refactoring activities, recognizing the role of refactoring
in mitigating technical debt. Therefore, we provide empirical findings that add depth
to the understanding of refactoring impact. By analyzing refactoring activities and
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their impact on technical debt, we aim to identify the extent to which refactoring
can enhance or reduce code smells and/or faults. Then, we conduct a comprehensive
analysis of technical debt indicators, including software metrics, code smells, and bugs,
to predict software security risks. By examining multiple technical debt indicators,
we aim to provide a holistic view of the relationship between technical debt and
vulnerabilities. This analysis will assist in identifying specific indicators that can
reliably predict software security risks, thereby enabling proactive mitigation efforts.

We conduct two types of research methods: exploratory research and explanatory
research. These methods are utilized to investigate various aspects of software
development, each serving a distinct purpose. Both exploratory and explanatory
studies play crucial roles in software engineering research. Exploratory studies enable
us to explore new or poorly understood phenomena, while explanatory studies allow
us to investigate cause-and-effect relationships between variables. By employing these
research methods, we can gain valuable insights into the software development process
and enhance our understanding of software engineering as a whole. During the early
stages of thesis, we conducted an exploratory study and look into the relationship
between technical debt indicators and mitigation methods. In this phase, we aim to gain
a better understanding of how code smells, bugs and refactoring methods are related.
Then, we conduct two explanatory studies to explore cause-and-effect relationships
between technical debt and software vulnerabilities. To assess whether the presence
of technical debt could be an effective indicator of potential vulnerabilities, we have
utilized direct/indirect technical debt indicators to predict software vulnerabilities by
creating ML models.

We utilized two datasets, namely Technical Debt dataset and SmartSHARK dataset.
When conducting exploratory analysis, we used Technical Debt Dataset that consists
of 33 Java-based projects from the Apache Software Foundation repository. These
projects are older than three years and have a minimum of 500 commits. Also, we
crawled additional data from the projects’ repositories. This included information
about changed files, commit hashes, code smells, and issue IDs associated with
commits. In explanatory analyses, we utilized SmartSHARK dataset that contains 77
projects from the Apache Software Foundation repository. We used specific collections
related to refactoring activities, bug-inducing and bug-fixing commits, code smells,
and software metrics. Meanwhile, we followed a data preparation pipeline for software
vulnerability prediction. Thus, we determined the data requirements, which involved
selecting Java projects, targeting various vulnerability types, choosing commit level
granularity, and adopting a mixed-project prediction approach. To label the data,
we utilized real-world vulnerability reports obtained from National Vulnerability
Database. We manually linked vulnerabilities to fixing commits and inducing commits.
This involved extensive investigation and mapping efforts. We also applied various
data cleaning steps to address the class imbalance and eliminate irrelevant, noisy, and
duplicated code.

We address two main research questions and their subquestions to present the
results obtained from our empirical study and discuss the major findings. When
answering RQ1 and its subquestions, we conduct an exploratory analysis that aims
to investigate the relationship between technical debt indicators and technical debt
mitigation methods. This initial phase of the research focuses on statistical associations
between those technical debt items. To this end, we analyze the distribution of 29
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refactoring types among the different projects and their relation with code smells or
faults. We explore the refactoring types that are most commonly performed together,
and other activities performed with refactorings. We report that refactoring activities
were performed in only a small portion of the commits, approximately 9%. Results
show that some refactoring types are more commonly applied by developers. The
most commonly observed refactoring activity is "Move Class," detected in 20.1%
of the refactoring activities. "Rename Method" and "Extract Method" are also
frequently applied, with percentages of 14.3% and 11.7% respectively. Our analysis
of investigating the impact of refactoring activities on the density of code smells
indicates that refactorings usually remove or do not affect the code smells, and
this contradicts the previous studies. According to our results, the percentage of
refactorings categorized as introduced is 7.6%, while the percentage of refactorings
categorized as removed is 40.1%. Also, the commits in which refactoring(s) is
performed are three times more fault-inducing than those without refactoring. Those
findings have set the stage for two explanatory studies, to develop ML models to
predict vulnerability inducing code changes. Refactoring activities, code smells, and
faults in software development are based on source code representations. In the first
explanatory study, we utilize various source code representations, including software
metric-based and embedding-based approaches, to train ML models when predicting
software vulnerabilities. According to our first explanatory study’s findings, software
metrics based code representation method has a better classification performance
than embedding based code representation method in terms of recall, precision and
F-Measure. Thus, in the second explanatory study, we directly focus on the use of
direct/indirect technical debt indicators, including software metrics, code smells, and
bugs, as well as technical debt mitigation techniques, such as refactoring activities, to
develop ML models to predict software vulnerabilities. To this end, we conducted a
comprehensive analysis of predictive models for software vulnerabilities, exploring
various feature set combinations to enhance our understanding of their impact on
predictions. Our study highlights the significance of feature selection and combination
in predictive modelling for software vulnerabilities. Our research methodology
involves a comprehensive evaluation of the performance of the vulnerability prediction
model using both balanced (50%) and unbalanced test sets created with various
rates (70%,80%,90%). This can provide valuable insights into the robustness and
generalizability of the model for highly imbalanced datasets. According to our results,
direct/indirect technical debt indicators within software development, such as software
metrics, code smells, bugs or refactoring activities, contribute to the occurrence
of vulnerabilities in software projects. Moreover, we observe that combining
software metrics with code smells achieves higher success rates in predicting software
vulnerabilities than refactoring and bugs.

The findings of this thesis aim to contribute significantly to the understanding of
technical debt indicators, mitigation methods and their impact on software security.
By effectively identifying and addressing technical debt, software projects can enhance
maintainability, evolvability, and reduce the risk of vulnerabilities. Also, our research
strives to establish a clear link between technical debt and software security, providing
actionable insights for software development practitioners and decision-makers. By
recognizing the importance of technical debt management in ensuring software
security, organizations can make informed decisions to prioritize technical debt
reduction efforts and enhance the overall quality and security of their software systems.
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YAZILIM ZAFİYETLERİNİ
TAHMİN ETMEK İÇİN

KAPSAMLI BİR TEKNİK BORÇ TANIMLAMA YÖNTEMİ

ÖZET

Yazılım geliştirme, hızla değişen teknoloji ve artan müşteri gereksinimleriyle birlikte
sürekli bir yatırım haline gelmiştir ve yazılım geliştirme teknolojileri harcamalarının
gelecek beş yıl içinde önemli ölçüde artması beklenmektedir. Yazılım pazarı
büyük ölçüde büyüdüğü için yazılım geliştirme daha dinamik ve kapsamlı bir süreç
haline gelmiştir. Büyük ve karmaşık yazılım projelerinin geliştirilmesi, müşteri
gereksinimleri ve ihtiyaçları, değişen teknoloji, rekabet ve piyasa koşulları gibi
birçok faktörü içermektedir. Yazılım sistemleri, hızla gelişen bilişim teknolojileri
ortamında değişen müşteri gereksinimlerini ve teknolojik ilerlemeleri karşılamak
için geliştirilebilir ve bakımı yapılabilir olmalıdır. Bu sürecin karmaşıklığı ile
birlikte, yazılım değişiklik yönetimi ve bakımı, geliştirme yaşam döngüsünün önemli
faaliyetleri haline gelmiştir. Proje ekipleri, takvim, kaynaklar ve bütçeyle sınırlı
olmaları nedeniyle müşteri beklentilerini karşılamak için borca girmekte, ancak daha
sonra bakım süreci boyunca ek maliyetlerle karşılaşmaktadır.

Yazılım kalitesi, müşteri değeri yaratmak için gereksinimleri tanımlayabilen ve
uygulayabilen yazılım sistemlerinin belirli ölçütler dahilinde ne kadar iyi yapıldığını
ve performansını ifade eder. Bu ölçütler, yazılım geliştirme sürecinin her aşamasında
dikkatlice değerlendirilmesi ve yönetilmesi gereken yazılımın doğruluğu, güvenilirliği,
verimliliği, kullanılabilirliği, bakımı kolaylığı ve güvenliği gibi faktörleri içerir.
Yazılım geliştirme yaşam döngüsü hatalara açık olduğunda, yazılımın niteliği eksik
veya yanlış yorumlanmış gereksinimler, tasarım hataları, eksik fonksiyonel mantık,
geçerlilik yokluğu ve kodlama hataları açısından yetersiz olabilir. Bu bağlamda,
yazılım kalitesi iki boyutta ele alınmaktadır. İlk olarak, yazılım sisteminde hata veya
güvenlik açığı olmaması gerektiği gerçeğidir. İkincisi ise sistemde, alınan teknik
borç çeşitli kalite özelliklerine uygun olarak yönetilebilmelidir. Kalitenin sağlanması,
ürün standartları ve prosedürler ile uyuma ve kalite değerlendirmesine sistematik bir
yaklaşıma dayanmaktadır.

Teknik borç, aceleye getirilen tasarım kararları, kod uygulamaları ve yetersiz testlerin
sonucu olarak kısa vadeli hedefler için uzun vadeli yazılım kalitesinden ödün veren
birikmiş maliyeti ifade eder. Teknik borç görünmez kaldığında ve yönetilemediğinde,
zamanla birikir ve mali borca benzer şekilde, ekstra çaba olan faiz ödemelerine
sahip olabilir. Birikmiş borç, yazılımın sürdürülebilirliğini ve geliştirilebilirliğini
zorlaştırarak yazılım kalitesini kötü etkiler ve potansiyel olarak güvenlik risklerine yol
açar. Teknik borç yönetimi, sürekli bir süreçtir ve bu nedenle bu sürecin genel yazılım
geliştirme sürecine entegre edilmesi önemlidir. Dolayısıyla, teknik borcun yazılımın
yaşam döngüsü boyunca etkin bir şekilde yönetilmesi, yazılım sürdürülebilirliği,
geliştirilebilirliği ve güvenliği açısından son derece önemlidir.
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Yazılım güvenliği bir kalite özelliğidir ve güvenli yazılımlar oluşturarak sistemlerin
ve ağların güvenlik açıklarına ve istismarlara karşı korunmasını ifade eder.
Yazılım geliştirme yaşam döngüsü boyunca en iyi güvenlik uygulamalarının entegre
edilmesiyle, güvenlik açıklarıyla ilişkili riskler azaltılabilir. Ancak, bir sistemin
güvenlik açığı olasılığını azaltmak için, güvenlik odaklı düşünceyi sistemlere dahil
etmek daha iyi bir stratejidir. Çünkü genel yaşam döngüsü boyunca işlevsel ve güvenli
gelişimin bir arada sağlanması, yazılımın tüm katmanlarında koruma sağlayacaktır.
Ayrıca kodlama ve tasarım kusurları, güvenlik açıklarına önemli ölçüde katkıda
bulunuyor ve güvenlik tehditlerini önleme aracı olarak teknik borcun ele alınmasının
önemini vurguluyor.

Bu tezin temel amacı, teknik borç ile yazılım güvenliği arasındaki ilişkiyi araştırmak
ve yazılım sistemlerindeki teknik paydaşlar ile iş paydaşları arasındaki iletişim
boşluğunu dolduracak bilgiler sağlamaktır. Bu hedefe ulaşmak için çeşitli projelerin
GitHub repolarından ve Ulusal Güvenlik Açığı Veritabanı’ndan (ing. National
Vulnerability Database) gerçek dünya verilerini topladık ve analiz ettik. Güvenlik
açığı verilerini, ilgili kod değişiklikleriyle ilişkilendirmek için V-SZZ algoritması
kullandık ve güvenlik açıklarına neden olan commitleri belirledik. Ayrıca, kod
kalitesi sorunlarının yazılım güvenliği üzerindeki etkisini araştırmak için PMD aracını
kullanarak projelerdeki kod kokularını içeren veri seti hazırladık.

Bu tezde, açık kaynaklı projelerden gerçek güvenlik açığı verilerinin toplanması ve
analizi yoluyla teknik borç ile yazılım güvenliği arasındaki ilişkiye dair değerli bilgiler
sunmaya odaklanıyoruz. Bu analiz, teknik borcun yazılım güvenliğini ve ilgili riskleri
nasıl etkilediğinin daha derinlemesine anlaşılmasını sağlar. İlk olarak, teknik borcun
hafifletilmesinde yeniden kod düzenlemenin rolünün farkında olarak, kod kokuları
ve kod hataları gibi teknik borç göstergeleri ile yeniden kod düzenleme faaliyetleri
arasındaki ilişkiyi araştırıyoruz. Bu nedenle, yeniden kod düzenleme etkisinin
anlaşılmasına derinlik katan ampirik bulgular sunuyoruz. Yeniden kod düzenleme
faaliyetlerini ve bunların teknik borç üzerindeki etkisini analiz ederek, yeniden kod
düzenlemenin kod kokularını ve/veya hatalarını ne ölçüde iyileştirebileceğini veya
azaltabileceğini belirlemeyi hedefliyoruz. Ardından, yazılım güvenliği risklerini
tahmin etmek için yazılım metrikleri, kod kokuları ve hatalar dahil olmak üzere teknik
borç göstergelerinin kapsamlı bir analizini yapıyoruz. Çoklu teknik borç göstergelerini
inceleyerek, teknik borç ile kırılganlıklar arasındaki ilişkiye dair bütünsel bir bakış
sunmayı amaçlıyoruz. Bu analiz, yazılım güvenliği risklerini güvenilir bir şekilde
tahmin edebilecek belirli göstergelerin belirlenmesine yardımcı olacak ve böylece
proaktif risk azaltma çabalarına olanak sağlayacaktır.

İki tür araştırma yöntemi yürütüyoruz; keşfedici araştırma ve açıklayıcı araştırma.
Bu yöntemlerin her biri farklı bir amaca hizmet eder ve yazılım geliştirmenin çeşitli
yönlerini araştırmak için kullanılır. Hem keşfedici hem de açıklayıcı çalışmalar
yazılım mühendisliği araştırmalarında önemli rol oynar. Keşifsel çalışmalar yeni
veya yeterince anlaşılmamış olguları keşfetmemizi sağlarken, açıklayıcı çalışmalar
değişkenler arasındaki neden-sonuç ilişkilerini araştırmamıza olanak sağlar. Bu
araştırma yöntemlerini kullanarak yazılım geliştirme sürecine ilişkin değerli bilgiler
edinebilir ve bir bütün olarak yazılım mühendisliği anlayışımızı geliştirebiliriz. Tezin
ilk aşamalarında bir keşif çalışması yürüttük ve teknik borç göstergeleri ile teknik
borcu hafifletme/geri ödeme yöntemleri arasındaki ilişkiyi inceledik. Bu aşamada
kod kokuları, hatalar ve yeniden kod düzenleme yöntemlerinin nasıl ilişkili olduğunu
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daha iyi anlamayı hedefliyoruz. Ardından, teknik borç ile yazılım açıkları arasındaki
neden-sonuç ilişkilerini araştırmak için iki açıklayıcı çalışma yürütüyoruz. Teknik
borcun varlığının potansiyel güvenlik açıklarının etkili bir göstergesi olup olmadığını
değerlendirmek amacıyla, makine öğrenmesi modelleri oluşturarak yazılım güvenlik
açıklarını tahmin etmek amacıyla doğrudan/dolaylı teknik borç göstergelerinden
yararlandık.

Teknik Borç veri seti ve SmartSHARK veri seti olmak üzere iki veri seti kullandık.
Keşif analizi yaparken Apache Software Foundation deposundaki 33 Java tabanlı
projeden oluşan Teknik Borç veri setini kullandık. Bu projeler en az üç yıllık
projelerdir ve her biri minimum 500 commit içerir. Ayrıca projelerin repolarındaki
ek verileri de taradık. Bu veriler, değiştirilen dosyaları, commitleri, kod kokularını
ve commitlerle ilişkili issue izleme sistemindeki bilgileri içeriyordu. Açıklayıcı
analizlerde Apache Software Foundation reposundaki 77 projeyi içeren SmartSHARK
veri setini kullandık. Yeniden kod düzenleme faaliyetleri, hata oluşturma ve
hata düzeltme işlemleri, kod kokuları ve yazılım ölçümleriyle ilgili belirli tablolar
kullandık. Bu arada, yazılım güvenlik açığı tahmini için bir veri hazırlama
rehberini takip ettik. Böylece, Java projelerinin seçilmesini, çeşitli güvenlik açığı
türlerinin hedeflenmesini, commit ayrıntı düzeyinin seçilmesini ve karma proje
tahmin yaklaşımının benimsenmesini içeren veri gereksinimlerini belirledik. Verileri
etiketlemek için Ulusal Güvenlik Açığı Veritabanından elde edilen gerçek dünya
güvenlik açığı raporlarından yararlandık. Güvenlik açıklarının sisteme dahil olduğu
ve giderildiği commitleri birbirleri ile manuel olarak ilişkilendirdik. Bu, kapsamlı
bir araştırma ve eşleştirme çabası gerektirir. Ayrıca sınıf dengesizliğini gidermek ve
ilişkisiz, gürültülü ve yinelenen kodları ortadan kaldırmak için çeşitli veri temizleme
adımları uyguladık.

Ampirik çalışmamızdan elde ettiğimiz sonuçları sunmak ve önemli bulguları tartışmak
için iki ana araştırma sorusunu ve bunların alt sorularını ele alıyoruz. Birinci
araştırma sorusu ve onun alt sorularını yanıtlarken, teknik borç göstergeleri ile
teknik borç azaltma yöntemleri arasındaki ilişkiyi araştırmayı amaçlayan keşfedici
bir analiz yürütüyoruz. Araştırmanın bu ilk aşaması, teknik borç öğeleri arasındaki
istatistiksel ilişkilere odaklanıyor. Bu amaçla, 29 yeniden kod düzenleme türünün
farklı projeler arasındaki dağılımını ve bunların kod kokuları veya hatalarıyla
olan ilişkilerini analiz ediyoruz. En sık birlikte gerçekleştirilen yeniden kod
düzenleme türlerini ve yeniden kod düzenlemeyle gerçekleştirilen diğer aktiviteleri
araştırıyoruz. Yeniden kod düzenleme faaliyetlerinin commitlerin yalnızca küçük
bir kısmında, yaklaşık %9’unda gerçekleştirildiğini rapor ediyoruz. Sonuçlar,
bazı yeniden kod düzenleme türlerinin geliştiriciler tarafından daha yaygın olarak
uygulandığını göstermektedir. En sık gözlenen yeniden kod düzenleme etkinliği,
toplam yeniden kod düzenleme aktivitelerinin %20,1’inde tespit edilen " Move Class
" aktivitesidir. Rename Method" ve "Extract Method” yeniden kod düzenleme
faaliyetleri de sırasıyla %14,3 ve %11,7 oranlarıyla sıklıkla uygulanmaktadır. Yeniden
kod düzenleme faaliyetlerinin kod kokularının yoğunluğu üzerindeki etkisini araştıran
analizimiz, yeniden düzenlemelerin genellikle kod kokularını ortadan kaldırdığını veya
etkilemediğini göstermektedir ve bu, önceki çalışmalarla çelişmektedir. Sonuçlarımıza
göre, yazılım sistemine kod kokuları dahil eden yeniden kod düzenlemelerin yüzdesi
%7,6; yazılım sistemindeki kod kokularını ortadan kaldıran yeniden düzenlemelerin
yüzdesi ise %40,1’dir. Ayrıca, yeniden kod düzenleme(ler)in gerçekleştirildiği
commitler, yeniden kod düzenlemesi yapılmayanlara göre üç kat daha fazla hataya
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neden olur. Yeniden kod düzenleme faaliyetleri, kod kokuları ve yazılım geliştirmedeki
hatalar, kaynak kodu temsillerine dayanmaktadır. Bu bulgular, güvenlik açığına neden
olan kod değişikliklerini tahmin etmek için makine öğrenmesi modelleri geliştirmeye
yönelik iki açıklayıcı çalışmaya zemin hazırladı.

Açıklayıcı çalışmalarda, yazılımdaki güvenlik açıklarını tahmin ederken makine
öğrenmesi modellerini eğitmek için yazılım metriği tabanlı, gömme tabanlı
yaklaşımlar, kod kokuları, yeniden kod düzenleme yöntemleri, kod hataları dahil
olmak üzere çeşitli kaynak kodu temsillerinden yararlanıyoruz. İlk açıklayıcı
çalışmada, yazılım metriği tabanlı yaklaşım ile gömme tabanlı yaklaşımın sonuçlarını
karşılaştırdık. İlk açıklayıcı çalışmamızın bulgularına göre, yazılım metriklerine
dayalı kod temsili yöntemi, duyarlılık(%85,1), kesinlik(%3,9) ve F-Ölçütü(%7,2)
açısından gömme tabanlı kod temsili yöntemine göre daha iyi sınıflandırma
performansına sahiptir. Ancak, yanlış pozitif oranı yüksek olduğu için daha
detaylı analizlerle ikinci açıklayıcı çalışmayı gerçekleştirdik. İkinci açıklayıcı
çalışmada, farklı öznitelik setlerini kullandık ve bir güvenlik açığı sisteme girdikten
sonra giderilene kadar bulunduğu tüm commitleri güvenlik açığı var şeklinde
etiketledik. Bu çalışmada, yazılımdaki güvenlik açıklarını tahmin etmek için
yazılım ölçümleri, kod kokuları ve hatalar dahil olmak üzere doğrudan/dolaylı teknik
borç göstergelerinin yanı sıra yeniden kod düzenleme faaliyetleri gibi teknik borç
azaltma tekniklerinin kullanımına doğrudan odaklanıyoruz. Bu amaçla, yazılım
güvenlik açıklarına yönelik tahmin modellerinin kapsamlı bir analizini gerçekleştirdik
ve bunların tahminler üzerindeki etkilerine ilişkin bulgularımızı geliştirmek için
çeşitli öznitelik seti kombinasyonlarının sonuçlarını karşılaştırdık. Çalışmamız,
yazılım güvenlik açıklarına yönelik tahmine dayalı modellemede öznitelik seçimi
ve bunların kombinasyonunun önemini vurgulamaktadır. Araştırma metodolojimiz,
hem dengeli (%50) hem de çeşitli oranlarda (%70, %80, %90) oluşturulan dengesiz
test setlerini kullanarak güvenlik açığı tahmin modelinin performansının kapsamlı bir
değerlendirmesini içermektedir. Bu, yüksek derecede dengesiz veri kümeleri için
modelin sağlamlığı ve genelleştirilebilirliği konusunda değerli bilgiler sağlayabilir.
Test seti oranı %50 olduğunda en yüksek duyarlılık oranı %99,3 oldu; bu da bu modelin
tüm yazılım açıklarının %99,3’ünü doğru bir şekilde tespit edebildiğini gösteriyor. En
yüksek kesinlik oranına ise %96,9 ile ulaşıldı. En yüksek F1-ölçütü oranı %97,3 ile
elde edildi. Bu durum, en iyi modelin hem olumlu hem de olumsuz vakaları doğru bir
şekilde tanımlama açısından yüksek bir performansa sahip olduğunu gösteriyor.

Sonuçlarımıza göre, yazılım geliştirme kapsamındaki yazılım metrikleri, kod
kokuları, hatalar veya yeniden kod düzenleme faaliyetleri gibi doğrudan/dolaylı
teknik borç göstergeleri, yazılım projelerinde güvenlik açıklarının oluşmasına
katkıda bulunmaktadır. Ayrıca, yazılım metriklerini kod kokularıyla birleştirmenin,
yazılımdaki güvenlik açıklarını tahmin etmede yeniden kod düzenleme ve hatalara
göre daha yüksek başarı oranları elde ettiğini gözlemliyoruz.

Bu tezin bulguları, teknik borç göstergelerinin, teknik borç hafifletme yöntemlerinin
ve bunların yazılım güvenliği üzerindeki etkisinin anlaşılmasına önemli ölçüde
katkıda bulunmayı amaçlamaktadır. Yazılım projeleri, teknik borcu etkili bir şekilde
tanımlayıp ele alarak sürdürülebilirliği, geliştirilebilirliği artırabilir ve güvenlik açığı
riskini azaltabilir. Ayrıca araştırmamız, teknik borç ile yazılım güvenliği arasında net
bir bağlantı kurmaya çalışarak yazılım geliştirme uygulayıcıları ve karar vericiler için
eyleme geçirilebilir bilgiler sağlar. Kuruluşlar, yazılım güvenliğinin sağlanmasında
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teknik borç yönetiminin öneminin farkına vararak, teknik borç azaltma çabalarına
öncelik vermek ve yazılım sistemlerinin genel kalitesini ve güvenliğini artırmak için
bilinçli kararlar alabilirler.
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1. INTRODUCTION

Software development, its evolution and maintenance has become an ongoing

investment with rapidly evolving technology and changing customer requirements in

the growing IT world. Gartner Group forecasts that worldwide user spending on IT

will achivie $4,6 trillion in 2023 and exceed $5 trillion in 2024 [70]. This forecast

indicates that IT spending, which tremendously grew by 27% from 2016-2022 [71],

will continue to grow at higher rates. According to the report [70], specifically,

spending on software and security is expected to increase dramatically. Software

spending is expected to rise from $560 billion to $1 trillion in 2024, an increase

of approximately 80% over 2021. Also, in 2012, although IT spending increased

by 0.5%, the increase in software spending by 8.8% may be the evidence for this

expectation. Moreover, overall spending on security that also increased by 10.5% in

2022 is projected to grow over the next five years even more significantly [70].

As the software market has grown such tremendously, the development of software has

become a dynamic and comprehensive process. The development of large and complex

software projects involves several factors, including customer requirements and needs,

changing technology, competition, and market conditions [19,20]. Meanwhile, with

the complexity of this process, software change management and maintenance have

become crucial activities of the development life cycle. Project teams, constrained by

schedule, resources, and budget, get into debt to meet customer expectations, while

they face additional costs later along the maintenance process [191]. Technical Debt

(TD) arises when developers focus on developing and delivering software products

rapidly, without proper design decisions and insufficient testing [36]. This increases

the probability of failure due to wrong plans, incomplete requirements specification

and analysis, bad design choices, dirty implementation, and testing failures [22].

According to the Standish Group CHAOS Report, the failure probability of large IT

projects is more than small IT projects [22].
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Software quality is a critical aspect of software development, as it directly impacts

the satisfaction and success of customers using the software. It refers to the

ability of software systems to define and implement requirements for customer

value creation [90,91]. When software systems are developed with low-quality

standards or inadequate attention to detail, the software’s overall quality may suffer,

affecting eight key characteristics as outlined in the ISO/IEC 25010 standards [89].

These characteristics include reliability, operability, compatibility, security, functional

suitability, portability, performance efficiency, and maintainability. In this context,

Ozkaya [92] explored the concept of software quality in two dimensions. The first

dimension involves the absence of bugs and vulnerabilities in the software system

including missing or misinterpreted requirements, design flaws, incomplete functional

logic, absent validity, and coding faults. This necessitates careful attention to detail,

rigorous testing, and adherence to best practices throughout the development life cycle.

The second dimension revolves around effectively managing Technical Debt (TD) by

complying with various quality attributes. Ozkaya states that assuring quality is based

on adhesion to product standards and procedures, and a systematic attitude to quality

assessment [92].

TD is a concept coined by Cunningham to explain the importance of refactoring

to non-technical stakeholders in software development, drawing an analogy from

financial debt [32]. TD refers to the cost of delaying necessary technical work

in software systems due to suboptimal solutions made to achieve short-term goals

at the expense of long-term quality [93]. Similar to financial debt, TD can incur

"interest payments" in the form of additional effort required for future development

as a consequence of rushed design decisions and code implementations. Tom

et al. [95] are the first to present a comprehensive TD framework, providing

comprehensive knowledge about the metaphor and discussing both its positive and

negative effects. Moreover, Kruchten et al. [34] contribute to the understanding of

the TD ecosystem by investigating its various aspects and proposing an organization

of the landscape to further characterise TD. They differentiate visible components,

such as additional functionality, poor external quality, new features, and defects from

invisible components including documentation debt, architectural debt, poor internal

quality, code smells and code complexity. When TD remains invisible and cannot be
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managed, it accumulates over time, making software maintainability and evolvability

challenging, and potentially leading to security risks [28]. To make matters worse,

the accumulated TD can surpass the ability to repay its "interest," exacerbating the

difficulties faced by the development team. In essence, managing and minimizing TD

are crucial for ensuring the long-term success and sustainability of software systems.

Failure to address TD can hinder development progress, compromise security, and

impede the software’s ability to adapt to changing requirements and technological

advancements.

Meanwhile, previous studies revealed that TD needs to be actively managed [55,94,96]

as it continues to accumulate during the system development once occurring [97].

TD management, i.e. identification, evaluation and addressing it, is a continuous

process, and hence, it is important to integrate this process into the overall software

development process to ensure that the software is maintainable and evolvable. To

ensure the maintainability and ability to introduce new features, it is critical to

minimize TD in software systems. TD can serve as a useful metric to assess the

current sustainability of a system when managed effectively, nevertheless, inadequate

management of TD can cause it to spiral out of control. Moreover, in software intensive

systems, accumulated TD affects mainly the evolvability and maintainability [40] and

can lead to software security risks when it is not addressed and not minimized [28]. By

prioritizing the management of TD, software projects can become more maintainable,

readable, and evolvable, thus reducing the risk of vulnerabilities. In unfortunate

circumstances, the accumulated TD can surpass the ability to repay its "interest,"

exacerbating the difficulties faced by the development team. In essence, managing

and minimizing TD is crucial for ensuring the long-term success and sustainability of

software systems. Failure to address TD can hinder progress, compromise security,

and impede the software’s ability to adapt to changing requirements and technological

advancements.

Software security is a quality characteristic that focuses on protecting systems

and networks from vulnerabilities and exploits. It involves building software

that is resistant to malicious attacks and unauthorized access. To develop secure

software, it’s crucial to identify and mitigate security risks early in the software

development process. This proactive approach helps prevent vulnerabilities from
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being introduced or going unnoticed until later stages [43,64]. Security best practices

should be integrated into the entire software development lifecycle [177]. This

means considering security from the initial design phase through development, testing,

deployment, and maintenance. This comprehensive approach ensures protection

at all layers of the software. Incorporating security-oriented thinking into the

development process is a more effective strategy for reducing the possibility of system

vulnerabilities. This means that security should not be treated as an afterthought, but

should be an integral part of the software development process from the beginning.

Vulnerabilities are weaknesses or flaws in a system’s design, implementation, or

configuration that can be exploited by threat actors. Threat actors are individuals or

entities attempting to perform malicious and unauthorized actions within the system.

Vulnerabilities can be less frequently observed, but are often more challenging to fix

compared to other software defects.

Software systems inevitably have vulnerabilities, yet, identifying the causes and

addressing them in earlier phases of the life cycle can help developers avoid spending

a lot of time and endeavour on maintenance. When examining the causes of

vulnerabilities in software projects, it is reported that coding and design flaws are

significant contributors [66]. These flaws can introduce vulnerabilities into the

software. Identifying and addressing vulnerabilities in the earlier phases of the

software development lifecycle is crucial. Doing so can help developers avoid

spending a substantial amount of time and effort on maintenance and costly security

fixes later in the development process or after deployment. To this end, quantifying and

evaluating TD based on empirical data extracted from mining software repositories is

significant. TD encompasses various issues such as code smells, architectural issues,

and bugs. Recent studies have investigated the relationship between TD indicators

(e.g., code smells [139,140], architectural smells [98,138], bugs [171]) and software

vulnerabilities. While some studies [98,138] found no significant relationship between

architectural smells and vulnerabilities, most of the research suggests that software

systems with code smells and bugs tend to have higher security risks. On the other

hand, refactoring, the process of improving the code without changing its external

behavior [50], can help in reducing TD specifically code smells and bugs. These
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improvements can, in turn, enhance the security of software systems by addressing

potential vulnerabilities.

1.1 Motivation

TD refers to extra maintenance costs and improvement of software projects due to

past decisions and can be useful for technical people. Software security, on the other

hand, refers to the measures for protecting against security risks and is crucial for

software companies to protect sensitive data, preserve the integrity of systems, and

assure the availability of services in systems. Although fairly abstract, significance

and scope of TD are frequently well understood by technical people. Nevertheless,

software managers should also well understand and accept to avoid time pressure that

is one of the main causes of poor design choices and coding implementations, i.e. TD,

which make software systems vulnerable to attacks as it is more difficult to understand,

test, update, and maintain. Hence, the dialogue between business and technical actors

should be enhanced by making this abstract, invisible notion visible and revealing its

relation to software security.

In companies focused on delivering business value, making choices between activities

such as adding new features, fixing faults, and identifying and repaying TD becomes

necessary [187,188]. Meanwhile, as software systems grow in complexity and size

over time, the detrimental effects of TD on these systems become more critical. Thus,

identifying and repaying, the most commonly applied strategies for managing TD,

becomes increasingly significant. In other words, conceptually being aware of the

accumulated TD, which undermines business value, through software systems is not

sufficient for prevention and repayment. According to Brown et al. [79], it is crucial

to consider long-term debt management to attain short-term benefits in the context of

progressively complex software systems. Furthermore, effective management of both

intentional and unintentional TD is critical, requiring a comprehensive understanding

of how to handle it, as both the interest and principal must be paid. In the last two

decades, research studies on TD management have gained prominence due to their

focus on enhancing flexibility, increasing productivity, and mitigating the negative

impact of debt. The objective is to strike a balance between the cost and value of

software systems [113,189,190]. Therefore, TD should be repaid as it can negatively
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impact the sustainability, maintainability, and evolvability of a software system. Also,

accumulated TD can result in higher costs and risks over time, such as increased

maintenance costs, longer time-to-market for new features, and higher probability of

software vulnerabilities.

Li et al. [113] reports a set of activities for managing TD to prevent its accrual

or maintain it at a reasonable level. These activities are aimed at promoting

software quality and reducing the accumulation of TD over time. According to

authors, TD identification and TD repayment are critical aspects of TD management.

TD identification involves detecting various types of debt, whether intentional or

unintentional, resulting from technical decisions. Common approaches for TD

identification include static code analysis, which can reveal issues that contribute to

TD such as code smells and software faults are prevalent indicators of code debt.

Code smells are typically code structures that indicate potential issues, while software

faults represent actual defects or bugs. Moreover, refactoring is a popular strategy

for repaying TD, given its ability to address common types of debt, such as code

debt and design debt [120]. Also, refactoring is supported by a wide range of tools,

making it a practical choice for addressing TD [133]. Despite the increasing discussion

of TD [36,40,92,94,99,189], its indicators [104,194,210,212,233], and refactoring

as a solution [123,156,195,205,218,221], there remains a gap in understanding the

relationship between refactoring activities and TD indicators [120].

Meanwhile, TD and software security have a strong relationship in the sense that both

can affect the quality attributes of a software system including security, maintainability,

sustainability and evolvability. When TD is not identified and managed properly, it

can compromise the security of the software and increase the risk of vulnerabilities.

Therefore, a growing body of work investigates various approaches to detect TD

and analyzes its relation with software security. Previous studies widely used

various software metrics, which are indirect TD indicators [171], in predicting

vulnerabilities as they are also indicators of software quality related to security

[116,117,134,137]. Also, various studies theoretically discuss whether TD can cause

software vulnerabilities and the relationship between them [57,165,166]. Recently,

several researchers have focused on the relationship of vulnerabilities with code

smells [139,140], design smells [98,138] and refactoring activities [141], and found
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that a statistically significant relationship may exist between TD and vulnerabilities.

Nevertheless, there is still a gap in predicting software vulnerabilities comprehensively

through the perspective of TD, and to the best of our knowledge, very limited studies

attempt to predict vulnerabilities using more than one TD indicator.

In this thesis, we aim to contribute to improving communication between technical

and business professionals by bringing attention to the concept of TD and its relation

to software security. To this end, we propose to investigate the relationship between

refactoring activities and TD indicators on a large scale, through a coarser grained

and detailed software change-level analysis. We also aim to detect TD in a broader

context and explore its correlation with vulnerabilities at the code change level, using

real vulnerability data. To accomplish this, we utilize software metrics, code smells,

bugs, and refactoring activities to quantify TD and create a learning-based predictor

that uses ML algorithms to uncover the relationship between TD and vulnerabilities.

In this context, to clarify our research and provide the scientific underpinning, we

combine a set of different research questions and subquestions each of which focuses

on a different research methodology. We have classified them according to the

guidelines provided by Easterbrook et al. [192]. To this end, the following research

questions and subquestions are formulated and studied:

• RQ1 : To what extent is refactoring related to code debt indicators (code smells and

faults) in the software projects?

– RQ1.1:What kind of refactoring activities are commonly observed across

software projects?

– RQ1.2: Which refactoring activities are commonly co-occurred?

– RQ1.3:Does refactoring activities reduce the density of code smells?

– RQ1.4: What are the other activities performed with refactoring activities that

touch smelly commits?

– RQ1.5: How often do refactoring activities relate to fault inducing/fault fixing

activities?
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• RQ2: How can we explain software vulnerabilities with respect to different factors,

including source code representations and TD indicators?

– RQ2.1: To what extent do different kinds of source code representations

predict vulnerability inducing code changes?

– RQ2.2: To what extent do TD indicators and TD mitigation activities predict

vulnerability inducing code changes?

1.2 Contributions

In the scope of this thesis, we conducted an exploratory and an explanatory research to

provide insights into the intricate relationships between direct/indirect TD indicators,

TD mitigation methods, and software security. First, within the exploratory study, we

look into the relationship between TD indicators and mitigation methods. This phase

aims to gain a better understanding of how code smells, bugs and refactoring methods

are related. Then, in the explanatory part of the thesis, we build models that are based

on the investigated relationships between TD and software vulnerabilities. To assess

whether the presence of TD could be an effective indicator of potential vulnerabilities,

we have utilized direct/indirect TD indicators to predict software vulnerabilities by

creating ML models. The main contributions of this thesis are emphasized below:

• Previous studies indicate that some refactoring activities can be neutral and some

can be more harmful than others when analyzing its impact on the density of code

smells or faults [118,119,198,222,232]. However, most of those studies did not

investigate the distribution of refactoring activities in projects and did not consider

that even if a refactoring type introduces new code smells or faults, it may not

be relevant in software projects where the occurrence of that refactoring activity

is limited. Furthermore, they lacked statistical testing to validate differences in

distribution among projects for each refactoring type. In our study, we explore

which type of refactoring activities developers frequently perform in software

projects. We also would like to see if some refactoring activities are performed

together during software changes. Moreover, we provide empirical findings that add

depth to the understanding of refactoring impact. We carried out rigorous statistical
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tests to confirm the disparities in the distribution of refactoring activities for each

refactoring type across different projects.

• Tufano et al. [210] observed that developers tend to introduce code smells when

adding new features or enhancing existing ones during maintenance activities.

Therefore, in cases where refactoring activities are associated with potential harm,

there’s a likelihood that developers were addressing other issues. To gain a more

comprehensive understanding of the root causes behind code smell introductions,

it’s vital to investigate whether other activities were occurring in conjunction with

refactoring activities. Regrettably, no studies have delved into this particular aspect.

In this thesis, we empirically investigate whether developers address other tasks

while they are performing refactoring activities that touch smelly commits. In other

words, it is interesting for us to observe if developers implement other tasks such

as a new feature or improvement on commits while they are performing refactoring

activities. If there are several tasks addressed in a single commit, then the code

smells introduced in that commit should not be directly matched to the refactoring,

because code changes cannot be specifically distinguished for the refactoring only.

• We investigate TD indicators, TD mitigation methods and their relationship with

software vulnerabilities in a larger context, at a coarser granularity, and with a more

detailed analysis on the software changes. To achieve this, we examine too large

and comprehensive two datasets, namely Technical Debt [215] and SmartSHARK

[142]. However, we contribute to both datasets by creating additional datasets as

some of the information we needed is not available in the datasets. In Technical

Debt dataset, instances of code smells are documented for commits across all files,

regardless of whether those files were actually modified in those commits. This

can result in cases where a file is flagged for a code smell in a commit, even

if no changes were made to that file during that commit. To address this issue,

we we had to crawl additional data from the projects’ repositories and rectified

it by associating files with the specific commits in which they were impacted by

code smells. Also in the dataset, there is no link between commit hash values and

the issue IDs, issue types associated with these commits. Thus, we extracted this

information to understand the type of issues related to the changes in the commits

if an issue ID is provided in the commit messages. Furthermore, we contribute
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to SmartSHARK dataset by preparing the first code smell dataset. We extracted

code smells via PMD [208] that is a well-known source code analyzer. It consists

of manually validated 59,984 instances of four code smells, namely Excessive

Class Length, Excessive Method Length, Excessive Parameter List and God Class

from six projects. Moreover, code smell detection tools are usually executed in a

periodical fashion, and all code smells associated with all files in that period are

reported. Please note that we extracted the code smells from all possible versions

of source files in the projects’ version history. In other words, we executed the

PMD tool on each commit and separately reported all code smells in all files for

each commit.

• Experiments performed utilizing real world data can often be better representative

of industrial software products as they reflect the complexities of real world

vulnerabilities. Therefore, we collected the code changes and the corresponding

software vulnerabilities from projects’ GitHub repositories and National Vulner-

ability Database (NVD)1. When extracting vulnerability data to build prediction

models, we offer a fully automated method without requiring security expert

knowledge as in [172]. We mined vulnerabilities from the NVD and linked them

to corresponding fixing commits. We analyzed the fixing commit description and

other security information from NVD to understand the vulnerabilities and their

associated fixing code changes. Meanwhile, we did not attempt any heuristic

approach or find security-related keywords from the commit messages to extract

security-related bug fixing commits. Also, we automatically identified vulnerability

inducing commits after every code change. Eventually, we created the first

vulnerability data of six different real world projects in the SmartSHARK dataset

and shared it publicly.

• We used the V-SZZ algorithm [173] to extract the vulnerability inducing commits.

Although SZZ [115] is proposed to find bug inducing commits, it is also widely

used to find vulnerability inducing commits. However, vulnerabilities are different

from common bugs. Vulnerabilities are usually introduced in the initial versions of

fixing commits, whereas bugs are usually introduced in the recent versions of fixing

1National Vulnerability Database. https://nvd.nist.gov
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commits [173]. Therefore, we utilized V-SZZ algorithm to detect the inducing

commits of vulnerabilities.

• The relationship between TD and security has been widely studied in the

literature. Although refactoring activities are among the most common TD

repayment method [112,113], there are limited studies examining the relationship

between vulnerabilities and refactoring, in particular, to the best of our knowledge,

refactoring activities have never been used when predicting vulnerabilities. In this

thesis, we empirically explore the ability of refactoring activities that can mitigate

TD to predict vulnerabilities in software products.

• Although previous studies widely explored various approaches to detect TD and

investigated its relation with software security, very limited studies analyzed various

TD indicators to predict software security risks. In this thesis, we performed

a comprehensive analysis through the TD perspective using indirect indicators

(software metrics), direct indicators (code smells and bugs) and TD mitigation

method (refactoring activities) to predict vulnerabilities.

• When performing our exploratory analysis using Technical Debt dataset, we had

to crawl additional data from the projects’ repositories. The additional dataset we

extracted is publicly available through CSV in [179]. Also, when performing our

explanatory analysis, we provide a replication package including Python code for

the predictive models, vulnerabilities, code smells, and extracted collections from

SmartSHARK dataset and their MongoDB scripts [180].

1.3 Structure of the Thesis

Chapter 2 presents a brief background to the thesis. Chapter 3 summarizes previous

works on TD indicators, TD mitigation methods, vulnerability prediction and the

relationship between TD and vulnerabilities by providing a state-of-the-art review. In

Chapter 4, we present the details of the utilized two datasets, namely Technical Debt

dataset and SmartSHARK dataset, and the additional data preparation steps. Chapter

5 describes research methods and research questions. In Chapter6, we analyze and

answer RQ1 and its subquestions with an exploratory study, while in Chapter7, we

present two exploratory studies that analyze and answer RQ2 and its subquestions. We
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analyze and discuss the threats that could affect the validity of our research in Chapter

8. Finally, Chapter 9 concludes the thesis.

12



2. BACKGROUND

In this chapter, we provide essential background information on TD, TD management,

security, and software security to establish the foundational knowledge necessary

for our subsequent exploratory and explanatory studies, which aim to improve

vulnerability prediction in software systems by leveraging this comprehensive

understanding.

2.1 Technical Debt

Software systems can be cruft-prone when their quality is poor in terms of

reliability, operability, availability, security, compatibility, and maintainability. TD

was introduced by Ward Cunningham [32] as a metaphor to help non-technical

stakeholders understand the need for refactoring and manage those cruft-prone systems

by contemplating it like financial debt. While financial debt involves borrowing money

against the future, TD involves borrowing time against the future. Cunningham [32]

defines TD as "not quite right code which we postpone making it right," and working

on such code is considered the interest on the debt.

According to McConnell, TD refers to delayed technical work that is incurred when

technical shortcuts are taken, usually in pursuit of calendar-driven software schedules

[33]. McConnell defines TD as "A design or construction approach that’s expedient

in the short term but that increases complexity and is more costly in the long term".

Furthermore, he extends TD concept and hypothesizes two types of debt: (i) intentional

TD occurs when developers determine that the risk of releasing their software product

is worth the debt; (ii) unintentional TD occurs when developers are careless, lack

training, focusing and experience, and/or have poor skills. Philippe et al. [36] also

suggest that causes of unintentional TD can be common when TD is related to

maintainability and overall quality issues. Moreover, there are several aspects of TD

characterization, i.e. debt size and repayment time, and TD repayment time can be
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short-term or long-term. While short-term debt refers to debt incurred as a tactic

and reactively, and should be repaid at the beginning of the next release; long-term

debt refers to debt incurred strategically and proactively, and can be repaid after a few

years [33].

Furthermore, Tom et al. [95] examined the TD metaphor and presented the first

theoretical framework that offers a comprehensive insight into the TD phenomena

including dimensions, attributes, precedents and outcomes of TD, and discussed its

advantages and disadvantages. Authors report that all types of TD are thought

to have a fundamental effect on morale, production, quality, and risk, and to be

especially harmful over the long term. Regressions and defects manifest over time

as a result of growing complexity [95]. Software-intensive systems naturally grow in

complexity and size as new features are added during development. The accumulated

TD associated with system growth hampers maintainability and makes the system

vulnerable. Research indicates that TD can stem from various sources and at different

levels of granularity within these systems. Examples include code and/or community

smells, technological gaps, architecture/design issues, and defects like bugs and design

flaws, which may not directly impact end-user functionality but they contribute to

TD [37]–[39].

Business people aim to enter the software market as quickly as possible due to market

competition, conditions and monetary constraints [33]. Therefore business people put

pressure on the development team to deliver the product to them as soon as possible.

The team who aim to deliver the product in short cycles make quick and dirty design

and implementation choices. TD incurred due to these choices reduces the velocity and

productivity. Because of the pressure, teams also focus on quickly delivering newly

added features instead of investigating the reasons for the current debt and repaying

it on time. Therefore, the accumulated interest raises, and the team further slows

down in progress, and fewer features are delivered. Delivering the product on long

cycle times increases pressure from business people, who are unaware of the effects of

TD, to the development team. Overall, TD issues that developers postpone or ignore

lead to a vicious cycle hard to break out (see its illustration in Figure 2.1). To break

this vicious loop, the essential activities of the software development life cycle have
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become change management and maintenance, both of which also have tendency to

get more complex over time [191].

Figure 2.1 : TD Vicious Cycle.

Debt is unavoidable in software development process [187]. In certain cases, it is even

intentionally incurred [33,106]. It typically arises when prioritizing the effort to build

software quickly with minimal resources over maintaining the quality attributes of the

software system [186]. On the other hand, when there is no interest in a software

system, there is probably no real TD [114]. Nevertheless, TD must be monitored and

kept under control when it accumulates in the system. To keep TD under control, there

are various TD management activities including identifying, monitoring, prioritizing,

measuring, and repaying debt. TD management, in particular, has two key aspects: (i)

preventing the accumulation of TD by identifying and monitoring it, (ii) repaying TD

by prioritizing, refactoring, etc.-.
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2.1.1 TD Management

A recent systematic literature review [113] offers a list of TD management activities

that either keep probable TD from occurring or keep it at a manageable level. These

activities are defined as follows [113]:

• TD Identification detects accumulated TD due to intentional or unintentional

technical decisions in a software system through several approaches, such as code

analysis, dependency analysis. Code smells indicating problems to impact overall

performance, quality and bugs are the most common issues related to TD. While

code smells do not cause an entire system failure, bugs can turn into failures.

• TD Measurement estimates the level of the overall TD in a system or quantifies the

benefit and cost of identified TD in a software system through calculation models

or several approaches based on code metrics, human estimation, etc.-.

• TD Prioritization gives priority to the repayment of identified TD items whose

benefit of repayment is higher than the cost, have higher interest rates, or have

higher remediation costs.

• TD Prevention tries to prevent the occurrence and accumulation of TD by making

decisions and planning that improves the process at certain or all stages of the

software life cycle, and by adopting a system that minimizes the unintentional TD

caused by human factors.

• TD Monitoring tracks the impact of TD on quality attributes and the spread of debt

to other parts of the system according to a certain threshold value or planned time

periods.

• TD Repayment mitigates or removes accumulated TD in a software system by

solving the causes of detected TD by various techniques( e.g refactoring, rewriting,

re-engineering, bug fixing, etc.) without changing the behavior of the system.

Refactoring, the most used repayment approach, make changes to the code, design,

or architecture of a software system without altering the external behaviors of

the software system. The internal quality of the software system on which
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the refactoring occurred, is expected to improve by mitigating or removing the

accumulated TD.

• TD Representation/Documentation provides uniform representation and docu-

mentation of TD since the proposed formats of TD items that have several fields

(e.g. ID, Location, Author, Type, etc.) may be different.

• TD Communication allows TD to be discussed and further managed by

stakeholders, making it visible through various communication approaches such

as TD dashboard, Backlog, Dependency visualization, Code metrics visualization.

Authors state that TD identifying and TD repaying are two of the popularly discussed

and explored TD management actions. The authors also claim that the software

engineering community has given code debt and its management the most attention

[113].

Code smells and software faults are considered and studied as the most common

indicators of code debt. Moreover, the most popular repayment strategy for them is

refactoring, because it is supported by a large number of tools [133] and it is able

to mitigate the most common types of debt in systems such as code debt and design

debt [120]. In recent years, code debt, the indicators identifying it, and refactoring as

its repayment strategy are increasingly discussed.

2.2 Security

In today’s computer world, computer security is very important, because both

governments, military, corporate, financial, and medical organizations, etc. level

and at individual level large amounts of data are collected, processed and stored on

computer components or hardware devices. A significant portion of this data contains

sensitive information for which security attacks could have negative consequences

such as unauthorized access, theft of personal information and data, loss of important

information.

Security constitutes of the protection of network, hardware, software, and electronic

data from malicious attacks in terms of the integrity, availability, and confidentiality

of system resources [41]. The three main components are security requirements
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that determined security goals, policies dictated by requirements, and mechanisms

that implement policies During a security assurance process, we observe how these

components are related to each other in Figure 2.2 [63].

Figure 2.2 : Security Assurance.

• Security Requirements are about defining what something do you expect security

to do, i.e. security goals whereas requirements are, in general, about defining what

something can do or be. Security requirements are concerned with three main areas

[42,63]:

– Confidentiality: Information and the data resources should only be accessed

by users authorized to access it.

– Integrity: Information and the data resources must not be corrupted and should

only be modified the data by authorized users when needed.

– Availability: Information and the data resources should only be available to

authorized users when needed.

• Security Policies identified the security of systems is a definition of how to protect

the organization from malicious attacks and how to deal with them when they occur.

– Confidentiality: Security policies protect confidentiality by preventing

unauthorized users to access information and data resources.

– Integrity: Security policies ensure integrity by preventing information and

data resources corruption and unauthorized users to modify the data.

– Availability: Security policies maintain availability by preventing information

and data resources from available when they are not needed.

• Security Mechanisms are techniques, procedures, and technical tools, which are

used to implement security policies, and they prevent that the system enters a

disallowed state.
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2.3 Software Security

Network security has been the primary focus on security-focused approaches for over

25 years, however, serious vulnerability issues persist with software’s ever-expanding

complexity and extensibility, and the popularity of internet-enabled software systems

[43]. Traditional security-focused approaches try to keep malicious attackers away

from vulnerable machines by placing a barrier on the network. For example, the

firewall was introduced to establish a barrier between secured and controlled local

area networks and untrusted outside networks, such as the internet [64]. The main idea

of protection of software, after its already built, with technologies such as intrusion

detection systems, antivirus engines, and standards like penetrate-and-patch and input

filtering, is to keep vulnerable software away from malicious attacks [44]. However,

this approach bases on finding and fixing known vulnerabilities after they have been

exploited in systems. Hence, unknown vulnerabilities in the software may still allow

attackers to infiltrate this system.

Figure 2.3 : Cost of Fixing Defects [1]

In the 2000s, a new aspect in computer security was defined: Software security is

about building a secure system from the beginning by integrating security-minded

thinking into every stage of the software development life cycle, thereby, the software

system continues to function correctly under malicious attacks [60]. In some software
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projects’ development process, the functionality and its conformance with its purpose

is considered more important than security and building secure software. Moreover, it

is important to protect software systems after development with the help of detection

systems and testing approaches for these projects in which revisit is planned to provide

the security. However, in software systems where security is initially ignored and

revisit is planned, when the release time approaches, the system may still contain

significant vulnerabilities. McGraw reports that it is often more costly to detect and

eliminate defects that may cause vulnerabilities at certain stages than to detect and

eliminate them initially as seen in Figure 2.3 [1]. According to him [1], a better

approach is to reduce maintenance cost and the likelihood of a system’s vulnerability

by building security in, right from the start, by incorporating security-oriented thinking

into all phases of the life cycle, i.e., requirements, architecture, design, coding, testing,

validation, and maintenance. Because it is easier to maintain a vulnerability-free

software that is designed and built considering security practices beforehand.

20



3. RELATED WORK

The research community has widely studied TD indicators and mitigation methods

from different perspectives. Also, vulnerability prediction has received attention from

the software engineering community. We organize this chapter into three sections and

provide a detailed discussion on previous studies related to our research.

3.1 Technical Debt Indicators and Mitigation Methods

There are many studies that report promising ways of identifying, analyzing, and

repaying TD. According to a recent survey conducted by Alfayez et al. [145], which

analyzed 128,897 TD-related tweets to explore how the popularity of TD has changed

over time, as well as how TD is discussed on Twitter, there is an overall rise of interest

in TD on Twitter. Also, TD causes and TD repayment are among the most popular

categories. Furthermore, in an observational study [151], authors examined how TD

term is used on Stack Overflow, Software Engineering, and Project Management Stack

Exchange Q&A websites. They stated that the set of compiled and analyzed questions

can be divided into 14 categories, including TD repayment, TD management, TD

identification, etc.-. Their findings showed that the most challenging questions for

users of websites can be classified under TD consequences, TD incurring, and TD

tools [151].

Kruchten et al. [40] claim that in software intensive systems, accumulated TD affects

mainly the evolvability and maintainability when it is not addressed and not minimized.

Moreover, several studies [55,94,96] revealed that TD needs to be actively managed as

it continues to accumulate during the system development once occurring. Avgeriou

et al. [97] stated that TD management, i.e. identification, evaluation and repayment,

is a continuous process, hence, it is important to integrate this process into the

overall software development process to ensure that the software is maintainable and

evolvable. TD provides a way to measure the current sustainability of a system
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when managed effectively, nevertheless it can spiral out of control when not managed

properly [97].

Li et al. [113] carried out a systematic mapping study for comprehension of TD

concept and presented an overview of the current state of research on TD management.

They indicate that TD identification and repayment are the most frequently discussed

and explored in TD management activities. Various debt types due to intentional

or unintentional technical decisions in software systems can be detected by TD

identification activities. The detected TD can be resolved or mitigated using TD

repayment activities such as refactoring, without changing the systems’ functionality

[113].

Previous studies uncovered various types of TD that can be identified using several

indicators. Some research efforts focus mainly on the code-based analysis of the

existing debt due to lack of tools that can accurately identify TD. To identify TD, those

studies employ static analysis methods (e.g. lines of code, code complexity, duplicate

code, etc.) or dynamic analysis methods (e.g. unit test, code coverage, etc.) [47]–[49].

Also, some tools such as SonarQube, SQUORE and Kiuwan used by development

teams are introduced to manage source code quality, including TD. Besides, some

studies suggest to look into the low level design of the source code [37,52,53] to

examine their relationship with TD. Examples of such code analysis include but are not

limited to code smells [50], design smells [61] object oriented design such as coupling

and cohesion [51], and modularity violations [27].

Fowler made an important contribution to the literature by organizing and categorizing

28 types of smells [50,105]. Lacerda et al. [120] report that Duplicated Code/Code

Clone, God/Large Class, Feature Envy, Long Method, and Long Parameter List are the

most studied smells presented by Fowler for several reasons, such as tools available for

their detection, the frequency of smell occurrence, and popularity among practitioners.

Code smells, one of the significant indicators of TD, have negative consequences

during the system evolution and can negatively affect the overall maintainability of

the system. In addition to suggesting tools and approaches to detect code smells, over

the recent years, the research community has extensively investigated the evolution

of code smells [194,204,206,228], their impact on change and/or fault proneness of
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source code elements [104,147,202,203,212], and why/when/how code smells are

introduced [210].

Olbrich et al. [194] analyzed the evolution of God Class and Shotgun Surgery code

smells detected by the application of an automated approach, on two large-scale

open-source projects and investigated their impact on the frequency and size changes.

According to their results, there are different phases of software evolution during which

the number of smells could be increasing or decreasing, and those phases do not depend

on the size of the systems. Furthermore, the authors observe that the classes with the

examined smells have a higher frequency of change than classes without smells, and

hence, those classes may need more maintenance.

Chatzigeorgiou and Manakos [206] also analyzed the presence and evolution of code

smells, namely Long Method, Feature Envy, God Class and State Checking, identified

by a tool on two open-source software systems. The results of their study show that (i)

the total number of instances of code smells increases during the evolution of software

systems, (ii) in most cases, when code smells appear in a version, they persist in the

latest version of the systems as well, (iii) code smells not only appear during software

evolution but also appear in a module right from its initial construction as a direct

consequence of inefficient initial analysis and design activities, and (iv) developers

rarely perform appropriate refactoring operations to remove code smells.

Khomh et al. [104] investigated whether classes with code smells are more

change-prone and fault-prone than classes without smells. They provide empirical

evidence that the classes infected by smells are more change and fault prone with

respect to the classes not infected by any smell. Similarly, Palomba et al. [212]

empirically investigated the relations between the occurrence of code smells in

software systems and change-proneness, and fault-proneness. They confirm the results

provided by Khomh et al. [104] on a larger set of code smells and software systems.

However, they observe that applying refactoring to remove code smells does not always

reduce the change-proneness and fault-proneness of classes.

Tufano et al. [210] argue when code smells are introduced into the projects and discuss

the factors that led to the introduction of smells over the version histories of 200 open

source projects. The authors analyzed over half a million commits to identify issues

23



associated with commits that introduced smells on software projects. They report

that about 65% of code smells are introduced during enhancement activities such as

implementing new features or extending the functionality of the existing ones, not

as a result of its evolution. Moreover, their results indicate that 80% of smells were

not removed afterwards, and only 9% were removed as a consequence of refactoring

activities.

Refactoring, which eliminates code smells and prevents the faults occurring, is

generally accepted as the most popular TD repayment method [118,120,135,136].

The term refactoring was first defined in 1990 by Opdyke and Johnson [235] as

reorganization strategies that support changes in the software components. Fowler

provides a good overview of refactoring and proposes different refactoring activities

to improve code design and remove code smells [105]. According to Fowler [50],

refactoring is a change made in the internal structure of the software without changing

the observable behavior to improve external quality.

In the last two decades, the body of research on refactoring and its relationship with

code smells or faults has been overgrowing [120,121]. Observational papers examined

the reasons and methods behind developers carrying out refactoring [123]–[125],

which specific types of refactoring are associated with performance indicators of the

application [128,129], and its relation to developers behaviors [130]–[132] and the

impact of refactoring on TD indicators such as code smells and faults [112,118,119].

Murphy-Hill et al. [123] performed an extensive study of refactoring applications on

a variety of data sets spanning a large number of developers. Among the various

observations of the study, one shows that the developers often perform refactoring

activities. Specifically, the authors state that the usage of floss refactoring tactic is

more common than the usage of root-channel refactoring tactic among developers. In

previous work, Murphy-Hill and Black [205] present the terms floss refactoring and

root-channel refactoring. Floss refactoring that utilizes daily refactoring techniques

occurs before the changes such as adding new features or bug-fixing without much

change in the structure of the code. Root-canal refactoring consists of a costly and

planned pure refactoring to improve the structure of the source code [205]. Another

significant finding of the study is that many refactoring activities are performed
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manually without the help of tools, which is both time-consuming and error-prone

[123].

Weißgerber and Diehl [198] studied the correlation between refactoring activities

and bug reports opened in the following five days, and whether transactions with a

high refactoring ratio are less error-prone than others. For detection of class-level

refactorings [231] in the commit history of CVS repositories, they mined the version

histories of three open-source Java projects. Then, they computed the ratio of

refactoring changes over other changes, and relate those to bug data. The paper reports

that in all three projects, there are no days that only contain refactorings, that is,

refactorings often occur together with other types of changes. Moreover, they found no

strong correlation: While it is more common to observe that bug ratios do not increase

after high ratios of refactoring changes, there have also been cases where bug ratios

increased after refactorings.

Bavota et al. [222] analyzed three different datasets trying to understand to what extent

refactoring activities induce faults. They used an open-source tool to automatically

detect 15,008 refactoring operations and used the SZZ algorithm to determine whether

it is likely that refactorings induced a fault. According to their results, refactorings

involving hierarchies such as Pull Down Method induce faults very frequently, whereas

other kinds of refactorings are likely to be harmless in practice.

Gatrell and Counsell [232] investigate and report whether refactoring is beneficial in

terms of maintenance of software systems and in turn, leads to less change-prone and

fault-prone classes. For this aim, they studied a subset of a commercial C# system for

a twelve-month period consisting of 7,489 classes. They identified 1,791 refactorings

detected during the middle four months of the subset that is decomposed into

three four-month intervals and then, examined the same classes in three four-month

periods in order to investigate the impact of the detected refactoring activities on

change-proneness or fault-proneness. The authors also compared those classes with

the remaining classes of the system in which no refactoring operations were performed

in the same period. They found that classes in which refactoring was applied are less

change-prone and fault-prone during and after the period of refactoring, compared to

before the period of refactoring. Also, the study states that simpler refactoring types

are common, and more complex structural refactoring types are rare.
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Bavota et al. [118] analyzed whether refactorings occur on code elements that certain

indicators (e.g. structural quality metrics, the code smells detected by tools) suggest a

need for refactoring, along with the change history of 3 Java open source projects. They

collected refactorings using the projects’ major versions, and discuss that refactoring

processes generally do not focus on code components for which software quality

metrics suggest that they may need refactoring. They report that 42% of the refactoring

actions are applied in elements with a code smell, in which only 7% of refactorings

remove smells.

Cedrim et al. [119] mined the evolution history of 23 open source projects to investigate

how often refactoring activities affect the density of code smells. The study based

on the analysis of 10 different refactoring types collected between commits and their

effects on 13 different types of code smells. According to their results, although, 79.4%

of the refactoring operations are performed in elements with code smells, 9.7% of

the operations removed code smells and 33.3% induced new smells. Moreover, they

characterize refactoring-smell patterns and observe those typical refactoring activities

such as Move Method and Pull Up Method induce the surfacing of the God Class smell.

Pérez et al. [135] conducted an industrial survey research study with 432 software

practitioners to analyze the current state of the practice of TD payment through

software developers’ point of view. They presented the top five TD repayment

activities and their rates regarding the age and size of the systems. Authors also

compared the similarity between TD repayment activities for the most cited TD types,

i.e., design debt, test debt and code debt, and observed a significant similarity in the

code debt and design debt repayment activities. They report that the most common TD

repayment practice used by developers is refactoring [135].

3.2 Vulnerability Prediction

Vulnerability prediction has significant attention to software researchers and

practitioners as vulnerabilities may greater impact than other defects in terms

of maintenance, costs, loss of organizations’ reputation and violation of user

privacy. There exist many studies for vulnerability prediction in terms of the source

code representations(e.g. text mining techniques or static analysis approach), the
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dataset(e.g. published vulnerability reports or static analysis), the granularity(e.g.

class-file level, function/method level, etc. ), or ML algorithms.

Zhou et al. [160] present Devign, a general GNN based model to identify many

types of vulnerabilities by combining extensive code semantic representations. Their

approach contains a new Conv module that uses node features of a graph extracted from

gated graph recurrent units that are used to learn the node embeddings. To train the

model, they created a manually labelled dataset from four large-scale open-source C

projects and used Multi-Layer Perceptron (MLP). They used accuracy and F1-measure

to evaluate the performance, and report that Devign has seriously better performance

than the state-of-the-arts, with an average of 10.51% higher accuracy and 8.68% higher

F1-measure.

Nguyen et al. [164] propose a code metric based on two-level dependency graphs

of software systems, i.e., component dependency graphs and member dependency

graphs, in predicting vulnerable components. The dependencies were based on the

relationship among software granularities including components, classes, functions,

and variables that were extracted from static code analyzers and were stated according

to the nodes’ and edges’ attributes. They built ML models with Bayesian Network,

Neural Networks, Naive Bayes, SMO and Random Forest using those attributes.

The precision is reported as 54% when they reach the highest recall rate of 75%

using Bayesian Network model, and the recall was 39% when they reach the highest

precision rate of 85% using SMO model.

Yamaguchi et al. [161] propose a graph based source code representation, namely a

code property graph combining AST, program dependency graph and control flow

graph into a joint data structure to model templates for common vulnerabilities with

graph traversals. They performed experiments on the source code of the Linux kernel

as a case study and identify 18 unknown vulnerabilities. Moreover, they analyzed the

source code of Firefox, LibPNG and Pidgin, etc. in various studies [159,162,163].

In [117], authors created developer profiles according to vulnerabilities and examined

the impact of those developer profiles on vulnerability prediction models. They

used Heterogeneous Information Network (HIN) analysis to profile the developers’

vulnerability inducing/fixing behaviors in software products. Also, they compared
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developer profiles against software code metrics and evaluated the performance of

constructed classifiers in terms of precision, recall and F1-score. According to their

findings, when combined with other metrics the developer profiles are useful to predict

vulnerabilities.

There are several studies that use structural metrics to predict software vulnerabilities.

For example, Chowdhury et al. [17] investigate whether code complexity, coupling and

cohesion related structural metrics can be used for vulnerability prediction. Authors

offered a framework based on those metrics building an empirical study on 52 Mozilla

Firefox releases. When conducting experiments, they used Decision Tree, Random

Forests, Logistic Regression, and Naïve-Bayes models and compared the performance

of classifiers. According to the result, authors concluded that structural metrics

including complexity, coupling, and cohesion are useful to predict vulnerabilities.

Some studies propose vulnerability prediction models with software metrics only

[16,116], while others compare their models using software metrics with the models

using different code representations [4,15]. Shin and Williams [116] discuss the

hypothesis that the complexity is often the enemy of software security. For this

purpose, they explored the usage of complexity metrics commonly used in software

defect prediction to predict security issues, and applied statistical analysis using nine

complexity metrics. They performed analysis on the JavaScript Engine in the Mozilla

application framework to identify vulnerability-prone code parts. According to their

case study, complexity metrics have a low false-positive rate, but a high false-negative

rate in software vulnerability prediction. Also, in [16] authors explore the potential

utility of fault prediction models in the context of vulnerability prediction, questioning

whether dedicated vulnerability prediction models are necessary. This investigation

involves building both models using traditional metrics such as code complexity, code

churn, and fault history. They obtained low precision and high recall values. Their

vulnerability prediction models achieve recall between 15% and 83% at different

classification thresholds, while precision between 12% and 52%.

Walden et al. [4] create a public dataset including 223 vulnerabilities found in three

web applications and compare the text mining method with the software metrics to

predict vulnerabilities. They report recall rates of 66.3%, 70.4% and 76.9% using

the software metrics based model for three web applications, respectively, while text
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mining based models have higher recall rates. Moreover, Shin et al. [15] analyze

Mozilla Firefox web browser and the Red Hat Enterprise Linux kernel, and built

vulnerability prediction models using complexity, code complexity, and developer

activity metrics. In their experiments conducted with all metrics for the Mozilla

Firefox, they obtained a recall of 70.8% and a precision of 4.6%. In their experiments

conducted with all metrics for the Red Hat Enterprise Linux kernel, they obtained

68.8% recall and 7.5% precision values with discriminant analysis. The authors

propose a developer-based metric, but there is no vulnerability related metric, they

define developer activity metrics based on code changes made by the developers.

Zhou et al. [160] present Devign, a general GNN based model to identify many

types of vulnerabilities by combining extensive code semantic representations. Their

approach contains a new Conv module that uses node features of a graph extracted from

gated graph recurrent units that are used to learn the node embeddings. To train the

model, they created a manually labelled dataset from four large-scale open-source C

projects and used Multi-Layer Perceptron (MLP). They used accuracy and F1-measure

to evaluate the performance, and report that Devign has seriously better performance

than the state-of-the-arts, with an average of 10.51% higher accuracy and 8.68% higher

F1-measure.

3.3 Technical Debt and Vulnerabilities

The relationships between vulnerabilities, TD, and defects become a topic of

increasing interest in software engineering as TD indicators and management get more

mature. In this context, some studies argue the feasibility of quantifying software

security using TD concept. For instance, Silva et al. [167] carried out research to

identify the different TD types that can result in the rejection of a pull request and

analyzed 1,722 pull requests. Authors classified TD into seven categories including

design debt, performance debt, and security debt, etc. and described security debt as a

specific solution that jeopardizes the system’s security.

Codabux et al. [109] characterize how developers manage technical debt based on

the code smells they cause and the refactorings they implement. Technical debt

was measured by information on code smells, coding violations, bugs, refactoring,
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and vulnerabilities obtained with the SonarQube tool. These measures show that

developers’ coding behavior has an impact on technical debt.

Rindell et al. [166] offered guidelines for extending the TD paradigm to include

software security, and stated the software security risks in terms of TD. They examined

the technical and organizational impacts of implementing the concept of managing

security risks as TD in software systems. Authors evaluated security-related TD in

terms of identification, measurability, management and repayment. According to the

study, addressing security risks and TD together can make managing security risks and

addressing underlying quality issues more visible and enable more communication

between developers, security professionals, and managers [166]. Furthermore, Rindell

and Holvitie [165] offered a two-fold approach to define security debt. They used the

term: (i) to identify TD defined using security validation or verification techniques,

(ii) to identify TD in a security-critical software component. They provided a security

debt management strategy to handle new TD that can have security issues and to be

able to identify, evaluate, and mitigate security debt.

Besides, Izurieta et al. [168] offered a position paper based on an approach with a

five-step for prioritising security related TD items by employing the Quamoco and

QATCH quality models and utilizing catalog and scoring systems, namely Common

Weakness Enumeration (CWE) and Common Weakness Scoring System (CWSS).

In [169], authors extended this approach further by simulating attacks and creating

dependency graphs between external attacks and the technological repercussions

related to CWEs. In line with the conclusions of both studies, they expressed that

security is a specific case as TD related to security can be quantified both in terms of

maintainability and in terms of damage to a business, thus, TD needs to be dealt with

as soon as possible in relation to vulnerabilities.

There are also studies that provide empirical evidence for the relationship between

TD, defects and software security. For example, Nord et al. [57] explored the

relationship between software vulnerabilities and TD indicators to determine whether

software components with accrued TD are vulnerability-prone. They used TD based

on problematical design decisions to determine hard-to-find vulnerabilities. Authors

reported their preliminary findings from an investigation of the Chromium, including

measurement based on the classification of design consequences in issue tracking
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systems and the static analysis of the code anomalies such as fault, vulnerability and

design flaw. They identified 79 software vulnerabilities related to 289 source code

files containing TD, that is, design flaws were detected. TD is defined according to

the methodology presented in [39], in which a design model is constructed as a set of

design rule spaces.

Siavvas et al. [170] presented an empirical study to explore the relationship between

TD and software security over 50 open source Java projects mined from GitHub. They

employed static analysis using the SonarQube and FindBugs, to find out whether TD

and software security have a statistically meaningful relationship. When comparing

TD and vulnerability density, they calculated them based on SQALE Density and Static

Analysis Vulnerability Density (SAVD), respectively. According to their preliminary

results, there exists a statistically significant positive and strong correlation between

the TD and the vulnerability densities. Recently, in [171], authors extended the

preliminary analysis and mined, both at the project and class level of granularity, 210

open source Java projects to examine whether TD indicators are also indicators of

security risks. They calculated TD indicators using SonarQube and quantified security

risk in terms of the SAVD metric by discretizing it into Security Risk Levels (SRLs).

They stated that TD indicators might also function as security indicators [171].
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4. DATASET

In this thesis, we have used two datasets, namely Technical Debt dataset and

SmartSHARK dataset. When answering RQ1 and its subquestions, we used Technical

Debt dataset to conduct an exploratory analysis that aims to investigate the relationship

between TD indicators and TD mitigation methods. This initial phase of the

research focuses on statistical associations between those TD items. Subsequently,

we utilized SmartSHARK dataset in explanatory analyses where we have leveraged

different factors, including source code representations, TD indicators and TD

mitigation methods to predict software vulnerabilities. When answering RQ2 and its

subquestions, we aim to investigate the predictive capabilities of different source code

representations, TD-related metrics, and strategies in detecting vulnerabilities. In this

chapter, we present the details of both datasets.

4.1 Dataset I : Technical Debt Dataset

Technical Debt Dataset is originally produced by Lenarduzzi [215] when examining

the relationships between refactoring activities and code debt indicators, namely code

smells and faults. It comprises of 33 Java-based projects older than three years that are

part of the well-known Apache Software Foundation (ASF) repository. These projects

each have a minimum of 500 commits, more than 100 classes, and 100 issues. Four

tools, PyDriller, Ptidej, RMiner, and SonarQube, were used to extract the measurement

data from commits made between 2000-03-01 and 2019-07-01. The SZZ approach has

also been used to extract the fault-inducing and fault-fixing changes from each project’s

version history. Technical Debt Dataset contains nine SQL tables that includes several

crucial information about projects.

We only chose the tables pertaining to faults, issues, and refactoring as our focus

is on the investigation of the relationship between refactoring actions and code debt
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indicators. We provide details regarding the corresponding tables and the units of

analysis when answering each subquestion of RQ1 in Chapter 6.

4.1.1 Additional dataset package

We had to crawl more data from the projects’ repositories in order to conduct our study.

This information includes the following:

• all changed files, the dates and commit hash values of those changed files, and

whether any file contains code smells at a specified date and commit. This is new

data since, in the Sonar Issues table, code smells are reported on commits across

all files regardless of whether those files were changed in those commits or not.

Therefore, even if the file was not changed in the commit, we may have confronted

that it has a code smell. To deal with this issue, we matched the files with the

corresponding commits in which they were affected by the code smells.

• commit hashes and the issue IDs, issue types associated with these commits. The

link between issue IDs and commit hashes was not available in the existing Jira

and Git Commits tables. Nevertheless, it is essential to obtain this information

as it helps us understand the specific types of issues related to the changes in the

commits when an issue ID is provided within the commit messages. By establishing

a connection between the issue IDs and commit hashes, we can track and analyze

the impact of specific issues on the corresponding commits.

In Chapter 6, particularly in Code Smells and Other Issues subtitles, we present our

methodology in more detail. The additional dataset we extracted is also publicly

available through CSV in [179].
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Table 4.1 : SQL Tables of Technical Debt Dataset used in this thesis.

SQL Table Name Descriptions
Git Commits The commit information retrieved from the git log.

Git Commits Changes
The changes performed in each commit, including the old path of the file, the

new path of the file, the type of changes reported in the git Log, etc.

Refactoring Miner List of refactoring activities applied in the commits.

SZZ Fault Inducing Commits The results from the execution of the SZZ algorithm.

Jira Issues Jira issues for the analyzed projects.

Sonar Issues All of the SonarQube issues, the anti-patterns, and code smells detected by Ptidej.

4.2 Dataset II : SmartSHARK Dataset

One of the most essential and time-consuming phase of building an ML pipeline is

data preparation [143]. Recently a systematic literature review [2] highlights the

challenges and solutions about the vulnerability related data preparation and offered

the data-oriented steps in a ML based workflow. Authors defined four steps as data

requirements, data collection, data labeling and data cleaning. For the second dataset,

we have reported this section according to those steps in the software vulnerability

prediction data preparation pipeline (Figure 4.1).

4.2.1 Data requirements

To achieve the desired model accomplishment, we determined the data requirements

as follows:

• We chose to mine projects developed in Java, as it is a widely used programming

language. Also, there are many tools that can extract TD indicators and mitigation

methods in codes developed in the Java language.

• We target detection capabilities for various vulnerability types, rather than a certain

vulnerability type. Thus, we included entire vulnerability types in mined projects

in our analysis.

• The code module granularity level is critical to evaluate predictive models.

There are different granularity levels, such as component level, file-class level,
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Figure 4.1 : Data preparation pipeline to predict the software vulnerabilities.
Adapted from [2].

function-method level and commit level. We favoured commit level to be able to

analyse code changes and enclose the vulnerable code snippets after each commit.

• We applied mixed-project prediction approach, that is, we merged the data from

several projects to obtain enough data for training and testing of conducted models.

4.2.2 Data collection

In this thesis, we used SmartSHARK dataset relase 2.1 full version1 for

extracting refactoring activites, bug fixing/inducing commits, software metrics, and

vulnerability-fixing/inducing commits. SmartSHARK has recently been created by

Trautsch et al. [142], and contains 77 projects from the well-known ecosystem, namely

Apache Software Foundation (ASF) repository2. The size of the entire dataset is 1.2

TB and is stored in a MongoDB. There are, in total, 47,303 pull requests, 366,322

commits, and 163,057 issues across all projects developed in Java language. Each

projects includes between 1,000 and 20,000 commits.

SmartSHARK is a very comprehensive dataset and contains various important

information about projects on many MongoDB collections. Since we focus on

1SmartSHARK Dataset. https://SmartSHARK.github.io/dbreleases/
2Apache Software Foundation. http://apache.org
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analysing the relationship between vulnerabilities and TD indicators such as code

smells and bugs, indirect indicators such as software metrics and mitigation methods

such as refactoring activities, we selected only the collections related to them. We

listed those collections in Table 4.2. Moreover, we extracted code smells by executing

the PMD tool on each commit as SmartSHARK does not contain the projects’ code

smells. PMD is an open source static analysis tool and reports issues detected in source

code.

Table 4.2 : MongoDB collections of smartSHARK dataset used in this thesis.

MongoDB Collection Name Descriptions Plugin Name
Commits The commit information retrieved from the git log. vcsSHARK

File Action The changed files in each commit. vscSHARK

Commit Changes Changes between commits. changeSHARK

Code Entity State All code entity states and code metrics for each commit of a project. coastSHARK

Refactoring List of refactoring activities applied in the commits. rMinerSHARK

Issue All information added to the first issue report. issueSHARK

Issue System Issue system of the project. issueSHARK

VCS System All vcs systems from which data was collected. vscSHARK

Software metrics can often be used as indirect TD indicators. SmartSHARK dataset

contains software metrics about the source code for each commit in Java projects. We

utilized those metrics when evaluating their impact on vulnerability prediction. To

calculate the software metrics for each changed file in each commit, SmartSHARK

uses Open-Static-Analyzer tool that creates an abstract semantic graph from the

source code and applies static code analysis of projects. Open-Static-Analizer is

an open sourced version of the SourceMeter commercial tool and a plugin for the

SmartSHARK infrastructure in unification with an HPC-Cluster.

To obtain software metrics, we used code entitity sate and commit collections. There

are, in total, 237 code metrics. The tool provides the code metrics at various levels

such as method, file, and package. When predicting code changes that lead to

vulnerabilities, we utilized different selection methods for each explanatory study. To

answer RQ2.1, we selected 81 metrics categorized as size, documentation, complexity

and coupling. On the other hand, to answer RQ2.2, we selected 93 file level metrics.

Then, we aggregated them on commit-level to represent the commit-level code quality

when answering both subquestions. There are several aggregation methods based

on descriptive statistics (e.g. sum, mean, median, standard deviation, skewness),
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distribution parameter estimation (e.g. maximumlikelihood) and econometric methods

(e.g. Hoover coefficient, Gini index) [157]. We aggregated the metrics using different

methods for each study.

Refactoring activities are composed by code transformation and aim to improve

the structural quality. To find commits in which detecting refactoring activities,

we used commit, file actions and refactoring collections in SmartSHARK dataset.

The refactoring collection contains the list of refactoring activities occured in the

repositories. There are 35 refactoring types that were detected via an open source

tool, namely RMiner [154]. Through the use of a two-step methodology, RMiner

defines various refactoring types across the history of Java projects. First, it extracts

classes, methods, and fields that are added/removed/replaced between two consequtive

commits based on a lightweight version of the UMLDiff algorithm [156]. Next, it

extends and uses a set of rules defined by Biegel et al. [155] to discriminate the

different types of refactoring activities. RMiner can detect refactoring activities with

98% and 87% of precision and recall, respectively. We aggregated refactoring activities

at commit level and there are 6,256 commits in which refactoring activities occurred.

Bug-inducing & Bug-fixing commits were used as binary features in predicting

vulnerabilities. Bugs are defects that cause incorrect and unexpected results in software

systems. To obtain bug-inducing and bug-fixing commits, we used commit, issue and

issue systems collections in SmartSHARK dataset. There is a label for each commit

indicating whether a it is a bug-fixing, a bug-inducing commit, or neither of the two.

The issue collection lists the results of the Open SZZ execution. The Open SZZ

algorithm is an implementation of the SZZ algorithm that is widely used to identify

bug-inducing changes from the history of a software project. SZZ algorithm starts

by analyzing the bug-fixing commits, i.e., commits known to fix a bug reported on

an issue tracking system, to trace back to their bug-introducing commits, i.e., commits

containing the code changes that induce a bug into the system. We matched the commit

hashes identified as bug-inducing and bug-fixing according to the issue collection

with the commit hashes. There are 5,184 bug-inducing commits and 3,041 bug-fixing

commits.

Code smells, one of the symptoms of TD, have negative consequences during the

system evolution and can negatively affect the overall maintainability of the system.
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To detect code smells, we executed PMD source code analyzer tool that has built-in

rule sets and also supports the creation of custom rules. We identified four types of

code smells, namely Excessive Class Length, Excessive Method Length, Excessive

Parameter List and God Class from six projects. We matched each file with the

corresponding commits in which they are affected by the code smells. In other words,

code smells in every file changed in every commit was individually reported by running

the PMD tool at commit level. Please note that ours is a very rigorous process, and

not typical to follow, as many studies run PMD on the projects’ selected snapshots or

versions or patches only to find out code smells on the files due to time and memory

constraints. We found, in total, 59,984 smelly commit-file pairs. The number of

the code smells ranges from 1 to 225 among the commits. We aggregated smelly

commit-file pairs at commit level. Finally, we have the following information: (i)

number of code smells in each commit, (ii) detected code smell type(s) in each commit,

(iii) dates when files are added or modified, and (iv) commit hash values.

4.2.3 Data labeling

Datasets, created from real-world vulnerability data, are generally considered to

better represent industrial practice, as they reflect the complexity of real-world

vulnerabilities [144]. Therefore, when building vulnerability prediction model, we

utilized real-world data for which the code and the matching vulnerability reports

obtained from real-world database and repositories. In other words, we mined projects’

GitHub repositories and extracted labels from vulnerabilities that were defined by

developers and reported in NVD, ASF JIRA issue tracking system, and project-specific

web sites. To this end, we performed the following steps:

4.2.3.1 Extracting the published vulnerabilities of projects

SmartSHARK dataset does not contain projects’ vulnerability data. Thus, we extended

the dataset by manually curating the real-world vulnerability data analyzed from NVD

for SmartSHARK projects. Vulnerabilities published in NVD are indexed according

to Common Vulnerabilities and Exposures Identifier (CVE ID). Thus, we found 118

vulnerability reports as of December 2022.
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4.2.3.2 Extracting vulnerability fixing commits

ASF projects, in general, do not have certain template for security advisories, and

published vulnerability reports may not contain references to CVE ID details. Hence,

linking vulnerabilities to certain commits of a software project’s source code is a

significant and laborious challenge.

We investigated the available information for each vulnerabilities published in NVD

and tried to find the associated fixing commit(s) in the issue tracking system or

project-specific web sites. As a result of our hunting, we found 178 vulnerability

fixing commits, that is, vulnerabilities were fixed in those commits. Furthermore,

we benefited the MSR2019 dataset [152] as the ground-truth data to validate the

correctness of our mapping. MSR2019 dataset contains 624 reported vulnerabilities

from 205 distinct open source Java projects and maps them onto the 1282 fixing

commits.

4.2.3.3 Extracting vulnerability inducing commits

After vulnerabilities are linked to their fixing commits, we obtained commits in which

these vulnerabilities were induced in order to build a vulnerability prediction model.

For this purpose, we performed the V-SZZ algorithm that is proposed to identify

vulnerability inducing changes . V-SZZ algorithm analyzes the vulnerability-fixing

commits, i.e., commits in which a vulnerability reported on an issue tracking system is

fixed, to trace back to their vulnerability-inducing commits, i.e., commits that include

the code changes inducing a vulnerability into the system. We matched vulnerability

fixing commits with 190 vulnerability inducing commits.

4.2.4 Data cleaning

Software vulnerabilities are rarely observed compared to other software defects even

in large projects, resulting in a limited and imbalanced dataset. In our dataset,

classes are imbalanced distributed, that is, the samples labeled as vulnerable are very

small compared to the entire dataset. The imbalanced data structure may cause low

prediction results in terms of several evaluation metrics as ML methods assume a
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balanced class distribution [5,6]. Therefore, we applied an elimination approach to deal

with the severe imbalance problem between vulnerable and vulnerable classes, which

often negatively affects the prediction performance of ML models. Also, we brought

the collected data into the final dataset format by applying the data cleaning steps that

include three issue categories, that is, irrelevant code, noisy code and duplicated code.

• We filtered out projects with a small number of real vulnerability data, as they

may make the dataset more imbalanced. We selected and analysed six projects,

namely Active-MQ, Cxf-fediz, Httpcomponents-client, Nifi, Struts, and Tika with

the largest number of real vulnerability data out of 77 projects.

• We removed duplicated code modules as duplicate entries may introduce bias into

a model. In other words, merged commits have two parent commits and those

commits could cause us to compute the same measure twice, thus, we removed

them in our analysis.

• Meanwhile, we filtered out commits according to the number of their files when

selecting. We removed commits that have more than 20 changed files due to the

outlier and noise potential, which may affect the features and model training.
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5. METHODOLOGY

In this chapter, we present two sections in which we explain our research methods

and research questions to offer a comprehensive understanding of the thesis’s research

process and a clear and systematic framework for our research. In Research Methods

section, to ensure the reliability and validity of our research, we provide the utilized

methods when analysing data and answering RQs. In Research Questions section, we

formulate the main questions and subquestions to guide our exploration and emphasize

valuable insights for the thesis’s objectives and outcomes.

5.1 Research Methods

Exploratory and explanatory studies are both types of research methods used in

software engineering to investigate different aspects of software development [3].

Exploratory studies are typically conducted in the early stages of research when the

researcher has limited knowledge of the subject area. The aim of an exploratory study

is to explore a new or poorly understood phenomenon, generate ideas and hypotheses,

and identify potential avenues for future research. In the context of software

engineering, exploratory studies may involve analyzing data to identify patterns,

conducting interviews or surveys to gather qualitative information, or performing user

testing to gain insights into user behavior [3,7].

On the other hand, explanatory studies are designed to investigate cause-and-effect

relationships between different variables. The purpose of an explanatory study is to

explain why a particular phenomenon occurs, and to identify the factors that contribute

to it. In software engineering, explanatory studies may involve running experiments

to test the impact of different software development practices on software quality, or

analyzing data to determine the factors that contribute to software defects [3,7].

In the first phase of the thesis, with an exploratory study, we aim to identify potential

avenues for vulnerability prediction by investigating TD indicators and mitigation
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methods and exploring the relationship between them. In the second phase, through

explanatory study, we analyze data and build ML models by using different factors

when predicting vulnerability inducing code changes.

5.2 Research Objectives

In this thesis, we aim to detect TD in a larger context, and investigate their relationship

with vulnerabilities at code change level using real vulnerability data. We also aim to

empirically explore refactoring activities and types, and investigate the relationship

between refactoring activities and code debt indicators such as software metrics,

refactoring activities, code smells, and bugs in a large context, at a coarser granularity,

and with a detailed analysis on the software changes. Moreover, we classify RQs

according to the guidelines provided by Easterbrook et al. [192] as each of them

focuses on a different research strategy/methodology. In this context, we address the

following research questions and subquestions:

• RQ1 : To what extent is refactoring related to code debt indicators (code smells

and faults) in the software projects? To clarify the RQ1 and provide the scientific

underpinning, we formulate and study a set of different subquestions:

– RQ1.1:What kind of refactoring activities are commonly observed across

software projects? (Frequency and distribution)

Our goal with RQ1.1 is to gain insights into the types of refactoring that

developers commonly carry out when making changes to software systems.

This initial RQ arises from the need to determine if there are differences in the

frequently performed refactoring types across various software projects. This

context is essential for interpreting the results of other RQs. While refactoring

activities, in general, aim to enhance code maintainability, understandability,

and readability, different types of refactoring have different effects. By

identifying the most commonly occurring refactoring types, we can better

understand the reasons and motivations behind developers’ choices when

implementing specific refactoring activities. Consequently, we believe

that the findings from RQ1.1 can assist researchers in investigating why

certain refactoring types are more prevalent than others, and whether this
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prevalence is connected to the availability of tool support for developers

during refactoring, which can be explored in future studies.

– RQ1.2: Which refactoring activities are commonly co-occurred? (Frequency

and distribution)

Through the examination of RQ1.2, our objective is to determine the

refactoring types that commonly appear together in the analyzed software

projects. This investigation will indicate whether refactoring types are

typically implemented in combination with one another or if they are applied

individually.

– RQ1.3:Does refactoring activities reduce the density of code smells?

(Relationship)

By answering RQ1.3, we aim to examine the refactoring actions that occur

throughout the history of a software project to investigate whether there is a

relationship between refactoring activities and the density of code smells. It

is important to note that this question focuses on the statistical correlation

between refactoring and code smells, rather than establishing causality.

Cedrim et al. [119] discovered that refactoring activities often do not eliminate

code smells and can even introduce new ones into the software systems. The

authors identified consecutive commits in the order they were merged into

the main branch to construct the commit history of the software projects.

Essentially, they analyzed the relationship between refactoring activities and

code smells between a commit (ci+1) merged into the main branch and its

parent commit (ci) merged into the main branch prior to that commit (ci).

However, during this analysis, it was observed that the components (i.e.,

modified files) in consecutive commits often differ. This poses a potential

issue for the previous findings, as code smells in certain components that

were refactored in ci+1 are compared with code smells in other components

modified in ci. In this study, we aim to investigate the impact of refactoring

on code smell density using a different methodology, as explained in Section

6.3. Our methodology ensures that refactorings and code smells applied to the

same files are compared using descriptive statistics.
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– RQ1.4: What are the other activities performed with refactoring activities that

touch smelly commits? (Description and Classification questions)

With RQ1.4, our objective is to conduct an empirical investigation into

whether developers undertake additional tasks while performing refactoring

activities that involve smelly commits. In other words, we are interested in

determining whether developers simultaneously incorporate other tasks, such

as implementing new features or improvements, when conducting refactoring

activities. If multiple tasks are addressed within a single commit, it becomes

challenging to directly attribute the introduced code smells to the refactoring

alone, as code changes cannot be exclusively attributed to the refactoring

process.

– RQ1.5: How often do refactoring activities relate to fault inducing/fault fixing

activities? (Frequency and distribution)

The objective of refactoring activities is to prevent the occurrence of errors

by eliminating code smells without altering the software system’s behavior.

However, there are instances where developers unintentionally introduce

errors into the system while performing refactoring [198,222]. Furthermore,

there are cases where developers intentionally refactor a problematic code

fragment that cannot be fixed while addressing the errors [237]. This research

inquiry explores the connection between commits involving refactoring

activities and commits aimed at fixing faults or introducing faults.

• RQ2: How can we explain software vulnerabilities with respect to different factors,

including source code representations and TD indicators? To enhance the clarity

and scientific foundation of RQ2, we formulate two different subquestions to

separately examine the impact of source code representations and TD indicators

on vulnerability prediction:

– RQ2.1: To what extent do different kinds of source code representations

predict vulnerability inducing code changes? (Descriptive and Process)

Source code representations play a critical role in identifying vulnerabilities

as they provide insights into the structure and complexity of a software

system. With RQ 2.1, we aim to compare the performance of two different
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approaches in predicting code changes that induce vulnerabilities. While the

first approach is based on an aggregation of software metrics, the second

approach is based on embedding representation of the source code using an

Abstract Syntax Tree and skip-gram techniques. We employed ML algorithms

to predict vulnerability-inducing code changes.

– RQ2.2: To what extent do TD indicators and TD mitigation activities predict

vulnerability inducing code changes? (Descriptive and Process)

By answering RQ2, we aim to provide a comprehensive understanding of how

code debt indicators are linked to software vulnerabilities and to highlight

the significance of identifying and addressing code debt in order to enhance

software security and reduce the risk of vulnerabilities. In other words, we

investigate how code debt indicators, such as software metrics, poor code

structure, code smells, faults, and/or refactoring activities, can contribute

to the occurrence of software vulnerabilities. Furthermore, answering the

question can discuss how the presence of code debt indicators can be used to

identify potential vulnerabilities, prioritize areas of code for security analysis,

and guide efforts to remediate vulnerabilities.
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6. EXPLORATORY STUDY

Software change management and maintenance are crucial activities of the

development life cycle that get more complex over time. Project teams, constrained

by schedule, resources, and budget, get into TD to meet customer expectations, while

they face additional costs later along the maintenance process [191]. Although TD

increases productivity and speed in the short term, its long-term impact on software

artifacts at different stages of the life cycle, such as additional cost during maintenance,

has been observed as more crucial [33,36,186]. Refactoring, which aims to improve

the internal structure of the software systems preserving their behavior is the most

common payment strategy for TD by removing the code smells and faults.

In this chapter, we conducted a large exploratory study on 33 open source Apache

projects developed with Java language using Technical Debt Dataset. There exist

57,528 refactoring activities including 29 different refactoring types were detected

at commit-level by RMiner tool, 669 fault inducing commits and 8,538 fault-fixing

commits were identified by SZZ, and 37,553 code smells were extracted from the

commits by Ptidej. We examine the distribution of the different refactoring types

among the different projects and their relation with code smells or faults. We also

explore the refactoring types that are most commonly performed together, and other

activities performed with refactorings. Using the links between all these measures,

commits and files of the software projects, we address RQ1: To what extent is

refactoring related to code debt indicators (code smells and faults) in the software

projects? and five subquestions.

To answer all subquestions of RQ1, we need the refactoring activities detected over

the change histories of all the software projects. On the other hand, the rest of the data

tables and associated columns in those differ depending on the subquestion. Thus,

this section reports our methodology for each subquestion in three phases: (i) Data

preprocessing in terms of picking the required tables, filtering the associated units of
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analysis, and if necessary, collecting new data, (ii) Data analysis methods, and (iii)

Result.

6.1 RQ1.1: What kind of refactoring activities are commonly observed across

software projects?

6.1.1 Data preprocessing

To address RQ1.1, we use the Refactoring Miner table that includes 57,528 refactoring

activities on 11,723 unique commits over 33 projects. In this table, there are 29

refactoring types and some examples of them are: Extract Method, Extract Superclass,

Move And Rename Attribute, Move Class, Move Method, Pull Up Attribute, Pull Up

Method, Rename Class, Change Package etc..

6.1.2 Data analysis

We first counted the number of each of the 29 refactoring types performed in all

projects, and divided them by the total number of refactoring activities to get which

types of refactoring activities are applied more by the developers over all 33 projects.

This ratio gives us a general view over all the projects about the distribution of

different refactoring types. Moreover, we repeated this calculation for each of the

projects individually to investigate whether the refactoring types are common and often

performed across different software projects.

When comparing the distribution of refactoring activities across the projects,

Scott-Knott ESD [239] test is applied to verify the differences between distributions.

The test produces statistically distinct ranks at the significance level (default α = 0.05)

using a hierarchical clustering algorithm. The test ranks and clusters the refactoring

types into significantly different groups such that the refactoring types in the same

group have no significant difference, whereas the refactoring types clustered in distinct

groups have significant differences in terms of their occurrence ratio. Therefore, the

Scott-Knott test does not have an overlapping problem, i.e., there is no possibility of

one or more refactoring types to be classified in more than one group.
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6.1.3 Result

For addressing RQ1, we present a bubble chart and list descriptive statistics on the

refactoring activities occurring over the history of all software projects in the dataset.

The analysis of the refactoring types that developers perform commonly in the projects

provides the context on which the results of other research questions can be interpreted.

We observe that the commits in which at least one refactoring activity was performed

are only a small part of all the commits, with a percentage of approximately 9%.

This proportion supports the previous results on the limited adoption of refactoring

in practice [118,126,233].

Examining in more depth, we present the distribution of refactoring types according

to the number of the refactoring application over the selected projects in Table 6.1.

The first column lists each refactoring type and it is followed the absolute numbers

and percentages of the detected refactoring activity over all the commits across all the

projects, respectively. Table 6.1 reports that the Move Class detected in 20.1% of the

refactoring activities in the commits is the most frequently applied type. Furthermore,

Figure 4 shows how the distribution of refactoring types varies and which ones are

more common among different software projects. In this figure, different colors

represent different refactoring types, and the number of refactoring activities detected

is used as the bubble sizes. As seen in Figure 6.1, Move Class is also the most common

refactoring activity performed by developers in most projects (12 out of 33). According

to Fowler [50], moving a class to a package that is more related in form or functionality

can help remove package-level dependencies and make classes easier to reuse. Our

findings also show that developers aim to improve maintainability, understandability,

and usability of source code while performing refactoring. This result is also in line

with a prior study investigating the relationship between refactoring activities and

quality attributes [120]. On the other hand, Move And Rename Attribute is the least

applied type with a rate of 1% only.

Moreover, Rename Method and Extract Method are the other refactoring activities

that are most commonly occurred, with 14.3% and 11.7%, respectively. Also, we

report that Rename refactoring activities account for 28.4% of all refactoring activities.
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Table 6.1 : Occurrence of different refactoring types.

Refactoring Type Number of Ref. Percentage of Ref.
Change Package 52 0.1%
Extract And Move Method 1796 3,1%
Extract Class 259 0.5%
Extract Interface 260 0.5%
Extract Method 6712 11.7%
Extract Subclass 37 0.1%
Extract Superclass 653 1.1%
Extract Variable 1328 2.3%
Inline Method 1152 2.0%
Inline Variable 194 0.3%
Move And Rename Attribute 4 0.01%
Move And Rename Class 184 0.3%
Move Attribute 4728 8.2%
Move Class 11582 20.1%
Move Method 4772 8.3%
Move Source Folder 825 1.4%
Parameterize Variable 129 0.2%
Pull Up Attribute 1635 2.8%
Pull Up Method 3328 5.8%
Push Down Attribute 484 0.8%
Push Down Method 954 1.7%
Rename Attribute 1122 2.0%
Rename Class 2675 4.7%
Rename Method 8251 14.3%
Rename Package 154 0.3%
Rename Parameter 1903 3.3%
Rename Variable 2200 3.8%
Replace Attribute 10 0.02%
Replace Variable with Attribute 145 0.3%
Overall 57528 100.0%
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Figure 6.1 : Distribution of refactoring types.

This result confirms what was previously reported by Murphy-Hill et al. [123]. They

stated that the Rename refactoring activities are among the most frequently applied

refactoring activities, since they are mostly performed automatically with tools [123].

Automating the refactoring process includes identifying refactoring opportunities and

performing refactoring activities [133]. Furthermore, Extract Method that is applied

by creating a new method and copying the relevant code part into the new method is a

step in many other refactoring actions, and this activity eliminates the rough edges in

a software code. It’s recommended for decomposing a large and complex method or

eliminating duplicated code as the fewer the number of lines in a method, the easier it

would be to understand. Extract Method that is associated with Duplicated code, Long

Method, Feature Envy, etc. assures a motivation for removing those code smells [50].

Bois and Mens quantitatively evaluate whether refactoring improves software quality

by comparing post- and pre-refactoring measurements and found that Extract Method

affects software maintainability [182]. Silva et al. report that Extract Method is one

of the most applied refactoring activities as it is a versatile refactoring activity that

is applied for several purposes such as improving maintainability, increasing software
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quality, and reducing code smells [125]. The analysis results we presented in Table6.1

and Figure6.1 also report that Extract Method is commonly applied by developers,

and confirm the results of Silva et al. When a class contains most of the data used

by a method, it is moved to that class to reduce or eliminate the dependency on the

other class the method is originally in. Therefore, Move Method affects software

quality improvement and maintainability enhancement [183] and is a widely performed

refactoring activity.

To support our empirical results, we compare the refactoring types with the Scott-Knott

test by ranking their percentage of occurrence, clustering them in non-overlapping

groups, and identifying significant differences among the groups. Figure 6.2(a) shows

the results for the Scott-Knott test among all refactoring types. Different colors

(black, red, green, blue) of the plot indicate different Scott-Knott test ranks, and

the coloring of the lines represents distinct clusters of the refactoring types. When

two refactoring types are not significantly different, they are illustrated with the same

color. In Figure, the refactoring activities are ranked starting from the most common

to least applied in all considered projects, i.e., Rename Method, Move Class, and

Extract Method shown in black are more commonly performed types. Although we see

different occurrence ratios in Table 6.1 for Move Class (20%), Rename Method (14%)

and Extract Method (11%) refactoring types, they are grouped in the same cluster

according to the Scott-Knott results. Also, Extract Method is the only refactoring type

that is applied at least once in each project. On the other hand, interestingly, we observe

that 17 out of 29 refactoring types represented in blue including Push Down Method,

Extract Super Class, etc. are the least performed refactoring types in most projects.

These results statistically confirm the results shown in Figure 6.1. Also, this finding

indicates that developers tend to implement refactoring activities that aim to remove

common code smells [120,229] such as code clone, god class, long method and which

have tool support [120,133,205].

Also, in Figure 6.2(b), the projects considered are clustered into non-overlapping

groups in terms of the differences in the distribution of refactoring activities. If

projects are not significantly different, they are clustered into the same group. In this

context, there are 4 different groups on some of which various refactoring activities

are applied and on some are hardly ever applied. In projects "Atlas" and "Mina-Sshd"
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Figure 6.2 : Scott-Knott test results for RQ1.1.

with similar refactoring distributions, all refactoring types were applied by developers,

except Rename Package. Besides, we observe that although "Beam" is the project with

the most refactoring activity, 13 refactoring types were not performed at all, i.e., 88%

of the refactoring activities performed were limited to 6 types, namely Extract Method,

Move Attribute, Move Class, Move Method, Rename Class, and Rename Method.

6.2 RQ1.2: Which refactoring activities are commonly co-occurred?

6.2.1 Data preprocessing

When answering RQ1.2, we use the Refactoring Miner table. The table Refactoring

Miner in TD dataset contains the list of refactoring activities applied in the repositories

through an open-source tool, namely, RMiner [154]. The tool identifies different

types of refactoring activities in the history of Java projects through the application

of a two-step approach. First, it extracts classes, methods, and fields that are

added/removed/replaced between two successive commits based on a lightweight

version of the UMLDiff [156] algorithm. Next, the tool extends and uses a set of

rules defined by Biegel et al. [155] to discriminate the different types of refactoring

activities. Additional rules were able to detect refactoring activities with 98% and

87% of precision and recall, respectively [154].

6.2.2 Data analysis
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To answer RQ1.2, we extracted association rules to detect the co-occurred refactoring

activities in the same commit. Association rule mining, which is a widely used

data-mining method, generates all significant association rules in a given database

[197]. Association rules generated are used to discover correlations and co-occurrences

between items in a given database. In this paper, when identifying the patterns

highlighting co-occurring refactoring types, the dataset is composed of a sequence

of different types of refactoring activities performed together in the commits. An

association rule between two disjoint refactoring types is defined in the form of

Rle f t → Rright and it has two restrictions of Rle f t ,Rright ⊂ I and , Rle f t ∩Rright ̸= ∅,

where Rle f t is antecedent; Rright is consequent; and I represents the set of items. The

rule indicates that if a refactoring type ri ∈ Rle f t is performed in a commit, then another

refactoring type r j ∈ Rright is also performed within the same commit. In our study,

the relationship between ri and r j is bidirectional, as opposed to the typical association

rules in which the antecedent precedes the consequent. In other words, the relation

identified by the association rule only indicates that the two refactoring types occur in

the same commit, as opposed to one precedes the other in two consecutive commits.

As expected, for a dataset with a lot of rule possibilities, the association rule mining

also generates numerous rules, and hence confidence and support measures that filter

invalid rules are required. The support of an association rule is the percentage of

transactions that contain Rle f t ∪ Rright , that is, an indication of how frequently the

itemset appears in the dataset. Confidence is the ratio of the number of transactions

that contain Rle f t ∪Rright to the number with Rle f t . Those are expressed as:

Sup(Rle f t → Rright) =

(
Rle f t ∪Rright

)
T

,Con f (Rle f t → Rright) =

(
Rle f t ∪Rright

)
Rle f t

(6.1)

where T is the total number of refactoring activities detected from the repository.

In this study, we employ a well-known algorithm, namely Apriori [196], for efficient

association rule discovery. Apriori algorithm, in which the validity of an association

rule is determined by its support and confidence, adopts support based pruning

approach to reduce the impact of the exponential growth of candidate itemsets. When

obtaining the commonly co-occurred refactoring types, we determine the support value

through experiments we performed on all support values of the resulting association

rules.

56



6.2.3 Result

To address RQ1.2, we identified five pairs of refactoring activities that are most

commonly performed together by developers. Table 6.2 reports the co-occurrences of

refactoring activities detected across considered projects according to the association

rules. A frequent pattern represents a set of items whose support is greater than the

pre-defined min_support threshold. Using a minimum threshold, we aim to identify

meaningful association rules. The support values reported by the Apriori algorithm

were experimented from 0.002 to 0.02 by steps of 0.001, and the best value is selected

as 0,018. The co-occurrences are sorted based on the confidence values reported by the

algorithm. Pull Up Method refactoring activity is very often performed (88%) with Pull

Up Attribute and Extract Superclass. However, the item sets have 0.018 support value,

that is, the item set appeared in the dataset with a frequency of 1.8%. This indicates that

these three refactoring types are rarely implemented than the other refactoring types.

For example, the Extract Superclass refactoring was implemented only at a percent of

1.1% (Table 6.1). However, not surprisingly, pairwise co-occurrence between this and

Pull Up Attribute, and Pull Up Method refactoring activities are commonly observed

according to their confidence. When two different classes perform similar tasks using

the same method and attributes, a shared superclass is created for them and all the

identical attributes and methods are moved to this superclass to prevent duplicated

code. Once a shared abstract superclass is created with Extract Superclass refactoring,

Pull Up Attribute and Pull Up Method are also used to move the common functionality

to a superclass. Also, we observed that Pull Up Attribute and Pull Up Method are

performed together, even if Extract Superclass refactoring is not occurred. When two

sub-classes are created and extended independently of one another, they may have

methods and attributes that perform similar work. In this case, similar methods are

searched in super-classes and are regulated to match each other. When copying a

method to the super-class, if the method has attributes that exist in the sub-classes but

not in the super-class, Pull Up Attribute refactoring is performed to provide getters and

setters in the sub-classes and to declare the getters abstractly in the super-class.
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Table 6.2 : Co-occurred refactoring activities: Result of the association rule mining

Item Set-1 Item Set-2 Supp Conf
Pull Up Attribute, Extract Superclass Pull Up Method 0.018 0.88

Pull Up Attribute Pull Up Method 0.025 0.76

Pull Up Attribute Extract Superclass 0.021 0.63

Pull Up Method Extract Superclass 0.027 0.62

Move Attribute Move Method 0.04 0.43

According to the results in Table 6.2, although the highest number of co-occurrences

based on the support value is between Move Attribute and Move Method that are

similar refactoring activities, the identified co-occurrences are less based on the level of

confidence. The reason is that those refactoring activities are frequently applied among

the other refactoring activities, i.e., Move Method and Move Attribute are reported

with 8.3% and 8.2% in Table 6.1, respectively. This co-occurrence pair is naturally

observed together: When a method is more frequently used in another class than the

class in which it was created, this method can be moved into the class that uses it. In

this case, the attributes are used by the method should also be moved. In general, if

those attributes are used only by that method, they must be moved.

6.3 RQ1.3: Does refactoring activities reduce the density of code smells?

6.3.1 Data preprocessing

To address RQ1.3 and RQ1.4, we used Git Commits, Git Commits Changes,

Refactoring Miner, and Sonar Issues tables. We removed six projects in total,

i.e., five projects (accumulo, ambari, atlas, aurora, batik) for which there is no

code smell analysis and one project (httpcomponents-client) with incorrect project

name information, from the dataset. To increase the validity of our results, when

investigating the impact of refactoring activities on the density of code smells, both

refactoring and code smell analysis of a commit should be performed. Therefore, the

examined refactoring activities of the projects were limited to the date range during

which code smell analysis was also performed. Moreover, when answering RQ1.4, we
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Figure 6.3 : A visual representation of the commit-parent relation defined over files
in this study.

used Jira Issues table to investigate the other activities performed together with the

refactoring activities performed on smelly commits.

Commit-Parent Relation over Files: The table Git Commits in the dataset contains a

commit hash and its parent hash according to the order in which they were merged into

the main branch when generating the commit history of software projects. However,

we considered this commit-parent relationship cannot be used in our analysis. As seen

in Figure 6.3, in two subsequent commit pairs based on the commit-parent relationship,

there is a possibility that the files in the commit and its parent may differ from each

other. Therefore, in our method, when analyzing the code smells of a file before the

application of a refactoring, we do not consider this relationship. Instead, for each

file f modified in a commit due to a refactoring, we have to find the latest commit

in which file f was modified before the application of refactoring. For instance, in

Figure 6.3, let commit 123ee be a commit that a refactoring is performed. The files

modified on this commit are file1 and file4. Therefore, we must select commit 123bb

for file1 and commit 123cc for file4 to calculate their code smells before the application

of refactoring. Please note that if we look at the consecutive pair of commits, we do

not compare the same files: from Figure 6.3, on commit 123ee, file1 and file4 were

changed while on its parent, i.e. commit 123dd, file5 and file6 were changed.

Code Smells: The table Sonar Issues contains both issues, i.e., bugs, code

smells, and vulnerabilities, detected with the Sonar Qube tool and code smells

detected with the Ptidej tool on the same projects for pre-defined time periods.

In this study, we investigated only the commits that contain code smells and

anti-patterns detected with Ptidej, which is an open-source Java-based reverse

engineering tool suite [215,217]. Ptidej performs on any object-oriented system
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through the use of the PADL(Pattern and Abstract-level Description Language)

meta-model, POM(Primitives, Operations, Metrics) framework, and SAD. PADL

describes object-oriented systems and patterns with a unified language that includes

all constructs found in object-oriented programming languages. POM implements

more than 60 metrics on PADL meta-models and SAD requires the POM module

to detect occurrences of code smells in the systems. Also, Ptidej has the module

DECOR (DEtection and CORrection) [184] to identify code smells and antipatterns

and employs a well-structured procedure by means of rule cards. In this study we use

only the code smells identified by Ptidej. The tool reports a total of 18 distinct code

smells and antipatterns in the projects, such as LongMethod, LargeClass, LazyClass,

Blob, AntiSingleton, and Speculative-Generality.

In the Sonar Issues table, we assume that the Ptidej tool has been executed in a

periodical fashion, and all the code smells associated with all the files are reported. We

checked whether each file modified and recorded in the Git Commits Changes table

includes code smell(s) based on the information reported in Sonar Issues. Then we

matched the code smell(s) with the corresponding files’ commit dates. This matching

is done to obtain an improved distribution of code smells in the analyzed files, and

to increase the matching precision by linking the smells to the commits in which the

corresponding files were last changed. An example of the matching is illustrated in

Figure6.4. Let’s examine file1 which was modified in commit 123bb on 01-03-2010,

and check if any code smell was induced into this file during that commit. When

analyzing the code smells between 01-03-2010 and 15-05-2010 on file1, we observe

that three code smells, namely cs1, cs2, and cs3, were detected on 09-04-2010. This

means that file1 was affected by code smells on the last commit before the Ptidej report

on 9th April. Therefore, those code smells must be matched to the file version at the

commit 123bb.

6.3.2 Data analysis

To answer RQ1.3, we analyze the impact of refactoring activities on code smell

densities, using the data described in the data preprocessing. Knowing the list of files

affected by each code smell in each commit, we are able to identify if refactoring

activities (i) are able to remove code smells from a system; (ii) introduce code smells
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into a system; (iii) do not affect the code smells. In other words, we can argue how

given refactoring activity can be classified according to its impact on the density of

code smells in files. As explained above, it is achieved by examining the presence

of code smells before the application of refactoring(CSBR) and code smells after the

application of refactoring(CSAR) over the files.

Suppose that Ri is a refactoring activity performed on a commit c j in which a file

fk was modified. To categorize Ri, we calculate CSARi[c j( f k)] that is the number

of code smells associated with fk on c j after the application of refactoring; and

CSBRi[c j−1( fk)] that is the number of code smells associated with fk on c j−1 before

the application of refactoring, where c j−1 is the previous commit in which fk was

modified. If (i) CSBR−CSAR > 0 then Ri is classified as removing refactoring activity

because it decreases the number of smells associated with fk; (ii) CSBR−CSAR < 0

then Ri is classified as introducing because it increases the number of smells affecting

fk; (iii)CSBR−CSAR = 0 then Ri is classified as neutral refactoring activity because

performing Ri does not decrease or increase the number of smells in fk.

Figure 6.4 : File-commit-code smell matching.

To give more insight on the analysis, we present an example that refers to the reduction

of code smells based on the previously depicted commit-parent relation in Figure

6.3. Suppose Ri is a refactoring activity (e.g., R1: Refactoring Type1) performed

in commit 123ee in which file1 was changed. Moreover, Figure6.4 shows that file1

in commit 123ee was affected by the code smell cs3. In this way, the number of

code smells affecting the file1 in commit after the application of R1 is calculated as

CSAR1[commit123ee( f ile1)] = 1. On the other hand, the previous commit modified

file1 is commit 123bb. As file1 was affected by three code smells at that commit it is

calculated as CSBR1[commit123bb( f ile1)]= 3. Hence, R1 is categorized as a removing

refactoring activity for this selected file.
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6.3.3 Result

To answer RQ1.3, the number of detected refactoring activities were identified as

24,570 after filtering out the projects, and selecting time periods including code smell

analysis on the projects. We observe that 47.3% of those refactoring activities touch

the components (files) that were affected by at least one code smell. The percentage

simply indicates that refactoring activities could be performed by developers to remove

code smells. In Figure 6.5, we present the overall results over all considered projects to

assess to what extent the refactoring activities affect the density of code smells across

the projects. Figure 6.5(a) shows that 30.3% of the refactorings removed the existing

code smells, whereas 29.5% of the refactorings introduced new code smells into the

analyzed projects. The rest (40.2%) of the refactorings are categorized as neutral that

does not affect the number of smells in a commit, i.e., neither introduce new smells nor

remove existing ones. Please note that inconclusive refactorings, which remove a code

smell affecting a file in a commit and at the same time introduce another new code

smell in that file, are categorized as neutral because the overall activity in that commit

is neutral. These results reveal that in most cases, the density of code smells does not

change after refactoring or it is higher than the code smell density before refactoring.

((a)) including the files with no prior commit ((b)) removing the files with no prior commit

Figure 6.5 : Categorization of the refactorings with respect to the change in the
density of code smells (aggregated overall projects).

However, this is a quite surprising finding, considering the common wisdom

that refactoring activities are generally performed to reduce the density of code

smells. In order to better understand such phenomenon, we analyzed the factors

that introduce the code smells and found that some of the files with refactoring

detected were newly added to the system and hence, those were usually categorized
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as introduced if they were affected by code smells. For instance, in commit

2035dc9, Move Method refactoring was detected in the UtfHelpper class, belonging

to org.apache.xml.security.c14n.implementations package of the Santuario project. As

reported in Table 6.1, Move Method, one of the most commonly occur refactoring

activities, is performed when a method is used more in another class than in its current

class, by moving it to the class in which the method is used more frequently [105,227].

However, examining the change of the commit, we identified that the class was a new

one added to the system. Certainly, in such cases, it is not possible to compare the

effect of refactoring as there were no changes before refactoring activity.

Therefore, to allow a fair comparison, we have to distinguish between the cases in

which newly added files are included into the analysis (Figure 6.5(a)) and they are not

included (Figure 6.5(b)). As seen in Figure 6.5(b), when newly added files are not

included into the analysis, the percentage of refactorings categorized as introduced

decreases to 7.6%, while the percentage of refactorings categorized as removed

increases to 40.1%. In other words, although the effect of refactoring on code smell

density is mostly inconclusive/neutral, the cases where refactoring activities decrease

the code smell density are much more than those where refactorings increase the smell

density.

Figure 6.6 also illustrates the boxplots, depicted in semilog-scale, of the distribution

of the differences between the density of code smells before and after refactoring.

The results are shown for both cases: including files with no prior commit, i.e., newly

added files, and removing files with no prior commit. The plots in Figure 6.6(a) clearly

show that the median value of the difference in the number of code smells is equal to

or greater than zero for all the refactoring types. Moreover, 10 of the 29 refactoring

types including Change Package, Extract Class, Extract Subclass, Extract Superclass,

Move and Rename Class, Move Source Folder, Pull Up Attribute, Pull Up Method,

Push Down Attribute, and Rename Package, tend to introduce code smells. On the

other hand, in Figure 6.6(b), in all cases, the median value is equal to or less than zero,

i.e., the box plots are also tilted down, except for Change Package, Rename Package,

and Move Source Folder. Similar to the previous figure, we observe that in Figure 6.6,

when newly added files are removed from the analysis, all refactoring types usually

contribute to mitigating the density of code smells.
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((a)) including the files with no prior commit ((b)) removing the files with no prior commit

Figure 6.6 : Categorization of the refactorings with respect to the density of code
smells aggregated overall projects (omitting outliers).

6.4 RQ1.4: What are the other activities performed with refactoring activities

that touch smelly commits?

6.4.1 Data preprocessing

When analyzing RQ1.4, we used Jira Issues table that contains an issue_key, a creation

date, and a resolution date. To identify the link between a commit and an issue, we

first searched whether the commit message of each commit in the Git Commits table

contains issue_key information. For example, the issue_key "ACCUMULO-109" is

searched in the commit message "ACCUMULO-109: fix off-by-one error reading the

max timestamp from the root tablet". If such a pattern was found, then we matched

the issue_type corresponding to that issue_key in the Jira Issues table as the issue_type

of that commit. When it was possible to identify the link between a commit and an

issue, such issue_key was linked to the commit. We were able to automatically assign

issue types to 42.4% (57,192 out of 134,812) of the commits. Next, we filtered out

the commits in which refactoring activities were not detected. Consequently, we have

obtained a distribution of issue types over all commits on which refactoring activities

were performed.
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6.4.2 Data analysis

To address RQ1.4, after categorizing refactorings according to their impact on the

density of code smells, we identified other activities performed together with these

refactorings that touch smelly commits. Then, we computed the percentage of commits

in which both refactoring activities were detected as well as other activities according

to Jira issue_key such as new feature, improvement or task/sub-task.

6.4.3 Result

To address RQ2.1, we calculate the percentage of Jira issues assigned to commits

where refactoring activities are performed on smelly files. Please note that during

data preprocessing, we only considered the commits which we could match with the

issues in Jira. Figure 6.7 shows the percentage of commits on which other activities

were performed together with the refactoring activities for two cases: (i) including the

files with no prior commit in Figure 6.7(a) and (ii) removing the files with no prior

commit in Figure 6.7(b). Moreover, Figure 6.8 illustrates the overall distribution of

other activities that are not limited to refactoring commits.

When 27 projects are overall analyzed, in Figure 6.7, we observe that the

developers mostly implement improvement and bug-fixing activities, respectively

while performing refactoring actions. In the majority of the cases, commits also have

other issues with refactoring activities. This might be due to the fact that developers

can be combining changes in a single commit. For instance, a developer might perform

refactoring activities to improve software maintenance and revise the architecture when

improving the code [103] or fixing a bug [207]. Nevertheless, as seen in Figure 6.7(a)

and Figure 6.7(b) the other activities have no effect on the change in the density

of code smells according to the classification of refactoring activities (as removing,

introducing, or neutral). The ratios of improvement, new feature, bug, task, and

other activities are the same among the three groups in which refactorings introduce

more smells, or remove the existing smells, or do not affect the smells. However, as

we can see in Figure 6.7(b) when the files with no prior commit are not included,

task/subtask activities are performed more in commits where refactoring activities
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introduce new smells. In other words, when working on new tasks, performing

refactoring activities causes new code smell introduction into the systems. Also, the

ratios of improvement activities are the highest in all three groups of refactorings,

whereas bug fixing activities come the second.

On the other hand, when examining the overall distribution of "other activities" that are

not limited to refactoring commits, Figure 6.8 shows that developers mostly (56.6%)

implement bug-fixing activities. In other words, although developers generally tag

commits as bug-fixing, when they do refactoring activities, they also perform the

improvements the most.

((a)) including the files with no prior commit ((b)) removing the files with no prior commit

Figure 6.7 : Other activities performed with refactoring activities that touch smelly
commits.

Figure 6.8 : Distribution of issue types on all Jira issues.

6.5 RQ1.5: How often do refactoring activities relate to fault inducing/fault fixing

activities?

6.5.1 Data preprocessing

To answer RQ1.5, we used the Refactoring Miner table to identify refactoring

operations on the projects’ commit history, and the SZZ Fault Inducing Commits table
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to determine whether refactorings were performed on fault-inducing or fault-fixing

commits. The SZZ Fault Inducing Commits table lists the results of the Open SZZ

execution 1. The Open SZZ algorithm is an implementation of the SZZ algorithm [238]

that is widely used to identify fault-inducing changes from a history of a software

project [115].

SZZ algorithm starts analyzing the fault-fixing commits, i.e., commits known to fix

a fault reported on an issue tracking system, to trace back to their fault-introducing

commits, i.e., commits containing the code changes that induce a fault into the system.

We matched the commit hashes identified as fault-inducing and fault-fixing according

to the SZZ table with the commit hashes in which refactoring activities were detected

according to the Refactoring Miner table.

6.5.2 Data analysis

To answer RQ1.5, we analyze to what extent commits in which refactoring was

performed could also include fault-fixing and fault-inducing changes, and hence for

each commit, we calculate the following:

• PureR: only the number of commits a refactoring is performed, i.e., these commits

are not fault-inducing or fault-fixing.

PureR = [Re f actoring\ (FaultInducing∪FaultFixing)] (6.2)

• PureFF: the number of fault-fixing commits only (not fault-inducing and not

refactoring).

PureFF = [FaultFixing\ (Re f actoring∪FaultInducing)] (6.3)

• PureFI: the number of fault-inducing commits only (not fault-fixing and not

refactoring).

PureFI = [FaultInducing\ (Re f actoring∪FaultFixing)] (6.4)
1Open SZZ. https://github.com/clowee/OpenSZZ.
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• R&FI: the number of commits in which refactoring was performed, and the commits

were also fault-inducing.

R&FI = [(Re f actoring∩FaultInducing)\FaultFixing] (6.5)

• R&FF: the number of commits in which refactoring was performed, and the

commits were also fault-fixing.

R&FF = [(Re f actoring∩FaultFixing)\FaultInducing] (6.6)

• FF&FI: the number of fault-inducing and fault-fixing commits in which no

refactoring activity was performed.

FI&FF = [(FaultFixing∩FaultInducing)\Re f actoring] (6.7)

• R&FF&FI: the number of fault-inducing and fault-fixing commits in which

refactoring was also performed.

R&FF&FI = (Re f actoring∩FaultInducing∩FaultFixing) (6.8)

Then, we report the counts and percentages of commits belonging to each of these

groups to see the ratio of refactoring activities performed on fault-inducing or fixing

commits over all the projects.

6.5.3 Result

Figure 6.9 shows the number of commits belonging to seven categories defined to

answer RQ3. Refactoring activities are usually desired across the software systems

as the refactored code components are easier to understand, evolve, and maintain.

On the other hand, fault-inducing changes in the software system are avoided as

they may cause to produce an incorrect or unexpected result, and fixing them may

cause maintenance costs for the systems. Therefore, the number of commits in

which refactoring is performed is expected to be higher than the number of commits

involving fault-inducing changes. Accordingly, Figure 6.9 shows that refactoring

activities are performed in approximately 23% (ratio of RFI + RFFFI = 157 to

PureFI+FFFI+RFI+RFFFI = 669) of the commits that induced at least one fault
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into the system. When we compute the ratio over the refactoring commits, only about

1.3% (ratio of RFI+RFIFF = 157 to PureR+RFF+RFI+RFFFI = 11,723) of the

refactoring commits are also labelled as fault-inducing commits. Thus we cannot say

that refactoring activities are prone to induce faults into the system. On the other hand,

if we look at the commits with no refactoring activity and the ratio of fault-inducing

commits over those commits, we can see that 0.4% (ratio of PureFI+FFFI = 512 to

U −11,723 = 123,089) of the commits in which no refactoring activity is performed

are fault-inducing. In other words, the commits in which at least one refactoring is

performed are approximately three times more related to fault-inducing changes than

the commits in which no refactoring is performed. Although refactoring activities aim

to reduce the cost of software development and maintenance, those activities might

increase when compared to the commits on which no refactoring performed.

Figure 6.9 : Representation of refactoring, fault-inducing and fault-fixing activities
(RQ3).

Refactoring, the principal goal of which is to improve the maintenance and evolution

of the software systems by removing code smells, may also have merits on fault-fixing

changes. While it is much difficult to inspect complex, poorly structured code during

fault-fixing, it’s easier to identify and fix faults during the inspection. Thus, to

effectively perform bug fixing activities [237], sometimes developers may need to

refactor the code before fixing a fault in a poorly written and complex code. To

observe this, we also analyzed the relationship between commits in which there is

at least one fault fixing change and commits in which refactoring activities occur.

There are 1,010 bug fixing changes out of 11,763 (10%) refactoring commits. On the
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contrary, in 1,010 out of 8,538 (12%) fault-fixing commits, developers also performed

refactoring activities. Prior studies indicate that refactoring changes should precede

fault-fixing changes, i.e., prior to a fault-fixing activity, necessary refactorings should

be performed [181,237]. Our findings also show that these two actions are performed

in the same commits in only 10-12% of the cases. In the rest of the cases, refactorings

are performed separately from the fixing changes.

6.6 Conclusion and Our Takeaways

The concept of TD has gained widespread recognition due to its effectiveness in

explaining the critical importance of managing the long-term consequences arising

from short-term remedies. Code smells and faults are among the direct indicators

of TD and emphasize the significance of addressing hidden issues in software

development. Refactoring is the most common TD repayment strategy by reducing

vulnerabilities, and ensuring the long-term reliability and maintainability of software

systems. Our exploratory study aims at understanding the distribution of 29 refactoring

types among the different projects and their relation with code debt indicators (code

smells and faults) on considered projects. Our findings illuminate several significant

insights:

• Commonly Applied Refactoring Activities: We discovered that certain refactoring

types are more frequently employed by developers, e.g. Move Class, Extract

Method, Rename Method/Variable, and Pull Up Method. These refactoring types

are commonly used to mitigate code smells, and they are supported by widely-used

tools.

• Impact of Refactoring on Code Smells: Although refactoring is mostly

inconclusive/neutral, unlike previous studies, it has been observed that refactoring

activities are usually not harmful. Furthermore, this finding does not differ

depending on the selected refactoring types. Therefore, we observe that the factors

affecting the conclusions are data processing, proper matching between refactoring

activities and code smells, and the inclusion of the files with a change history. We

can conclude that the results over different studies conflict to each other due to those
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factors. Thus, indeed, an exact matching should be applied at a coarser granularity

level when examining the relationship between refactoring and code smells.

• Co-Occurrence of Activities: Implementing various actions with refactoring

activities in commits can also introduce code smells. For example, when refactoring

is occured with the development of new tasks, new code smells are more likely to

introduce.

• Refactoring and Faults: When investigating the connection between refactoring

and another code debt indicator, i.e. faults, we found that commits containing

at least one refactoring action are approximately three times more likely to be

fault-inducing compared to commits without refactoring activities.

Our large exploratory study provides to a comprehensive understanding of the

relationship between refactoring activities and code debt indicators in software

projects, and also contributes on how these activities impact code quality and TD

management. The outcomes and findings of this exploratory study prepare the ground

for two explanatory studies for answering RQ2 by investigating the impact of different

factors on software vulnerability prediction, which we present in the next chapter.
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7. EXPLANATORY STUDY

Software security is a significant characteristic of software quality [89], with the goal

of integrating security best practices into the development lifecycle to defend against

potential exploits [22]. While post-development monitoring and detection systems

are common security practices, developing vulnerability-free software systems that

are designed and built considering security practices is more useful and cost-efficient

[43]. Software vulnerabilities are weaknesses in the protection effort of an asset in a

system that an attacker can exploit to gain access to a computer system and negatively

affect its security [64,66]. Although software vulnerabilities are rarely observed

compared to other software defects, they are inevitable for some software systems

and require more efforts to address [43]. Due to the rather negative consequences

of software vulnerabilities, researchers propose different approaches to analyze

and detect them. Besides traditional approaches such as static analysis, dynamic

analysis, and hybrid analysis, software vulnerability prediction models utilizing ML

techniques based on various metrics and representations receive increasing attention.

Although vulnerabilities can be induced in any phase of a development life cycle,

i.e., requirements, design, coding, validation, testing, and maintenance [8] [9], the

majority of the common weaknesses are associated with mistakes during design and

implementation phases [10].

The exploratory study’s findings, detailed in Section 6, have set the stage for two

explanatory studies, with the overarching goal of developing ML models to predict

vulnerability inducing code changes. To this end, we address RQ2: How can we

explain software vulnerabilities with respect to different factors, including source code

representations and TD indicators? and formulate a subquestion for each explanatory

study. Refactoring activities, code smells, and faults in software development are

based on source code representations. Refactoring activities aim to enhance the

internal structure of the software. These improvements can be measured by software

metrics and evaluated through source code representations. For instance, a refactoring
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operation performed to reduce the complexity within a class can be detected by code

metrics and explained using a better representation. Also, code smells and faults

can be identified using software metrics and design patterns. For example, if a

variable’s name is not clearly understandable or if a class has too many responsibilities

(e.g. God Class), these code smells can be flagged using representation methods.

Therefore, in the first explanatory study, we utilize various source code representations,

including software metric-based and embedding-based approaches, to train ML models

when predicting software vulnerabilities. According to our first explanatory study’s

findings, software metrics based code representation method has a better classification

performance than embedding based code representation method in terms of recall,

precision and F-Measure. Thus, in the second explanatory study, we directly focus

on the use of TD indicators, including software metrics, code smells, and bugs,

as well as TD mitigation techniques, such as refactoring activities, to develop ML

models for software vulnerability prediction. In this chapter, we first present the

background regarding the utilized ML methods as both of the explanatory studies

focused on vulnerability prediction. Next, we offer the specific details and results

of each subquestion.

7.1 Machine Learning Background

In this section, we provide ML backgrounds, including feature selection and

dimensionality reduction methods, various classification algorithms, sampling

techniques and evaluation metrics when building ML models.

7.1.1 Dimensionality reduction methods

The scale of the input data is known to affect some of the models that we investigated

using classification algorithms. To address this issue, we applied standardisation to the

dataset before experimenting with the algorithms. We typically subtracted the mean

value from the dataset and then scale the values to unit variance to rescale data. We

performed data standardization independently on each numerical features.

Feature selection is the process of selecting a subset of relevant features (predictive

variables) from a larger set of features for use in model construction. The goal of

feature selection is to improve the accuracy and interpretability of the model, as well
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as to reduce overfitting and computational cost. In this thesis, to select the features

that best represent the model, we applied the most popular feature selection method,

namely k-best. It is utilized to select the top ’k’ most informative and relevant

features from a given featureset, where ’k’ is a user-defined parameter. This method

helps to reduce the dimensionality of the data, which is crucial for improving model

performance and minimizing overfitting.

Moreover, the performance of the algorithms may be affected when dealing with

an enormous amount of features or when there is a high correlation among the

features [11]. To overcome this challenge, dimensionality reduction techniques are

frequently used. In this thesis, we used Principal Component Analysis (PCA) [12] and

Independent Component Analysis (ICA) [13] as dimensionality reduction techniques

to evaluate their impact on the performance of vulnerability classifiers. PCA reduces

the dimensionality of the original feature set by calculating the eigenvectors of the

covariance matrix. By linearly transforming the high-dimensional feature vector into a

low-dimensional vector with uncorrelated components, the method is able to preserve

most of the important information of the original feature set. On the other hand, ICA

aims to obtain statistically independent components instead of transforming unrelated

components. In this way, ICA can potentially capture complex, nonlinear relationships

between the features that PCA may not be able to capture [14].

7.1.2 Classification algorithms

When predicting vulnerabilities based on different factors, including source code

representations and TD indicators and TD mitigation methods, we examined the

feasibility of using various classifiers, namely Support Vector Machine (SVM),

eXtreme Gradient Boosting (XGBoost), Gradient Boosted Tree (GBT), and 1D

Convolutional Neural Network (1D CNN). To conduct experiments, we employed

Python programming language and, in particular, scikit-learn ML package, which

includes the implementation of the utilized algorithms. The employed classifiers are,

in short, described below:

Support Vector Machine is a supervised learning model and aims to find the optimal

hyperplane that is equidistant from both classes. When the dataset can be linearly

divided into classes in binary classification problems, the distinction can be made with
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an infinite number of hyper-planes. Therefore, SVM attempts to learn a nonlinear

function by linearly mapping the data points to the high dimensional feature space in

order to find the linear function with the largest margin to distinguish the classes from

each other. Thus, the misclassification error is reduced when new data is encountered.

We defined the optimal parameter set of SVM by k-fold cross validation and performed

the classifier with poly kernel as it outperformed other kernels to predict vulnerabilities

[158].

Gradient Boosted Tree can be applied for classification or regression problems, based

on the principle that many weak learners can together form a more accurate estimate.

When predicting target labels, it utilizes an ensemble of decision trees to optimize the

prediction result of a model with consecutive steps in the learning phase. The algorithm

incrementally adds new models with iterations until no improvement is detected and

transforms weak learners into strong learners. Each iteration of the trees covers tunning

the values such as the coefficient, weight, and bias applied to each input variable for

minimizing the difference between the predicted and actual, namely loss function.

Throughout the experiments, we performed hyperparameter tuning on the GBT using

grid search to prevent overfitting, as lower variance would lead to more accomplished

results in samples outside of the training data.

eXtreme Gradient Boosting is a tree based ensemble ML method designed with

the aim of increasing model performance and computational speed. It uses multiple

decision trees to predict an outcome based on central boosting techniques through

system optimization such as parallel processing, tree punning, handling missing

values and regularization overfitting/bias. XGBoost applies to the three central

boosting techniques, namely, Gradient Boosting, Regularized Boosting, and Stochastic

Boosting. XGBoost has many hyperparameters, therefore, we implemented the grid

search with a limited combination of parameters to achieve optimal performance.

1D CNN is a binary classifier based on a one dimensional CNN and consists of two

convolutional layers, a maxpooling layer, dropout layers, a fully connected layer, and

a softmax layer. The CNN architecture is chosen due to its ability to automatically

detect the important features without the need for human intervention [18]. Also,
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by applying convolution between features, it extracts the relations and correlations

between features. A dropout layer is applied to avoid over-fitting to the training data.

7.1.3 Sampling techniques

Security-related issues and vulnerabilities are infrequently occurred compared to other

defects even in large projects, resulting in a quite limited and imbalanced dataset.

In our dataset, each commit has a corresponding label of “0" or “1”, where “1”

means vulnerable commit, i.e., commits that induce vulnerability, and “0" means

non-vulnerable commit. The instances labelled as vulnerable commits only account for

a very small portion of the whole dataset. The imbalanced distribution of classes in the

dataset directly affects the prediction performance as ML algorithms usually suppose a

balanced class distribution [178]. Furthermore, training classification models directly

with imbalanced data may cause bias in the prediction performance and result in a low

prediction score in terms of some evaluation metrics.

Sampling methods can address the problem of a serious imbalance between vulnerable

and non-vulnerable classes. There are several sampling techniques including

under-sampling, over-sampling and hybrid-sampling. Under-sampling creates a

balanced data set consisting of classes with the same number of samples by making

as much selection as the minor class from the major class in the imbalanced data set.

Oversampling creates multiple copies of the minority class in the training data, up to

the number of members of the major class. When performing hybrid-sampling, first,

under-sampling is implemented to reduce the number of instances of the major class

up to three times that of the minor class, and then over-sampling is implemented until

the number of majority class instances is equal to those of minority class instances.

7.1.4 Evaluation metrics

We evaluated and compared the predictive performance of the analyzed classifiers in

terms of Precision, Recall and F1-score. We computed the measures via the confusion

matrix. As illustrated in Table 7.1, the confusion matrix is a table layout based on

the number of instances predicted accurately and inaccurately in the test data and has

four cases for binary classification. In this study, while True Positive (TP) represents

the cases where both predicted values and actual values are vulnerable commits, True
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Negative (TN) demonstrates the cases where both predicted values and actual values

are the non-vulnerable commits. False Positive (FP), indicates the samples, where

predicted values are the vulnerable commits but actual values are the non-vulnerable

commits. False Negative (FN), includes the cases where predicted values are the

non-vulnerable commits, but actual values are the vulnerable commits.

Table 7.1 : Confusion Matrix for Two-class Classification.

Actual/Predicted Vulnerable Non-vulnerable
Vulnerable True Positive (TP) False Negative (FN)

Non-vulnerable False Positive (FP) True Negative (TN)

Precision (shown in Eq. 7.1), is the percentage of actual vulnerability-inducing

commits among the predicted vulnerability-inducing commits. It is important when

FPs are costly and should be decreased.

Precision(P) =
T P

T P+FP
(7.1)

Recall (shown in Eq. 7.2) provides the percentage of accurately predicted

vulnerability-inducing commits. It is important when FNs are critical.

Recall(R) =
T P

T P+FN
(7.2)

F1-Score (shown in Eq. 7.3) measures the trade-off between recall and precision.

F1−Score(F1) =
2∗ recall ∗ precision

recall + precision
(7.3)

Inspection ratio is the proportion of commits in the dataset which were predicted as

being vulnerable (TP+FP) and is calculated in Eq. 5. Inspection ratio refers to the

effort that will be allocated to review and act on the classifier results.

InspectionRatio(IR) = T P+FP
T P+T N+FP+FN (4)
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7.2 RQ2.1: To what extent do different kinds of source code representations

predict vulnerability inducing code changes?

In the first explanatory study, we aim to build a classification model that could be used

to predict the code changes (commits) that might induce a vulnerability into the system.

We extracted the changed files in each project’s commits as txt with git commands.

Then, we parsed txt files to filter the changed Java files such that only the updates

made on the Java files are processed. The selected projects are implemented mainly in

Java. Also, we filtered out the merged commits during the analysis as they have two

parent commits and those commits could lead us to compute the same metric twice. In

this section, as illustrated in Figure 7.1, we report our experimental steps for learning

source code representations and training vulnerability prediction models. We refer

to Software Metric Based Code Representation as Approach1 and Embedding Based

Code Representation as Approach2.

Figure 7.1 : Illustration of proposed experimental setup.

Considering that the features used to train the classification model have an essential

effect on the classification performance, we employed different feature extraction

techniques and compared their outcomes. For this end, we considered two feature

types. One is based on software metrics, whereas the other is based on code embedding

features both of which are extracted from the projects’ source codes.
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7.2.1 Metric based code representation

We leverage software metrics, which are provided in SmartSHARK dataset, to

understand and explore the impact of the metrics on vulnerability prediction. In other

words, we investigate the ability of various defect prediction metrics to be used in

vulnerability prediction. This statistical challenge is determining which of the software

metrics related to code quality can predict vulnerabilities. We utilized complexity,

coverage, and dependency metrics of the projects for predicting real vulnerabilities

extracted for the four selected projects. SmartSHARK dataset offers various metrics

that are provided at the package, file, class, method and attribute level. In this study,

we utilize size, documentation, complexity and coupling metrics among all software

metrics. The summary of the selected metrics is shown in Table 7.2. For detailed

descriptions of the computed metrics, we refer to the websites and user guides of the

tools. Unfortunately, the documentation of tools, libraries and API descriptions of

tools published by researchers are insufficient. Thus we cannot provide a fully detailed

description or long forms of abbreviations.

Table 7.2 : The categorization of software metrics.

Category SourceMeter Metrics
Coupling TNOI, NF, TNF,NIR, NOR

Documentation
CD, CLOC, DLOC,TCD,
TCLOC, TDLOC CLOC, CD

Complexity NL, NLE McCC

Size

LLOC, LOC, NOS,NUMPAR,
TLLOC,TLOC,TNOS, TNPC,
TNSR,NNC, TNNC, NDS,
TNDSTNSR, TNOS, LOC,LLOC

Source-meter proposes the software metrics at various granularities such as method

level, file level, package level. In this study, we aggregated the metrics from the file

level to the commit level in the dataset to compare against the embedding based code

representation and to predict vulnerability-inducing code changes. In other words, our

model is at commit level indicating that many files exist in a single commit and their

metrics must be somehow aggregated to represent the code quality at commit level.
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We investigated various aggregation techniques [176] and decided to use the following

aggregation approach: Over all files in a single commit, we take the sum, mean,

median, and standard deviation of each metric and generate in total of 324 metrics

for each commit.

7.2.2 Embedding based code representation

The representation of source codes is considered as a challenging task due to the

structure of the different programming languages, dependencies on libraries, and

different writing styles of different developers. We leveraged existing natural language

processing techniques to extract embedding features from source codes. However,

the structure of source codes is different from ordinary texts and should be taken into

consideration. Thus, we first extracted the AST of the source code and normalized it.

And then, we used Skip-Gram, a word embedding technique, to convert the normalized

AST into a numerical vector. To fit the normalized AST as a text into the embedding

technique, we employed the Breadth-First Search (BFS) technique to scan the tree

and put in order the nodes with respect to their locations in the code. The main steps

followed to extract embedding features are further explained below:

Step 1. Extracting AST of source code We used AST representation to

extract the syntactic structure of the source code. For this, we applied Javalang

(https://github.com/c2nes/javalang), a third-party open source library designed to

analyze Java source codes. Javalang is a pure Python library that provides a

Java-oriented lexical analyzer and parser. With Javalang, the source code can be

translated into an AST that contain several types of nodes. Each node in the AST

denotes a construct occurring in the code. Figure 7.2 shows the AST for the function

"sum" in the following Embedding class example:

public class Embedding{
public void main() {

int x = sum(2,3);
}
public int sum(int a,int b){

return a+b;
}

}
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Step 2. AST normalization

Each node of the AST denotes a construct occurring in the source code. AST represents

only structural and content-related details and discards other details, for example,

grouping parentheses are implicit in the tree structure, and they are not represented

as separate nodes in the AST. However, some of the structural nodes like method

names are out of our interest and do not hold information related to vulnerabilities.

Thus, before using AST nodes we applied a normalization step in which extracted

nodes are classified according to their value for vulnerability prediction model, as:

1) nodes we believe are representative and useful for vulnerability detection are kept.

2) unrelated hence considered link nodes like variables are replaced with predefined

unique values. 3) unrelated and unimportant nodes like info message strings are

discarded and extracted from the AST. For example, since the variable and method

names are not important in our case, they are all replaced by unique names, such as

VARIABLE_NAME and METHOD_NAME. The normalized nodes in the AST of

method "sum" are highlighted as green nodes in Figure 7.2.

Figure 7.2 : Extracted and Normalized AST of "sum" function

Step 3. Convert to word vector In order to convert the normalized AST to a one

dimensional array without losing the relations between AST nodes, we used the BFS

technique. Yet, the leaf nodes are kept attached to their parent nodes as they are

considered features rather than separated nodes. Finally, the extracted array is used

as an input to the embedding model to extract the feature matrix. The equivalent word

vector for the normalized AST of "sum" function is shown below:

[’MethodDeclaration’, ’METHOD_NAME’, ’BasicType’, ’FormalParameter’: ’int’,

’FormalParameter’: ’int’, ’ReturnStatement’, ’BinaryOperation’, ’MemberReference’:

’VARIABLE_NAME’, ’operator’: ’+’, ’MemberReference’, ’VARIABLE_NAME’]
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Step 4. Convert to numerical vector (Skip-Gram) Almost all ML techniques,

especially DL-based techniques, work with numerical inputs. Therefore, we used the

Skip-Gram method to convert the formerly mentioned word vector into a numerical

vector. Moreover, Skip-Gram extracts numerical features by considering the relation

between the neighbor nodes. Therefore, the context information is also mapped into

the numerical vector [175], which are different code lines in our case. Thus, in order

to convert each word into a numerical vector that holds specific features about that

word and its context within the code, we applied two different steps: 1) generating the

feature matrix during the preprocessing step, and 2) using the feature matrix to convert

code arrays into numerical vectors that are used during model training and test phases.

Each step is explained in more detail as follows:

• We first generate a feature matrix (look-up dictionary). To have a feature matrix that

contains information about all unique words of the code along with their locations,

we used the Skip-Gram method trained with SmartSHARK projects. By the end

of this prepossessing step, an embedding feature matrix, which we call dictionary,

that represents each word as a numerical vector ∈R20×1 with respect to its location

in the code is obtained.

• During ML training and test phases, we use dictionary to convert commit level code

lines into a numerical vector. Below, we present the header of the numerical vector

of "sum" function which is the equivalent vector to ’MethodDeclaration’ token.

[-0.28047317, 0.52792466, 0.7728432, 0.17617258, -0.48642984, -0.25135347,

-0.06767392, -0.02240977, -0.4082507, -0.50623304, -0.57903814, -0.3459342,

0.338843, -0.28743938, 0.5351753, 0.4303701, 0.27169627, -0.12852119,

-0.43512622, -0.19735105, ....]

During training and test phases, changed code lines at commit level were extracted,

preprocessed, and converted to a numerical vector, where each word was represented

with a numerical vector ∈ R20×1. Furthermore, it is more practical to use a fixed

vector size as an input to the ML model. To decide the best vector size with the

least information lost, we analyzed cumulative distribution function (CDF) of the code

vectors’ sizes, and set the size that captures the maximum information. As presented

in Figure 7.3, vectors with sizes of 6000 (equivalent to 300 words) cover 99.24% of the
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data. Thus, the vector size was fixed to be 6000 for each commit. The vectors whose

sizes are above 6000 were cut, and only the first 6000 tokens were processed. On the

other hand, vectors whose sizes are less than 6000 were padded with zeros.

Figure 7.3 : CDF of commit-level numerical vector sizes.

7.2.3 Training configuration

During our experiments, we first evaluate the performance of vulnerability prediction

model developed with only one classification method (referred as individual

classifiers). Classification methods evaluated in this step are: SVM, GBT, XGBoost,

and 1D-CNN. Then, to increase the robustness of the prediction model, feature

selection and dimensional reduction methods have been assessed.

Even though we have sampled and balanced the training dataset, we conducted our

test experiments using the original ratio of positive and negative samples. When

performing the experiments, we repeated the experiments 10 times each with a

different random seed on the order of instances, and split 70% of the data for training

and the rest for testing. We ensure that the data is split with stratification. We measured

the performance of each experiment using the aforementioned metrics and took the

average of the overall performance scores. Additionally, we applied Friedman and

Nemenyi tests to conclude that the differences between the models in terms of each

performance evaluation metric are statistically significant (p < 0.05).
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Table 7.3 : Software Vulnerability Prediction results of different code representation
approaches with combinations of classification, dimension reduction and feature

selection methods.

Approach 1 Approach 2
Model Name R(%) P(%) F1(%) IR(%) R(%) P(%) F1(%) IR(%)
XGB 56.6/78 3.9/99.1 7.2/87.3 22.6/77.4 21.2/77.6 2.2/99.1 4/87.3 14.8/85.2
GBT 75.8/57.1 2.8/99.4 5.4/71.7 43.4/56.6 69.5/57.4 1.7/99,4 3.2/71.7 67.7/32.3
SVM 81.3/48.2 2.4/99.4 4.6/64.9 52.3/47.7 44.2/48.7 2.9/99.4 4.6/64.9 41.1/58.9
CNN 77.8/75.9 2.5/97.4 4.9/64.9 46.9/47.3 45.2/56.2 1.5/99.3 3/71.7 62.9/44.2
XGB+PCA 61.8/71 3.2/99.2 6.1/82.8 29.5/70.5 42.4/70.9 2/99.2 3.9/82.8 32/68
GBT+PCA 73/57.7 2.7/99.3 5.1/72.5 42.8/57.2 81.4/57.9 1.6/99.3 3.2/72.5 80.5/19.5
SVM+PCA 81.4/48.1 2.4/99.4 4.6/64.8 52.4/47.6 56.7/48.6 2.2/99.4 3.6/64.8 49.3/50.7
CNN+PCA 77.6.3/53.2 2.6/99.3 5.1/69.3 46.2/47.2 35.9/67.1 1.7/98.4 3.2/79.8 23.5/45.8
XGB+ICA 60.4/73 3.3/99.2 6.3/84.1 27.8/72.4 38.5/72.8 2/99.1 3.8/84 29.8/70.5
GBT+ICA 77.6/56.6 2.5/99.2 4.8/0.07 45.1/56.2 74.4/55.8 1.6/99.3 3/69 75.8/23.2
SVM+ICA 83.8/49.5 2.5/99.5 4.9/66 51/49 63.8/50 2.1/99.5 3.1/66 57.8/42.2
CNN+ICA 77.2/51.2 2.6/99.4 5.1/67.5 46.5/49.3 50.6/74.7 2/98.5 3.8/84.9 38.8/25.9
XGB+k-best 53.5/77.3 3.6/99.1 6.7/86.8 23.2/76.8 29.4/77 2.3/99.1 4.2/86.8 20/80
GBT+k-best 64/68.1 3/992 5.8/80.7 32.4/67.6 30.7/68 2.1/99.2 3.9/80.7 22.9/77.1
SVM+k-best 78.8/51.8 2.5/99.4 4.8/68 48.7/51.3 48.6/52.2 1.9/99.4 3.7/68 38.5/61.5
CNN+k-best 74.9/54.5 2.5/99.3 4.9/70.4 45.8/45.9 51.9/54.7 1.7/98.6 3.4/70.2 45/45.5
XGB+PCA+k-best 53.8/78.4 3.8/99.1 7/87.6 22.1/77.9 35.9/78.1 1.9/99.1 3.7/87.6 28.3/71.7
GBT+PCA+k-best 70.9/68.2 3.4/99.3 6.4/80.9 32.4/67.6 42.6/68.2 1.9/99.3 3.7/80.9 34.2/65.8
SVM+PCA+k-best 78.0/52.7 2.5/99.4 4.9/68.8 47.8/52.2 48.2/53 1.8/99.4 3.4/68.8 43.9/56.1
CNN+PCA+k-best 77.9/56.6 1.6/99.3 4.9/72.1 47.1/43.8 43.3/71.6 1.7/98.4 3.2/82.9 30.6/28.3
XGB+ICA+k-best 52.1/78.9 3.7/99 7/87.8 21.6/78.4 36.5/78.9 2.1/99.1 4.1/88.1 25.9/74.1
GBT+ICA+k-best 66.9/67.5 3.2/99.2 6.1/80.3 32.4/66.9 43/67.8 2/99.2 3.7/80.5 33.8/66.7
SVM+ICA+k-best 85.1/45.8 2.3/99.4 4.5/62.6 55.6/45.3 44.4/45.3 2/99.5 3.7/61.6 30.7/63.9
CNN+ICA+k-best 75/53.6 2.5/99.3 4.9/69.6 46.1/46.8 76.7/39.6 1.7/98.6 3.4/86.3 33.3/23.3

7.2.4 Experimental results

In this subsection, we explain the details of the experimental results obtained by

different vulnerability prediction models, and compare the impact of the two code

representation methods (software metrics and embedding) on source code vulnerability

prediction performance.

Table 7.3 summarizes the results obtained from the experiments of all vulnerability

prediction models built with both Approach 1 and Approach 2. In order to closely

examine the models performances, we measured their results for predicting vulnerable

and non-vulnerable commits separately (shown as: vulnerable commits prediction

result/non-vulnerable commits prediction result). Moreover, to easily follow and

examine the results, the highest rate for each evaluation metric is bolded.

Approach 1 - Software Metric Based Vulnerability Prediction It can be seen that

the combination SVM+ICA+k-best utilizing Approach 1 has the highest recall rates
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((a)) SVM+ICA+k-best Recall ((b)) XGBoost Precision

((c)) XGBoost F1 Score
Figure 7.4 : Boxplots of both feature representation approaches using models that

outperformed in predicting vulnerable commits.

((a)) SVM+ICA+k-best Recall ((b)) SVM+ICA Precision

((c)) SVM+ICA+k-best F1 Score
Figure 7.5 : Boxplots of both feature representation approachs using models that

outperformed in predicting non-vulnerable commits.

(85.1%) in predicting vulnerable commits. However, when achieving this recall rate,

inspection ratio is high (55.6%). It means that effort is required to review on 55.6% of

all commits to detect 85.1% of vulnerable commits. In terms of precision and F-Score,

XGBoost outperformed the other classifiers. XGBoost classifiers achieve about 3.9%

precision rates with the F-Score rates of 7.2%. Also, inspection ratio is 22.6% and

is more acceptable. When predicting non-vulnerable commits XGB+ICA+k-best

utilizing Approach 1 outperformed the other classifiers with recall rate of 78.9%. This

combination has also the highest F1-Score rate (87.8%) and the lowest inspection ratio

(21.6%). Meanwhile, SVM+ICA achieve high precision (99.5%).

Approach 2 - Embedding Based Vulnerability Prediction Results of vulnerability

prediction models trained with embedding metrics are also shown in Table 7.3. Unlike
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SW metrics based classifiers, embedding based classifiers showed similar performance

in both classifying vulnerable and non-vulnerable samples. Among all classifiers,

SVM classifier has the highest Precision and F-Score rates (2.9% and 4.6%). Whereas,

GBT classifier with PCA dimensionality reduction method has the highest recall rate

(81.4%).

Approach 1 vs. Approach 2 During results examination, we observed that the

outperforming models developed with both code representation Approaches have

achieved high recall rates for prediction both vulnerable and non-vulnerable commits

(average recall of 82% and 80.15 for Approach 1 and Approach 2 respectively). On

the other hand, in respect of precision and F1-Score rates, models achieved high

rates in predicting non-vulnerable commits, but low rates in predicting vulnerable

commits (average precision of 51.7% and 51.2% for Approach 1 and Approach

2, respectively, and average F1-Score of 47.5% and 46.35% for Approach 1 and

Approach 2, respectively). This variance between recall and precision indicates higher

false positive rate in the models predictions, in other words, the model is reporting

some non-vulnerable commits as vulnerable commits. However, this could not be a

totally wrong case, as the commits are manually labeled by expert developers and new

vulnerability types and continuously discovered. So, some of the vulnerable commits

that are now considered as non-vulnerable commits could actually contain vulnerable

parts but have not been discovered yet and labeled by developers. Additionally, even

though we applied sampling techniques to balance the training set, we used the original

ratios in the test set. And the conducting the experiments on such highly imbalanced

test set is another reason to have different prediction rates for samples with different

distributions.

Figure 7.4 shows the results (in terms of recall, precision and F1-Score) of the

outperforming models in predicting vulnerable commits for both code representation

approaches. And Figure 7.5 shows the results of the outperforming models in

predicting non-vulnerable commits for both code representation approaches. As

illustrated in Figure 7.4 and Figure 7.5, Approach 1 has better prediction performance

than Approach 2 in terms of recall, precision and F-Score. In other words, Approach

1, namely, software metrics based code representation, is better at distinguishing

vulnerable and non-vulnerable classes.
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((a)) Recall ((b)) Precision

((c)) F1-Score
Figure 7.6 : Evaluation results of each project.

Moreover, The projects are heterogeneous in terms of the number of all commits and

software vulnerability inducing commits. Therefore, to analyse the overall results for

each project, we performed additional experiments on each project’s test set separately.

Figure 7.6 shows recall, precision, and F1-Score rates for both code representation

approaches when we run the experiments on each project’s test set. It can be seen

that the performance of the SVM+ICA+k-best model with Approach 1 is better than

the performance of the GBT+PCA prediction using Approach 2 over ActiveMQ and

Struts. On the other hand, we obtain striking results in experiments using the test sets

of the Nifi and Tika projects. According to the results of experiments on the Tika,

Approach 2 has a better recall rate than Approach 1 (Figure 7.6(a)), while has worse

precision and F1-Score rates (Figure 7.6(b) and Figure 7.6(c)). Besides, the results of

the experiments on the Nifi show that both approaches have similar recall rates while

Approach 1 has better precision and F1-Score rates than Approach 2. According to

results, we observe that the smaller the positive ratio regarding vulnerable commits,

the more difficult the task of predicting which commitments might be vulnerable.
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7.3 RQ2.2: To what extent do TD indicators and TD mitigation activities predict

vulnerability inducing code changes?

The findings of the first explanatory study revealed that software metric-based source

code representation outperformed embedding-based source code representation in

detecting vulnerability-inducing code changes. Building on the insights gained from

both the exploratory study and the first explanatory study, our second explanatory

study adopts a holistic approach for a comprehensive vulnerability prediction model.

Therefore, in the second explanatory study, we aim to detect TD in a larger context,

and investigate their relationship with vulnerabilities at code change level using real

vulnerability data. We contribute to the existing approaches by utilizing software

metrics, code smells, bugs, and refactoring activities all together to measure TD, and

building a learning-based predictor that uses ML algorithms to embed the relationship

between real vulnerabilities and TD. We empirically analyze the relationship of

software security with TD direct/indirect indicators, i.e., code smells, bugs and

software metrics, and TD mitigation approach, i.e., refactoring activities, at code

change level using real vulnerability data.

7.3.1 Software metrics

TD indicators can explore TD items associated with the characteristics of software

artifacts. Object oriented software metrics such as complexity, coupling, and cohesion,

are closely related to TD [146,148,150] and also critical in terms of several quality

characteristics such as maintainability, reliability, portability, and security [113]. Thus,

the software metrics can often be used as indirect TD indicators [149,171].

We investigate the ability of object oriented software metrics related to several quality

characteristics to be used in vulnerability prediction. On the other hand, it is significant

which of the software metrics related to code quality can predict vulnerabilities. Hence,

we used various metrics including complexity, coverage, and dependency metrics of

the projects to predict real-word vulnerabilities.

Table 7.2 shows the collected object oriented metrics. As mentioned in Section

7.2.1, although we refer to the websites and user manuals of the tools for

89



Table 7.4 : Extracted features based on direct/indirect TD indicators and TD
mitigation methods.

TD Indicator Extracted Feature

Software Metrics

WMC, NL, NLS, MigratingToJUnit4 Rules, TNG, Migration Rules, TNLPA,
CI, LLDC, NLPM, Type Resolution Rules, PDA, NPM, NLA, AD, TNOS,
Jakarta Commons Logging Rules, TCD, NS, Migration13 Rules, RFC, Runtime Rules
CCO, NLG, NOP, String and StringBuffer Rules, TLOC, Comment Rules,
NA, Brace Rules, LCOM5, CD, NOA, Android Rules, TCLOC, TNLM,
Code Size Rules, Strict Exception Rules, CLC, CLOC, LOC, TNM, NM,
Java Logging Rules, Naming Rules, TNLPM, LLOC, TNA, Coupling Rules, PUA,
LDC, NOI, NOC, Migration15 Rules, CC, TNLS, NLPA, Import Statement Rules,
JavaBean Rules, Security Code Guideline Rules, DIT, NLM, CCL,
Unnecessary and Unused Code Rules, TNPA, NPA, NOD, Finalizer Rules, CBO, NII,
Clone Implementation Rules, Design Rules, TNPM, Migration14 Rules, NG, J2EE Rules,
CLLC, Basic Rules, Optimization Rules, TLLOC, TNLA, Empty Code Rules,
NOS, CBOI, JUnit Rules, NLE, TNS, DLOC, TNLG, Controversial Rules

Refactoring

Change Return Type, Change Variable Type, Extract and Move Method,
Extract Attribute, Extract Class, Extract Interface, Extract Method, Extract Subclass,
Extract Superclass, Extract Variable, Inline Method, Inline Variable, Merge Attribute,
Merge Parameter, Merge Variable, Move and Rename Attribute, Move and Rename Class,
Move Attribute, Move Class, Move Method, Parametrize Variable, Pull Up Attribute,
Pull Up Method, Push Down Attribute, Push Down Method, Rename Attribute,
Rename Class, Rename Method, Rename Parameter, Rename Variable,Replace Attribute,
Replace Variable with Attribute, Split Attribute, Split Parameter, Split Variable

Code Smells God Class, Excessive Class Length, Excessive Parameter List, Excessive Method Length
Bug Bug Inducing, Bug Fixing

detailed explanations of the calculated metrics, the documentation, libraries and API

descriptions of the tools published by the researchers are insufficient. Therefore, we

are not able to provide a fully detailed explanation or long abbreviations. We selected,

in total, 93 file level metrics and aggregated them on commit-level to represent the

commit-level code quality. Although we extract the most common descriptive statistics

listed in Section 4.2.2, we take the sum of each metric over all changed files in each

commit.

7.3.2 Code smells

Fowler defined code smells as "symptoms of poor design and implementation choices"

and contributed significantly to the literature by categorizing 28 different types of

smells [50,105]. Code smells can be considered as an indicator of TD [111,171],

as they indicate areas of the codebase that may be difficult to understand, test, or

maintain [37]. As shown in Table 7.4, we used four types of code smells that are

all extracted via PMD tool at file-level. These smells are later aggregated at commit
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level. The features are in the form of a row vector with four dimensions each of which

includes the number of specific code smell found over all files changed in a commit.

In this study, we investigated the effect of code smells, one of the most prominent

indicators of TD, on vulnerability prediction. We used following four types of code

smells via PMD tool [208]:

• Excessive Class Length refers that a class file is too long, containing a large number

of lines of code or having too many fields or methods. This can make the class

harder to understand, maintain, and modify, and usually indicate that the class

has taken on too many responsibilities that could be delegated to other classes or

functions.

• Excessive Method Length refers that a method contains an excessive number of

lines of code, making it harder to read and maintain. Thus, it may be doing more

than it should, and could potentially benefit from being broken down into smaller,

more focused methods. Excessive method length can make the code harder to

understand, debug, and modify, and can also decrease performance.

• Excessive Parameter List refers that a method has too many parameters, making

it harder to understand, maintain, and modify. When a method has numerous

parameters, it can be challenging to keep track of them all, especially if most of

them share the same data type. This can lead to errors, confusion, and decreased

code readability. Excessive parameter lists can also make it difficult to test the

method thoroughly, as each parameter represents a potential input combination that

must be tested.

• God Class is a type of anti-pattern in software development that refers to a class

that has become overly complex and has taken on too many responsibilities. A God

Class typically contains a large number of fields and methods, making it difficult

to understand and modify. This can make the code less maintainable, less reusable,

and more error-prone. God Classes are generally considered to be a bad practice in

software development, as they violate the principles of object-oriented design, such

as the Single Responsibility Principle, which states that a class should have only

one reason to change.
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7.3.3 Bug-inducing & Bug-fixing

Bugs are common TD indicators and can also indicate security risk [109,171]. There

are two bug-related coding activity that can be observed: (1) introduction of a bug,

which could be due to human errors [102], external software dependencies [100,101]

or other factors, i.e., bug inducing, and (2) bug fixing, which may also trigger TD in

software systems due to the trade-off between bug-fixing and new release pressure

[103,110]. Thus, in this study, we utilized bug-inducing and bug-fixing coding

activities as two binary features of a commit.

7.3.4 Refactoring activities

TD repayment methods can solve the detected causes of TD by applying various

techniques such as refactoring, rewriting, and re-engineering without changing the

behavior of the system, thus, mitigating or removing the principal or interest of the

identified debt [120]. Refactoring is the most popular repayment strategy and can make

changes to the code, design, or architecture of a software system without altering the

external behaviors of the software system [112]. Meanwhile, the internal quality of

the software system on which the refactoring occurred is expected to improve through

mitigating or removing the accumulated TD [113,122]. In this thesis, we used 35

different types of refactoring activities as features in prediction models to analyze the

impact of TD mitigation on security vulnerabilities. These refactoring types are shown

in Table 7.4.

7.3.5 Training configuration

We considered various TD indicators as features and they were used to quantify the

presence of TD in the software systems. In this study, we extracted 134 different

features by using the aforementioned TD indicators. Next, we applied feature

reduction techniques to streamline the dataset and remove redundant or irrelevant

features. This step aims to enhance the efficiency and effectiveness of subsequent

analysis and modeling. In our study, we defined k as 15 when implementing k-best

feature selection method. We also reduced the number of dimensionality to 15

when applying both PCA and ICA. This may allow us to effectively reduce the
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Figure 7.7 : Labelling Vulnerable Commits. (VC: Vulnerable Commit, VIC:
Vulnerability Inducing Commit, VFC: Vulnerability Fixing Commit

dimensionality of the feature set and simplify the problem, while still preserving the

essential information required for accurate classification. For the purpose of predicting

vulnerabilities, we employed three classifiers including SVM, XGBoost, and GBT.

We trained those classifiers using the collected data with the extracted and reduced

features as input. We established a suitable training configuration to ensure optimal

performance of the classifiers.

Filtering Methods

Many traditional ML classifiers are less powerful as a result of the skewed distribution,

when trying to predict minority class samples in imbalanced dataset. As detailed in

Section 4.2.4, we applied some filtering strategies. However, the ratio of vulnerable

samples to the entire dataset is still 0.01%. Thus, we applied additional steps when

labeling the data, that is, we selected commits that have files labelled as vulnerable

at least once in entire change histories. For instance, as seen in Figure 7.7, we

found that commit 28067a2 is the vulnerability-fixing commit, and the vulnerability

was induced at commit ee9bd94. So this vulnerability lives in the system from the

moment it is induced until it is fixed. That’s why, we labeled all the commits after

which the affected files in the inducing commit were changed as vulnerable. So, we

labelled commits 44c9ea0, 710171f, and f60585a as vulnerable in which splitJson,

TestsplitJson, TestsplitXml, and SplitXml files are modified. With this operation,

class distributions were more balanced. The numbers of samples in vulnerable and
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non-vulnerable classes are illustrated in the histogram plot in Figure, before and after

applied additional steps.

As the final dataset is relatively balanced compared to real-life scenario, the prediction

performance that we would observe at the end of this study would not be generalizable

to our contexts. In order to evaluate the robustness and generalizability of our models,

we have performed additional experiments by deliberately unbalancing the ratio of

the test set. In other words, we added commits that do not contain any vulnerable

files throughout their history into the test set such that vulnerable and non-vulnerable

commit ratios become 30%-70%, 20%-80%, 10%-90% respectively. with various

rates. Hence, we evaluated how well the model performs under different imbalance

conditions. This will provide insights into how the model can be fine-tuned to perform

well in real-world scenarios where the class distribution might be highly imbalanced.

Train-Test Split Our dataset, prepared for supervised learning, consists of 1,321

samples belonging to six projects in total. We randomly split 80% of the data for

training and 20% for testing. Random splitting of the dataset may result in extremely

different ratios in the target variable. In particular, the distribution of target variables

can potentially affect the quality of model predictions as our dataset is imbalanced and

the number of samples in vulnerable class is quite small. To overcome this challenge,

we ensure that the data is split with stratification.

Repeating experiments multiple times reduces the likelihood of getting an incorrect

conclusion due to random variation. Thus, to achieve more robust results, we repeated

the experiments 10 times each using a different random seed on the order of the

samples, and we computed the average of the overall performance scores.

To improve the prediction performance of models, a hyperparameter tunning procedure

must be carried out before learning. An external property of the model known

as a model hyper-parameter cannot be inferred from data during training. We

used GridSearchCV, a Python version of the Grid-search method, to fine-tune our

models as much as feasible. Grid-search is frequently used to execute an exhaustive

search over predetermined parameter values for an estimator in order to identify

the model hyperparameters that produce the most accurate predictions. To assess a

parameter setting, we used the F1 score as the estimator’s objective function. We
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performed hyper-parameter selection on every classifier under investigation during the

experiments.

7.3.6 Experimental results

In this study, when answering RQ 2.2, we evaluated the performance of 18 ML models

using direct/indirect TD indicators as features to predict vulnerability inducing code

changes. We report our experimental results for all trained vulnerability models

in Table 7.5. Also, we employed Scott-Knott Effect Size Difference (ESD) test to

group both feature sets and the ML models based on their effect size differences,

which provides a nuanced perspective on their relative performance. Furthermore,

our research methodology involves a comprehensive evaluation of the performance

of the vulnerability prediction model using both balanced and unbalanced test sets

created various rates (70%,80%,90%). The results for each test set created are

shown in separate tables. This can provide valuable insights into the robustness and

generalizability of the model for highly imbalanced datasets.

Table 7.5 : Software vulnerability prediction performance using different TD
indicators and classification models (the test set class ratio is balanced).

SM + CS + Bug + Ref SM + CS SM + Bug SM + Ref SM
Model Name R P F1 R P F1 R P F1 R P F1 R P F1

XGB 98.7 95.9 97.3 97.4 96.9 97.1 79.8 76.5 78.1 75 67.2 70.8 79.4 74 76.6
GBT 98.7 93.9 96.2 95.5 91.7 93.6 82.5 75 78.6 77.1 69 72.7 80.1 73.9 76.9
SVM 99 70.7 82.5 98.1 62 76 93.8 58.5 72.1 93.9 60.2 73.3 98 57.1 72.1

XGB+PCA 89.4 81.5 85.2 83.3 78.9 81 73.9 64.1 68.6 71.1 66.4 68.6 72.1 66.3 69.1
GBT+PCA 91.9 83.1 87.2 84.9 76.8 80.6 76.5 648 70.1 69.6 65.6 67.5 74.1 66 69.8
SVM+PCA 99.3 64.4 78.2 99.1 60.4 75 95.7 56.9 71.3 98.6 59.6 74.2 98.8 56.5 71.9
XGB+ICA 88.9 79.8 84.1 82.4 77.1 79.6 74.1 65.5 69.4 72.9 64.8 68.5 70.8 65.3 67.9
GBT+ICA 90.8 80.8 85.5 85.3 75.2 79.9 74.9 64.3 69.2 69.3 63.7 66.2 72.8 65.7 69
SVM+ICA 98.8 65.4 78.7 98.9 60.7 75.3 95.1 57 71.3 96.6 59.6 73.7 98 56.7 71.9

XGB+k-best 95.8 94.2 95 89.4 87.3 88.3 69.7 66.1 67.6 67 67.2 66.9 70.4 64.5 67.2
GBT+k-best 89.8 83.4 86.5 86.1 77.7 81.5 70.9 64.7 67.4 69.8 66.3 67.9 75.1 64.1 69
SVM+k-best 99 61.4 76.1 96.4 60.7 74.3 99 56.5 72.1 98.8 58.9 73.8 98.9 56.5 71.9

XGB+PCA+k-best 95.5 93.9 94.7 90.7 89.2 89.9 68.3 66.2 67.1 65 67.1 66 69.2 66.9 68
GBT+PCA+k-best 91.9 83.1 87.2 84.9 76.8 80.6 76.5 64.8 70.1 69.6 65.6 67.5 74.1 66 69.8
SVM+PCA+k-best 95.3 66.8 78.6 98.6 61.5 75.8 95.1 56.9 71.2 96.4 60.2 74.1 97.5 56.6 71.6
XGB+ICA+k-best 94.5 91.6 93 88.5 86.4 87.4 72.8 66.6 69.5 69.8 64.8 67.1 69.9 67.8 68.8
GBT+ICA+k-best 90.8 80.8 85.5 85.3 75.2 79.9 74.9 64.3 69.2 69.3 63.7 66.2 72.8 65.7 69
SVM+ICA+k-best 95.1 67.2 78.8 98.8 63.2 77.1 95.3 56.8 71.1 95.5 60.8 74.3 98.6 57.4 72.6

According to our results, direct/indirect TD indicators within software development,

such as software metrics, code smells, bugs or refactoring activities, contribute

to the occurrence of vulnerabilities in software projects. Moreover, we observed

that combining software metrics with code smells achieved higher success rates in
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((a)) Recall ((b)) Precision ((c)) F1-Score
Figure 7.8 : Scott-Knott test results for feature set combinations.

predicting software vulnerabilities than refactoring and bugs. In the subsections, we

discuss, in detail, the effect of the different feature set combinations, code smell

extraction strategy, selected machine learning algorithms, dimensionality reduction,

data collection and sampling method, and using more realistic test sets, respectively.

7.3.6.1 Effect of feature set combinations

In this subsection, we compare the performance of different feature set combinations,

including Software Metrics (SM), Code Smells (CS), Bugs (Bug), and Refactoring

(Ref) features. As seen in Table 7.5, using only SM provides well results in

terms of recall, precision and F1-Score with rates of 98.9%, 74%, and 76.9%,

respectively. Those rates indicate that software metrics alone can be a valuable

indicator of vulnerabilities. However, combining refactoring activities with software

metrics (SM+Ref) causes vulnerability predictions to worsen, while combining bugs

(SM+Bug) provides a very slight improvement. On the other hand, combining software

metrics with code smells (SM+CS) significantly improves the results by achieving

99.1% recall rate, 97.1% F1-Score rate and the highest precision rate with 96.9%.

Nevertheless, SM+CS+Bug+Ref feature set combination achieves slightly higher

recall (99.3%) and F1-Score (97.3%) rates compared to SM+CS. It means that this

combination is effective in identifying a high proportion of all software vulnerabilities.

We compare the feature sets with the Scott-Knott ESD test by ranking their precision,

recall and F1-Score rates, clustering them in non-overlapping groups, and identifying

significant differences among the groups. Figure 7.9 shows the results of the

Scott-Knott test among all feature set combinations. Different colors (blue, green,

purple and orange) of the plot indicate different Scott-Knott test ranks, and the coloring

of the violins represents distinct clusters of the feature set combinations. When two

feature sets are not significantly different, they are illustrated with the same color.

As illustrated in Figure 7.9(b), SM+CS+Bug+Ref feature combination (shown in
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blue) consistently achieve high precision scores, while SM+CS (shown in orange)

also exhibits promising performance. Although we see different precision ratios in

Table 7.5 for SM, SM+Bug and SM+Ref feature combinations, they are grouped

in the same cluster according to the Scott-Knott results. Similarly, according to

Scott-Knott results, SM+CS+Bug+Ref feature combination and SM+CS again have

the high recall rates and they are significantly different from other models, while there

is no significant difference between the recall results of other models (SM, SM+Bug

and SM+Ref). Furthermore, SM+CS+Bug+Ref feature combination (shown in green)

consistently achieves high F1 scores, indicating its effectiveness in predicting software

vulnerabilities. Also, SM+CS feature set (shown in orange) falls in the different ESD

group with SM+CS+Bug+Ref.

To sum up, analysis on feature combinations show that the choice of feature set

has a significant impact on the performance of ML models for predicting software

vulnerabilities. SM+CS+Bug+Ref and SM+CS feature sets appear to be effective

in identifying a large proportion of vulnerabilities. In particular, incorporating code

smells in addition to software metrics improves the performance of the models.

7.3.6.2 Effect of code smell extraction strategy

Code smells violate commonly accepted code design principles and are indicators of

deeper issues within a software system, beyond the surface-level problem. Code smells

can inhibit code comprehension [107] and increase the change and/or fault proneness

of source code [104,147]. Hence, it is important to properly detect and monitor code

smells, and schedule refactoring efforts to eliminate them as needed [50,106]. Previous

studies investigating the relationship between code smells and vulnerabilities have

stated that there is a correlation between them.

In this study, we supplemented the findings of previous studies by investigating the

effects of code smells and extended them by investigating and comparing the effects of

different TD indicators separately. To reliably investigate the effect of code smells, we

detected the code smells in each commit one by one by running the PMD tool on each

commit, as explained in detail in Section 4.2.2. In this context, our prediction results

provide valuable insights into the correlation between code smells and vulnerabilities.

According to our results, although feature sets that do not contain code smells (i.e. SM,
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SM+Bug, SM+Ref) provide good prediction results in terms of recall, precision and

F1-Score, when code smells are added (i.e. SM+CS, SM+CS+Bug+Ref) , they lead to

better vulnerability prediction.

7.3.6.3 Effect of selected machine learning models

Data-centric and ML-centric models represent two distinct approaches in the

development of AI systems. Data-centric models focus primarily on the quality,

consistency, and preprocessing of data. In this approach, the emphasis is on refining

the dataset to improve model performance, with the understanding that better data

leads to more accurate and reliable outcomes. This could involve techniques like

data augmentation, cleaning, and ensuring diversity and representativeness in the

dataset. On the other hand, ML-centric models prioritize the algorithmic aspect, with

a focus on selecting and tuning the right machine learning algorithms to optimize

performance. In this paradigm, the effort is more on improving the model architecture,

tweaking hyperparameters, and employing sophisticated algorithms to achieve the

desired results. The choice between a data-centric or ML-centric approach often

depends on the specific problem, available resources, and desired outcomes.

In this subsection, we compare the performance of 18 ML models employing

3 classifiers, namely SVM, GBT, and XGB and applying several dimensionality

reduction methods (PCA, ICA and k-best).According to the results in Table 5,

SVM+PCA outperformed all other ML models by achieving the highest score in terms

of recall with 99.3%. Additionally, we observe that the SVM classifier combined with

dimensionality reduction methods, i.e. SVM+k-best or SVM+PCA, have the highest

recall rates for all feature set combinations. However, those models do not reach

high scores in terms of precision (between 56.5% and 64.4% ) and F1-Score (between

71.9% and 78.2% ). On the other hand, we report the best results in terms of precision

and F1-Score with XGB and GBT classifiers across all feature sets. Meanwhile, these

classifiers do not reach the highest results in terms of recall, but they still achieve

results close to the highest score with slightly lower results.

While comparing the performances of ML models, we again applied the Scott-Knott

test to support our results. Besides, in this paper, we adopted a data-centric modeling

approach, emphasing on the meticulous analysis of our dataset and labeling data. As
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((a)) Recall ((b)) Precision ((c)) F1-Score
Figure 7.9 : Scott-Knott test results for ML models.

detailed in Section 7.3.5, when labeling the data, we selected commits that have files

labelled as vulnerable at least once in entire change histories. Data-centric model

refers to an approach that centers around a system, project, or study with a specific

emphasis on data. This approach places data at the core, prioritizing in-depth analysis

and utilization of data to achieve better results. Thus, we focus on the analysis

and utilization of data rather than focusing solely on the models, providing a more

comprehensive perspective.

7.3.6.4 Effect of dimensionality reduction

The results show that applying dimensionality reduction techniques with some models

improved performance. However, the improvements are not consistently significant

across all models and feature combinations. In Table 7.5, we observe that when PCA is

applied with XGB and GBT classifiers, the performance metrics often show a decrease

in recall, precision, and F1-Score compared to the non-PCA models. This reduction in

performance may be due to the linear nature of PCA, which may not effectively capture

underlying patterns in data when dealing with complex, nonlinear relationships. On the

other hand, while PCA is applied with SVM improve the recall metrics in general, it

cannot improve the precision and F1-Scores. Meanwhile, models with ICA applied

also show a decrease in performance compared to models without ICA. The impact

of k-best varies depending on the specific model and feature set. In some cases, it

leads to improved performance by focusing on the most informative features. For

instance, SVM+k-best stands out with high recall, which may indicate that the selected

k features are particularly effective for that model.

7.3.6.5 Effect of using more realistic test set

When test set ratio is 50%, as shown in the Table7.5 the highest Recall rate was

achieved using the SVM+PCA model, with a score of 99.3%, indicating that this
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Table 7.6 : Software vulnerability prediction performance when the test set class ratio
is imbalanced(10%-90%).

SM+CS+Bug+Ref SM+CS SM+Bug SM+Ref SM
Model Name R P F1 R P F1 R P F1 R P F1 R P F1
XGB 99 42.7 59.6 96.3 45.2 61.5 81.8 31.5 45.4 74.7 25.9 38.5 79.6 31 44.5
GBT 98.6 39.5 56.4 96 41.7 58.2 83.1 30.7 44.8 77.4 27.1 40.1 83.3 30.3 44.5
SVM 99.2 24.6 39.4 97.9 21 34.6 93.1 21.3 34.6 93.7 20.1 33.1 97.8 20.4 33.7
XGB+PCA 88.6 31.9 46.9 82.3 31.4 45.4 74 24 36.3 73.2 24.5 36.6 71.6 24.5 36.5
GBT+PCA 92.8 32.7 48.3 84.4 30.5 44.7 77.1 24.5 37.2 73.7 24.8 37 74 25.2 37.6
SVM+PCA 99.6 21.7 35.7 98.9 20.5 33.9 96.9 20.3 33.6 98.4 20.1 33.4 98.4 20.2 33.5
XGB+ICA 88.2 30.8 45.6 84.1 30.8 45 75.3 25.2 37.8 79.5 24.4 37.3 69.6 24.6 36.3
GBT+ICA 90.6 31.6 46.9 84.9 30.1 44.4 76.7 24.5 37.2 74.2 24.1 36.3 70.2 25.2 37.1
SVM+ICA 99 22.1 36.1 98.6 20.6 34.1 95.3 20.2 33.3 97.4 20.2 33.4 97.3 20.2 33.4
XGB+k-best 96.4 41.8 58.2 90.6 37.6 53 70.7 25.7 37.6 72.6 26.6 38.8 71.6 25.9 37.9
GBT+k-best 90.4 33.1 48.5 87.5 31.7 46.5 70.2 24.7 36.3 75.3 26.7 39.4 71.8 24.7 36.6
SVM+k-best 99.7 20.5 34 98.3 21.1 34.7 99.2 20 33.3 99.1 20 33.3 98.9 20 33.2
XGB+PCA+k-best 95.6 39.7 56 90.7 38.1 53.7 68.7 24.5 36.1 69.5 25.2 37 67.8 25.4 37
GBT+PCA+k-best 92.8 32.7 48.3 84.4 30.5 44.7 77.1 24.5 37.2 73.7 24.8 37 74 25.2 37.6
SVM+PCA+k-best 94.6 22.6 36.5 98.8 21 34.6 95.8 20.2 33.3 97.4 20.7 34.1 98.4 20 33.3
XGB+ICA+k-best 94.6 38.3 54.5 87.8 36.4 51.5 71.8 25.4 37.5 72.1 24.1 36.1 68.4 26.4 38
GBT+ICA+k-best 90.6 31.6 46.9 84.9 30.1 44.4 76.7 24.5 37.2 74.2 24.1 36.3 70.2 25.2 37.1
SVM+ICA+k-best 94 22.8 36.7 98.8 21.6 35.5 95.8 20.1 33.2 95.3 20.6 33.8 97.3 20.3 33.6

model was able to correctly identify 99.3% of all software vulnerabilities. The highest

Precision rate was achieved using the XGB model, with a score of 96.9%, indicating

that this model had the highest proportion of correctly identified vulnerabilities among

all identified vulnerabilities. Moreover, the highest F1-Score rates were achieved

using the XGB model, with 97.3%, indicating that this model had the highest overall

performance in terms of correctly identifying both positive and negative cases.

According to results, the performance of ML models for predicting software

vulnerabilities can be improved by combining different classifiers and feature selection

methods. In particular, the SVM+PCA combination showed high potential for

accurately identifying a large proportion of software vulnerabilities, while the XGB

model showed high precision in identifying vulnerabilities. Meanwhile, the XGB

model showed strong overall performance, indicating that it may be a useful choice

for a general-purpose model for predicting software vulnerabilities.

When test set ratio is 90%, in Table 7.6 the results showed that the XGB model

achieved the highest precision and F1 scores when software metrics and code smells

(SM+CS) were used. On the other hand, SVM+k-best outperforms other models with

the highest recall score of 99.7%.
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When considering all features (SM+CS+Bug+Ref), XGB outperforms other models

with the highest precision of 42.7% and an F1 score of 59.6%. The recall for XGB

is also notably high at 99%. Similarly, when considering only SM+CS feature set,

XGB again shows the best performance with a precision of 45.2% and an F1 score of

61.5%. Besides, for both only SM and SM+Bug feature sets, XGB model continues

to demonstrate superior precision and F1 scores. On the other hand, GBT achieves the

highest precision and F1 scores in SM+Ref feature set.

Furthermore, SVM+k-best combination achives high recall rates across all feature sets

except SM+ CS, shows significantly lower precision and F1 scores compared to XGB

and GBT. When using of PCA, ICA, and k-best as dimensionality reduction techniques

with XGB and GBT classifiers generally leads to a decrease in performance metrics.

To sum up, SVM has high recall rates whereas XGB generally exhibits the best

performance in terms of precision and F1 score across various feature combinations.
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8. THREATS TO VALIDITY

In this section, we discuss possible threats to the validity of our study including threats

to external, construct, internal, and conclusion validity.

8.1 External Validity

Threats to external validity relate to the applicability of the findings in other

environments such as other software projects, other programming languages, etc. This

thesis is limited to open source Java projects belonging to the Apache ecosystem.

It is essential to consider the diversity of projects, development practices, and

organizational contexts to enhance the external validity of the study. Hence, we

cannot prove the generalization of our study results to industrial projects or to projects

implemented in other languages or other ecosystems. Nevertheless, two extensive

and diverse public datasets employed in our investigation provides a comprehensive

source of information. The first dataset consists of 57,528 refactoring actions in

thousands of commits on 33 projects with a diversity of age, size, and domain. Besides,

the second dataset contains 47,303 pull requests, 163,057 issues, 2,987,591 emails,

and 366,322 commits. We also chose four/six projects with the greatest quantity of

real vulnerability data in our explanatory studies. Thus, we can safely argue that

our research questions have so far been addressed on the largest and most diverse

datasets in this field. Moreover, to mitigate threats related to reliability, we took

several measures. In Chapter 4, we provide a comprehensive description of the data

preparation pipeline, ensuring transparency and reproducibility. Besides, in Chapter 6

and in Chapter 7, we thoroughly outline the analysis steps and methods employed in

the thesis. Although both datasets were extensively created including many projects

with various tool support, the first dataset, namely Technical Debt dataset still has

some data inconsistencies or lack accurate links between certain software artifacts. For

example, we noticed that Ptidej tool periodically performs code smell analysis on all

files in a project, but there is no link between these files and the commits on which code
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smell(s) are matched. For this reason, the files on which code smell(s) are detected in

a commit may not match the changed files in a commit. We assume that Ptidej might

have been executed on a periodical fashion for all files, not just on the changed files.

This requires certain preprocessing on the tool results to identify only the changed files

and newly emerged code smells during those commits. Please note that, as we use a

publicly available dataset in the exploratory study, provide the additional data package

that we generated, and report our data processing methods in detail, other studies can

also replicate or refute our findings on the relationships between refactoring activities

and code debt indicators. Additionally, as we also use a publicly available dataset

in the explanatory studies, provide all the query scripts, collected data and extracted

additional dataset in detail, other studies can also replicate or refute our findings on

the relationships between TD and software vulnerabilities. To enhance the reliability

and balance of our dataset, we selected commits that have files marked as vulnerable

at least once throughout their change histories as explained in detail in Section 7.3.5.

Furthermore, in order to assess the robustness and generalizability of our models, we

conducted supplementary experiments where we intentionally created an imbalanced

ratio within the test set. This involved varying the rates at 70%, 80%, and 90%. By

doing so, we aimed to simulate real-world scenarios where the data distribution may

significantly differ from the training data.

8.2 Construct Validity

Threats in this category regard to the relationship between the theory and the

observation, the constructs defined in research questions for direct/indirect TD

indicators and software vulnerabilities. It is crucial to ensure that the chosen

indicators effectively capture the concepts of interest and provide reliable and

valid measurements. There may be alternative definitions or measures of TD

and vulnerabilities that were not considered in the study, potentially impacting the

construct validity. SmartSHARK dataset includes software metrics collected by

SourceMeter tool, and hence metrics that the tool could not identify are excluded.

Nevertheless, SourceMeter is able to extract the majority of the most popular metrics.

Also, both dataset used in this study contains refactoring actions collected by RMiner

tool, and hence refactoring types that the tool does not identify are excluded.
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Nevertheless, it is worth noting that RMiner is able to support the majority of the most

popular refactoring types [205] applied by developers. Moreover, we are aware that

calculating precision and recall in a reliable manner is essential to correct and complete

detection of refactorings. In this context, RMiner tool shows about 98% and 87% of

precision and recall, respectively. However, It is worth noting that there is no golden

set reporting the actual refactoring operations over all the history of the considered

projects. Also, RMiner which is one of the most widely used tools for detecting

refactoring activities is a state-of-the-art tool [153,154]. Furthermore, the code debt

indicators are defined as code smells and faults, as the prior research and literature

reviews on TD identify those two as the most commonly observed direct indicators.

In Technical Debt dataset, code smells extracted with SonarQube are excluded in our

exploratory study as its code smell calculation is not clearly defined and validated

against the other tools in the literature. Also, the amount of code smells identified

by every SonarQube execution is quite higher than those by every Ptidej run, which

might indicate high false positive rates. So, we used the code smells identified by

Ptidej in the public dataset, and hence the exploratory study context is limited to the

code smell rules and types identified by this tool. Additionally, the context of the

explanatory study is also limited to the code smell rules and types defined by PMD

as we use code smells defined by this tool. There are many code smells, most of

which are described by Fowler [50], and new ones have also been proposed in the

literature. Also, different smell detection tools have been proposed, each of which

is characterized by unique properties and rules [185,213] such as JDeodorant [220],

iPlasma [219]. The detection tools utilize various detection techniques that often

rely on calculating standard object-oriented metrics or a set of combined metrics,

and determining threshold values. Setting a threshold for each metric value would

require considering the software system size, the expertise of software engineers and

developers [120,185]. The selected threshold values also have a potential impact on the

number and type of code smells, i.e. it may cause detection of redundant code smells

or missing many code smells. Therefore, the choice of detection tool definitely affects

our experiments when identifying code smells. Note that, both PMD and Ptidej have

well-structured procedures through rule cards and imports related rule cards when each

time detection of a specific code smell is requested. Also, the tools can detect several
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code smell types, and the rules it uses have extensive validation. A similar limitation

exists regarding the software faults identified in the boht datasets, but the authors of

both Technical Debt dataset and SmartSHARK dataset utilized the state-of-the-art tools

like SZZ and issue repositories to identify faults, link them to commits for fixing and

inducing changes. The dataset gives all the details and can be analyzed to confirm the

statistics provided in our study. Although we used the PMD, we need to clarify that we

did not use any of the SZZ, Ptidej, RMiner, and SonarQube tools as the datasets provide

the extracted data through them. Therefore, the findings of the exploratory study and

explanatory study are limited in the context of this dataset, and any threat at the data

collection stage would, unfortunately, impact our findings. Therefore, analyzing and

validating the results with other datasets and other tools are among our future research

directions.

8.3 Internal Validity

Internal validity refers to the degree that a study provides credible and accurate

evidence for establishing a causal relationship between variables. In this thesis,

it concerns the ability to establish a causal relationship between TD and software

vulnerabilities accurately. Possible threats to internal validity that may have impacted

our findings are primarily associated with the measurement of constructs at various

levels of granularities, or the comparison of different items with one another. For

example, in the study presented by Bavota et al. [222], while the refactoring actions

were analyzed at the release-level, the faults were examined at the commit-level.

However, such analysis could affect the observations as it is not possible to know if

the refactoring, detected between two releases, is implemented on the commits that

induced at least one fault. We conduct commit-level analysis interms of direct/indirect

TD indicators and vulnerabilities to avoid that problem. Besides, as we mentioned

in RQ1.3, Cedrim et al. [119] identified the consecutive commits according to the

order of they were merged into the main branch while doing the code smell analysis.

When analyzing the relationships between refactoring activities and code smells, we

made sure that we examined the consecutive commits where the same files affected by

refactoring were changed. Therefore, our study design ensures that the refactorings and

code smells are analyzed on the same files. Furthermore, potential threats to internal
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validity include confounding variables that may influence the relationship, such as

other factors impacting software security or unobserved variables not accounted for

in the analysis. To mitigate this threat, we employed rigorous research design and

performed comprehensive analysis using direct and indirect TD indicators. Moreover,

in a software project, we examined software metrics, code smells, bugs and refactoring

activities that can affect the relationship between TD and vulnerabilities. It is also

possible that the TD and its mitigation method in a file are affected by the decisions

and experience of the developers. But, it is beyond the scope of this post to investigate

the causality between developers and TD.

8.4 Conclusion Validity

Conclusion validity relates to the reliability of the inferences and conclusions drawn

from the analysis. Threats to conclusion validity may arise from statistical issues, such

as small sample sizes or low statistical power, which can limit the generalizability

of the findings. Analysis for each research question on the same commits is quite

significant for us because in exploratory study, we need to form a different subset of

commits in each question for linking refactorings to projects, refactorings to smelly

commits, and to fault-inducing and -fixing commits. Thus, we applied a different

preprocessing and analysis method to address each research question. Moreover, we

present appropriate visualizations such as pie charts, box plots, bubble plot to show

our findings from different perspectives. One can think that our RQ1.3 findings do

not consider code smells moving from one file to another. In other words, when a

refactoring activity creates a new file and moves code blocks to the file, existing code

smells may be moved from one file to another. Then we might misinterpret that the

refactoring activity actually reduces the code smells, although code smells are simply

moved from one file to another. Such cases might influence our results because we

do not have the code blocks of every change in every file during a commit in the

dataset, and hence, we cannot prove whether a code smell is really removed with a

refactoring activity or it is simply moved to a new file. Our results are limited to

the explored Java projects, but the prediction results are statistically compared across

various representations and models and validated through nonparametric significance
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tests. To this end, we applied statistical tests that support our conclusions, such as

Scott-Knott to evaluate the differences between various refactoring types or projects.
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9. CONCLUSION

The TD metaphor is widely used as it explains to both technical and non-technical

stakeholders that managing the long-term effects of short-term remedies is critical.

The major direct indicators of TD are represented by code smells and fault hazards

due to poor design and implementation choices. Also, software metrics can often

be used as indirect TD indicators. On the other hand, refactoring, which aims to

improve the internal structure of the software systems preserving their behavior and is

the primary factor of the introduction of the TD metaphor, is the most common strategy

for the repayment of the TD by removing the code smells and faults and preventing the

occurrence of faults. TD and software security may have a strong relationship in the

sense that both can affect the quality attributes of a software system including security

maintainability, sustainability and evolvability. TD refers to extra maintenance cost

and improvement of software projects due to past decisions that can make it harder

to add new features or fix bugs. Software security, on the other hand, refers to the

measures for protecting against security risks by building secure software. In this

context, software systems with high TD may be more vulnerable to attacks as it is

more difficult to understand, test, update, and maintain. In this thesis, we primarily

investigate the relationship between TD and software vulnerabilities, addressing two

RQs and their sub-questions through a combination of exploratory and explanatory

studies.

When answering RQ1 and its subquestions, we conducted an exploratory study on a

publicly available Technical Debt dataset which includes 57,528 refactoring activities,

37,553 code smells, 27,340 faults, and 134,812 commits of 33 Java open source

projects. We explored the relationship between refactoring activities and code debt

indicators (code smells and faults) in software projects. We examined 29 different

refactoring types and their prevalence across projects, finding that specific types were

more frequently used, aiming to eliminate code smells. Contrary to previous studies,

we observed that although refactoring activities are mostly inconsequential/neutral,
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they are usually not harmful, with no differences depending on the types of refactoring

chosen. This consistency in results was attributed to factors like data processing

and matching criteria. Moreover, according to the findings of our exploratory study,

various activities (e.g. new task developments, bug-fixing coding activities) are

performed in commits where refactoring activities are applied, and some of them

might be associated with code smells. Additionally, we reported that commits with

refactoring activities were three times more likely to introduce faults, emphasizing the

link between refactoring and fault-inducing changes.

When answering RQ2 and its subquestions, we conducted two explanatory studies on a

publicly available SmartSHARK dataset that we extended by adding real vulnerability

data. SmartSHARK enables to conduct a comprehensive empirical study and consists

of 77 projects belonging to Apache Software Foundation repository which is a

well-known ecosystem developed in Java. In the dataset, the projects include between

1,000 and 20,000 commits. SmartSHARK contains 47,303 pull requests, 163,057

issues, and 366,322 commits. Moreover, it has data including refactoring activities,

developer information, code changes, clone instance, and bug-fixing activities. In our

first explanatory study, we intend to investigate vulnerability-inducing code changes

and source code representations that explain those. Software metrics based code

representation method outperformed embedding based code representation method in

terms of recall, precision and F-Measure. Thus, in the second explanatory study, to

improve the performance of the vulnerability prediction models, we directly focus on

the impact of TD indicators, such as faults and code smells, and TD mitigation methods

such as refactoring activities. Furthermore, we conducted the analysis on more projects

to increase the validity of our conclusions. Furthermore, in the first explanatory study,

we used the SZZ algorithm to extract vulnerability-inducing commits. On the other

hand, vulnerabilities are different from common bugs and a lot of vulnerabilities

are foundational, i.e., they are introduced at their initial time. Therefore, in the

second explanatory study, to identify vulnerability-inducing commits, we utilized the

vulnerability-specific SZZ algorithm, namely V-SZZ [173]. Based on our findings,

it has been observed that both direct and indirect TD indicators and mitigation

methods in software development, including software metrics, code smells, bugs, and

refactoring activities, play a significant role in the introduction of vulnerabilities in
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software projects. Furthermore, our observations indicate that when software metrics

are combined with code smells, they achieve better results in predicting software

vulnerabilities compared to the combination of refactoring activities and bugs.
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APPENDIX A : Software Vulnerability Prediction Results

Table A.1 : Software vulnerability prediction performance when the test set class
ratio is imbalanced(30%-70%)

SM + CS + Bug + Ref. SM + CS SM + Bug SM + Ref. SM
Model Name R P Acc F1 R P Acc F1 R P Acc F1 R P Acc F1 R P Acc F1

XGB 98.6 72.4 84.2 83.5 97.3 76.3 86.8 85.5 79.3 57.5 68.3 66.6 73.7 47 56.2 57.3 81.4 58.2 69 67.8
GBT 98.5 70 82.2 81.8 95.8 70.7 82.4 81.3 81.6 56.1 67.1 66.4 78.7 50.3 60.3 61.2 82.3 56.4 67.4 66.9
SVM 98.8 47.8 56.1 64.5 98.4 41.9 44.8 58.8 93.7 41.9 45.6 57.9 95 40.9 43.2 57.2 97.8 40.6 41.8 57.3

XGB+PCA 89.3 57.5 69.1 69.9 83.3 57.5 68.7 68.1 74.7 47.2 56.5 57.8 71.6 47 56.1 56.6 72.8 47.9 57.3 57.7
GBT+PCA 91.4 58.6 70.4 71.4 84.9 55.5 66.7 67.1 77.4 47.5 56.7 58.8 70 45.5 54.2 55 75.3 48.6 58.4 59.1
SVM+PCA 99.2 42.6 459 59.6 99.3 40.9 42.2 57.9 96.1 40.3 41.5 56.8 98.7 40.3 41.1 57.3 98.6 40.1 40.6 57
XGB+ICA 89.5 57.1 68.7 69.7 82.5 56.6 67.5 67.1 75.6 48.1 57.5 58.7 73.9 45.6 54.3 56.3 74.1 48.7 58.5 58.7
GBT+ICA 91.7 57.8 69.6 70.9 85.4 55 66.1 66.9 76.7 47.2 56.4 58.4 68.9 43.7 52 53.5 74.3 49.8 59.8 59.6
SVM+ICA 98.8 43.4 47.6 60.3 99.1 41.2 42.9 582 95.6 40.4 41.8 56.8 974 40.4 41.5 57.1 98.1 40.3 41.1 57.1

XGB+k-best 96 71.1 82.5 81.6 89.2 65.4 76.7 75.4 69.9 47.9 57.5 56.6 67.9 47.2 56.7 55.5 70 48 57.6 56.8
GBT+k-best 88.7 59.4 71 71.1 86.6 57.2 68.4 68.7 71.1 46.7 55.8 56.1 69.7 46.1 55.3 55.4 71.8 46.9 56 56.5
SVM+k-best 99.6 45 41 57.7 96.1 41.4 43.5 57.6 99.9 40 40 57.1 99.6 40 40 57.1 99.7 40 40 57.1

XGB+PCA+k-best 95.3 68.9 80.7 79.9 90.1 66.9 78.2 76.8 69.3 48.4 58.1 56.9 65.5 47 56.6 54.7 71.9 50.4 60.4 59.2
GBT+PCA+k-best 91.4 58.6 70.4 71.4 84.9 55.5 66.7 67.1 77.4 47.5 56.7 58.8 70 45.5 54.2 55 75.3 48.6 58.4 59.1
SVM+PCA+k-best 95.2 44.6 50.4 60.7 98.5 41.6 44.1 58.5 94.8 40.1 41.3 56.4 96.8 40.9 42.8 57.5 98.7 40.3 40.9 57.2
XGB+ICA+k-best 94.6 67.5 79.5 78.8 88.2 64.8 76 74.7 72.6 48.4 58 58 66.1 44.4 53.4 53 72.7 50.6 60.8 59.6
GBT+ICA+k-best 91.7 57.8 69.6 70.9 85.4 55 66.1 66.9 76.7 47.2 56.4 58.4 68.9 43.7 52 53.5 74.3 49.8 59.8 59.6
SVM+ICA+k-best 94.7 44.9 51 60.9 99 42.9 46.9 59.9 95.2 40.1 41.2 56.4 96.1 41.3 43.9 57.8 97.9 40.8 42.4 57.6

Table A.2 : Software vulnerability prediction performance when the test set class
ratio is imbalanced(20%-80%)

SM + CS + Bug + Ref. SM + CS SM + Bug SM + Ref. SM
Model Name R P Acc F1 R P Acc F1 R P Acc F1 R P Acc F1 R P Acc F1

XGB 99.1 58.4 78.3 73.4 97.8 62.6 81.7 76.3 80.1 45.8 65.3 58.2 78.3 39.6 56.9 52.5 80 46.5 66 58.7
GBT 98.6 55.1 75.2 70.6 95.6 57.2 77 71.5 83.8 44.9 64 58.5 76.9 39.4 56.8 52 81.3 45.2 64.5 58
SVM 99.3 36.2 47.1 531 97.8 31.5 35.3 47.7 93.8 32.1 38.2 47.8 93.1 30.7 33.9 46.2 98.2 30.8 32.7 46.9

XGB+PCA 88.1 44.3 63 58.9 83 45.5 64.8 58.7 73.5 35.4 51.5 47.7 73.4 37.1 53.6 49.2 70.9 36.5 53.9 48.1
GBT+PCA 92.2 45.8 64.7 61.2 84.4 44.2 63.1 58 76.2 36 51.9 48.9 72.4 36.7 53.2 48.6 73.8 37.5 55 497
SVM+PCA 99.3 32.2 36.8 48.6 99 30.7 32.3 46.9 95.6 30.5 32.9 46.3 98.3 30.7 31.8 46.8 99 30.4 31.3 46.5
XGB+ICA 87.8 44.4 63 58.9 82.7 44.2 63.1 57.6 76.3 37.1 53.8 49.9 72.4 35 50.7 47.1 69.7 36.4 53.9 47.8
GBT+ICA 88.5 44.3 62.9 59 84.8 43.1 61.6 57.2 77.2 36.1 51.6 49.1 67.9 34.5 50.8 45.7 72.2 37.7 55.6 49.5
SVM+ICA 98.6 32.8 38.6 49.2 98.7 30.9 33 47.1 94.9 30.6 33.3 46.2 97.9 31 32.9 47.1 98.4 30.5 31.9 46.6

XGB+ 95.5 56.2 76.1 70.7 89.9 52.5 72.2 66.2 68.8 36.6 54.4 47.6 64.5 36 54.5 46 68.4 37.2 55.4 48
GBT+k-best 87.6 45.7 65 60.1 86.7 45.6 64.5 59.6 69 35.2 52.1 46.4 67.2 35.4 52.7 46.3 70 36.2 53.5 47.5
SVM+k-best 99.8 30.3 30.8 46.5 95.9 31.3 34.7 47 99.9 30.2 30.3 46.4 99.7 30.5 30.4 46.6 99.8 30.2 30.3 46.4

XGB+PCA+k-best 95.3 54.5 74.6 69.3 90.8 54.3 74.2 68 68.4 36.4 54.3 47.4 68.3 37.5 55.3 48.3 69.4 38 56.6 49.1
GBT+PCA+k-best 92.2 45.8 64.7 61.2 84.4 44.2 63.1 58 76.2 36 51.9 48.9 72.4 36.7 53.2 48.6 73.8 37.5 55 49.7
SVM+PCA+k-best 95.8 33.8 42.2 49.9 98.6 31.4 34.7 47.7 95.1 30.4 32.8 46.1 97.9 31.5 34.3 47.7 98.5 30.3 31.2 46.4
XGB+ICA+k-best 94.1 55.6 75.5 69.9 89.1 51.9 71.8 65.6 73.8 38.6 56.5 50.6 67.6 34.2 50.6 45.3 71.2 38.6 57.1 50
GBT+ICA+k-best 88.5 44.3 62.9 59 84.8 43.1 61.6 57.2 77.2 36.1 51.6 49.1 67.9 34.5 50.8 45.7 72.2 37.7 55.6 49.5

SVM+ICA+k-best 95.7 34 42.8 50.2 98.4 32.3 37.2 48.6 94.9 30.3 32.4 45.9 97.6 31.9 35.6 48 98.2 30.8 32.9 46.9
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