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TOWARDS ROBUSTNESS IN 3D POINT CLOUD ANALYSIS:
NOVEL APPROACHES TO

ADVERSARIAL ATTACKS AND DEFENCES

SUMMARY

This thesis explores the domain of adversarial robustness in 3D point cloud data,
addressing both the offensive and the defensive aspects of adversarial interactions. The
subject focuses on designing methods for adversarial attacks and defence mechanisms,
particularly for applications in safety-critical domains like autonomous driving,
robotics, and facial recognition.

The first part of the study introduces a novel adversarial attack method, named the
ε-Mesh Attack. This method confines perturbations to the surface of 3D meshes,
preserving the structural integrity of facial data. Unlike traditional approaches that
operate within a 3D ε-ball, the ε-Mesh Attack reduces the optimization domain
to 2D triangular planes by employing two projection methods: Central projection
and Perpendicular projection. These methods ensure that adversarial manipulations
remain realistic while misleading classification models. Evaluations were conducted
using PointNet and DGCNN models trained on well-known 3D datasets. The results
demonstrate that the ε-Mesh Attack effectively compromises model performance
while maintaining the original surface integrity.

In the second part, the thesis proposes a novel defence mechanism called Point
Cloud Layerwise Diffusion (PCLD). PCLD enhances robustness by employing a
diffusion-based purification process that operates layer by layer within the neural
network. The method involves training diffusion probabilistic models for each layer of
a classifier, enabling hierarchical purification of adversarial perturbations. Suggested
Point Cloud Layerwise Diffusion method was tested against state-of-the-art defence
techniques and showed superior or comparable performance, particularly in defending
against deeper-layer attacks.

The conclusions derived from this research emphasize the importance of preserving
structural integrity during adversarial attacks and the effectiveness of layerwise
purification in defending against such attacks. The findings contribute to advancing
secure and resilient 3D point cloud processing methods, paving the way for their safe
deployment in critical applications. Future work aims to extend these methods into the
temporal domain and adapt them to handle emerging adversarial strategies effectively.
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3B NOKTA BULUTU ANALİZİNDE GÜRBÜZLÜĞE DOĞRU:
ÇEKİŞMELİ SALDIRILAR VE SAVUNMALAR

İÇİN YENİ YAKLAŞIMLAR

ÖZET

Bu tez, 3B nokta bulutu verilerinin işlenmesinde güvenlik ve dayanıklılığı artırmayı
hedefleyen yenilikçi yöntemler geliştirmektedir. Nokta bulutu verileri, sırasız ve
düzensiz yapıları nedeniyle analiz edilmesi ve işlenmesi oldukça karmaşık bir veri
türüdür. Bu veriler, fiziksel dünyayı üç boyutlu olarak temsil etme kabiliyetleri
sayesinde, otonom sürüş, robotik, artırılmış gerçeklik ve yüz tanıma gibi alanlarda
geniş bir uygulama yelpazesi bulmuştur. Ancak, bu uygulamalardaki sistemlerin
yalnızca yüksek doğrulukta çalışması yeterli değildir; aynı zamanda güvenlik
tehditlerine karşı dayanıklı olmaları gerekmektedir. Güvenlik açıklarına maruz kalan
sistemler, hem bireysel hem de endüstriyel kullanımda büyük riskler yaratmaktadır.
3B nokta bulutu verileri üzerindeki saldırılar, sistem performansını olumsuz yönde
etkileyebilir ve potansiyel olarak ciddi sonuçlara yol açabilir. Bu nedenle, bu
tez kapsamında hem saldırı hem de savunma mekanizmalarını içeren kapsamlı bir
araştırma yürütülmüştür.

Tezin ilk bölümünde, yeni bir saldırı yöntemi olan ε-Mesh Saldırısı tanıtılmıştır.
Geleneksel ε-topu tabanlı saldırılardan farklı olarak, bu yöntem pertürbasyonları
yalnızca 3B yüzeylerle sınırlandırmakta ve optimizasyon alanını iki boyutlu üçgen
düzlemlere indirgemektedir. Geleneksel saldırılar genellikle yüzey deformasyonlarına
neden olarak görsel olarak belirgin manipülasyonlar yaratmaktadır. Bu durum,
saldırının gerçekçilikten uzaklaşmasına ve savunma sistemleri tarafından daha kolay
tespit edilmesine yol açmaktadır. Buna karşılık, ε-Mesh Saldırısı, iki boyutlu üçgen
düzlemler üzerinde çalışan bir optimizasyon süreci ile yüzey bütünlüğünü korurken,
sınıflandırma modellerini etkili bir şekilde yanıltmayı başarmaktadır.

ε-Mesh Saldırısı, Merkezi Projeksiyon ve Dik Projeksiyon olmak üzere iki farklı
teknikle uygulanmıştır. Merkezi Projeksiyon yöntemi, pertürbasyonları üçgenin kütle
merkezine doğru yönlendirirken, Dik Projeksiyon yöntemi, pertürbasyonları üçgene
en yakın noktaya taşımaktadır. Her iki projeksiyon yöntemi de yüzey yapısının
korunmasını ve saldırının daha gerçekçi olmasını sağlamaktadır.

ε-Mesh Saldırısı, CoMA, Bosphorus ve FaceWarehouse gibi tanınmış veri kümeleri
üzerinde test edilmiştir. Bu veri kümeleri, 3B yüzey verilerinin yanı sıra yüz
ifadeleri gibi karmaşık geometrik yapıların temsilinde kullanılmaktadır. Deneyler,
ε-Mesh Saldırısı’nın, sınıflandırma modellerini yanıltmada etkili olduğunu ve yüzey
bütünlüğünü koruduğunu göstermiştir. Örneğin, DGCNN modeli üzerinde CoMA
veri kümesi kullanılarak yapılan testlerde, geleneksel saldırılar ile %0.5 oranına kadar
çıkan yüzey deformasyonu, ε-Mesh Saldırısı ile %0.15 seviyesine düşürülmüştür.
Ayrıca, ε-Mesh Saldırısı’nın sınıflandırma doğruluğunu ortalama %97 oranında

xxiii



azalttığı gözlemlenmiştir. Bu sonuçlar, özellikle yüz tanıma gibi yüzey bütünlüğünün
kritik önem taşıdığı uygulamalarda, ε-Mesh Saldırısı’nın oldukça etkili bir yöntem
olduğunu göstermektedir. Yüzey deformasyonlarının düşük seviyede tutulması,
saldırının görsel gerçekçiliğini artırmakta ve tespit edilmesini zorlaştırmaktadır.

Tezin ikinci bölümünde, 3B nokta bulutu verilerinin saldırılara karşı dayanıklılığını
artırmak amacıyla geliştirilen Katman Tabanlı Nokta Bulutu Difüzyonu (PCLD)
yöntemi tanıtılmıştır. Difüzyon yöntemleri, başlangıçta generatif modeller olarak
tasarlanmıştır ve bir veri kümesinin temel dağılımını öğrenerek yeni örnekler üretmek
için kullanılmıştır. Ancak bu çalışmada, difüzyon modelleri, yüksek boyutlu
ara katman dağılımlarını öğrenmek ve adversarial pertürbasyonları temizlemek
amacıyla uyarlanmıştır. Bu mekanizma, giriş verisinden başlayarak sinir ağının
her katmanındaki ara temsilleri difüzyon yoluyla düzenler ve temizler. Böylece,
hem giriş seviyesinde hem de daha derin katmanlarda meydana gelen saldırı etkileri
etkili bir şekilde azaltılır. Bu yöntem, sınıflandırıcı modellerin her bir katmanı için
difüzyon olasılık modelleri eğitilerek, saldırıya uğramış verilerin etkisinin hiyerarşik
bir temizleme süreci ile azaltılmasını sağlamaktadır.

PCLD yöntemi, ModelNet40 veri kümesi üzerinde yapılan kapsamlı deneylerle
değerlendirilmiştir. Bu deneylerde, PointNet++, DGCNN ve CurveNet gibi modern
sınıflandırıcılar üzerinde, PCLD’nin savunma performansını artırdığı görülmüştür.
Örneğin, PointNet++ modeli üzerinde yapılan testlerde, PCLD’nin saldırıya uğrayan
modellerde doğruluk oranını %89 seviyesine yükselttiği gözlemlenmiştir. Daha
karmaşık senaryolarda ise, DGCNN ve CurveNet modellerinde PCLD kullanıldığında
doğruluk oranının %92’den %96’ya çıktığı rapor edilmiştir. PCLD’nin katmanlar
arası yüksek boyutlu dağılımları öğrenerek, saldırıların etkilerini temizleme kabiliyeti,
yöntemin farklı model mimarileri ve saldırı senaryoları için geniş bir uygulanabilirlik
sunduğunu göstermektedir.

Araştırma sonuçları, hem saldırıların hem de savunma mekanizmalarının tasarımında
yapısal bütünlüğün korunmasının kritik önem taşıdığını vurgulamaktadır. ε-Mesh
Saldırısı, 3B yüzeylerde gerçekçi manipülasyonlar yapma kabiliyetine sahipken,
PCLD yöntemi, katman bazında gerçekleştirdiği temizleme süreçleri ile saldırılara
karşı dayanıklılığı artırmaktadır. Bu iki yöntem, güvenlik ve dayanıklılık
gereksinimlerini karşılayarak 3B nokta bulutu işleme alanında yenilikçi bir çerçeve
sunmaktadır.

Bu tez, yalnızca mevcut zorlukları ele almakla kalmayıp, gelecekteki araştırmalara
ve uygulamalara da güçlü bir temel sunmaktadır. Gelecekteki çalışmalar, önerilen
yöntemlerin zaman boyutuna genişletilmesi ve dinamik 4B verilere uygulanması
üzerinde yoğunlaşabilir. Özellikle, zamanla değişen verilerin analizi, bu yöntemlerin
etkinliğini artırarak uygulama alanlarını genişletecektir. Bunun yanı sıra, önerilen
yöntemlerin daha büyük veri kümelerine ve daha karmaşık modellere ölçeklenebilirliği
üzerinde çalışılması gerekmektedir. Ayrıca, yeni ortaya çıkan saldırı stratejilerine
uyum sağlamak ve bu tehditlere karşı etkili çözümler geliştirmek için adaptif savunma
mekanizmalarının tasarlanması, bu alanda önemli bir araştırma alanı olarak öne
çıkmaktadır.

Önerilen yöntemlerin pratikteki uygulanabilirliği, özellikle güvenlik açısından kritik
görevlerde büyük bir potansiyele sahiptir. ε-Mesh Saldırısı, yüzey deformasyonlarını
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en aza indirerek gerçek dünyadaki uygulamalar için daha gerçekçi ve tespit edilmesi
zor saldırılar sunmaktadır. Örneğin, yüz tanıma sistemlerinde güvenlik açıklarını
değerlendirmek için bu saldırı yöntemi kullanılabilir. Benzer şekilde, PCLD yöntemi,
saldırılara karşı dayanıklı sinir ağları tasarlamak için güçlü bir savunma mekanizması
sağlamaktadır. Bu yöntem, yalnızca statik veri senaryolarında değil, aynı zamanda
otonom araçlar gibi sürekli değişen ortamlarda çalışan sistemlerde de etkili bir şekilde
uygulanabilir. Yüksek boyutlu ara temsillerin temizlenmesi, dinamik sistemlerin
güvenliğini artırmada kilit bir rol oynamaktadır. Bu tezde sunulan çözümler,
yapay zekanın daha güvenli ve dayanıklı bir şekilde gerçek dünya problemlerine
uygulanmasına yönelik önemli bir adım olarak değerlendirilmektedir.

Sonuç olarak, bu tez, 3B nokta bulutu işleme alanında güvenlik ve dayanıklılık
açısından yenilikçi çözümler sunmakta ve teknolojik ilerlemelere önemli bir katkı
sağlamaktadır. Önerilen yöntemler, 3B verilerin güvenliğinin sağlanmasında hem
teorik hem de pratik olarak değerli bir adım niteliğindedir.
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1. INTRODUCTION

1.1 Overview

Deep neural networks have demonstrated remarkable efficacy in 3D point cloud

processing, building on their success in 2D image tasks. They are widely applied

in domains such as classification and segmentation [1]–[4], registration [5,6], and

scene reconstruction [7,8]. The adoption of LiDAR and related technologies

has further solidified 3D point clouds as foundational elements in safety-critical

applications, including autonomous driving [9]–[11], airborne scanning [12], and

industrial automation [13]. This growing reliance underscores the pressing need for

models that are not only accurate but also robust.

Thus, adversarial attacks [14] have emerged as a critical challenge to test the

resilience of deep learning-based methods. These attacks generate subtle yet impactful

perturbations that mislead machine learning models, compromising their reliability in

critical applications. While adversarial robustness has been extensively studied in the

two-dimensional (2D) domain [15], research in the three-dimensional (3D) domain is

still in its infancy. The unique characteristics of point cloud data—such as irregularity,

sparsity, and unordered structures—pose additional challenges, necessitating tailored

solutions for both offensive and defensive strategies.

An equally important aspect of robustness research lies in defending against advancing

adversarial attacks. Although the number of defence techniques for point cloud data

is currently limited, progress is being made. Unlike in 2D data, developing robust

defences for 3D point clouds requires addressing unique constraints and challenges

inherent to their structure. This calls for innovative methods that not only detect and

mitigate adversarial threats but also adapt to the complex characteristics of 3D data.

1



1.2 Contributions

This thesis seeks to address these challenges by exploring both adversarial attacks and

defence mechanisms tailored for 3D point cloud data. The contributions of this work

are organized into two primary components, detailed in the subsequent chapters:

• ε-Mesh Attack: A novel surface-based adversarial attack method that introduces

perturbations confined to the mesh surface, preserving the structural integrity

of 3D facial meshes. Unlike conventional approaches that operate within 3D

ε-ball constraints, the ε-Mesh Attack ensures effective and realistic perturbations,

particularly in applications like facial expression recognition, where maintaining

the natural appearance of the face is crucial.

• Point Cloud Layerwise Diffusion (PCLD): A diffusion-based defence mechanism

that purifies adversarial perturbations layer by layer within a neural network. PCLD

significantly enhances the robustness of point cloud classification systems against

various attacks. Its adaptability to diverse architectures and attack scenarios ensures

superior performance across multiple experimental setups.

The thesis is structured as follows:

• Chapter 2 introduces the ε-Mesh Attack, detailing its methodology, evaluation, and

implications for 3D facial expression recognition.

• Chapter 3 presents the PCLD defence mechanism, discussing its theoretical foun-

dations, experimental results, and comparisons with state-of-the-art techniques.

• Chapter 4 concludes the thesis with a summary of contributions, a discussion of

limitations, and directions for future research.

By addressing both the offensive and defensive aspects of adversarial robustness in

3D point cloud data, this thesis provides a comprehensive framework for advancing

the field of secure point cloud processing. The proposed methods are anticipated to

have significant implications for safety-critical applications, paving the way for more

resilient systems in real-world scenarios.
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2. ADVERSARIAL ATTACKS: E-MESH ATTACK

2.1 Introduction to Adversarial Attacks

Adversarial attacks aim to generate data examples with imperceptible yet effective

small perturbations to mislead vision models. There have been many studies on

designing adversarial attacks for 2D [16,17] and 3D [18]–[21] data. The crucial

difference between 2D and 3D attacks is that 3D attacks perturb the point positions

while 2D attacks change the pixel values, keeping the same positions. By performing

an attack on a point cloud, a slightly jittered version of the original point cloud is

constituted which fallaciously makes the network predict the wrong class. While

yielding great results in terms of accuracy by confusing deep learning models,

existing methods fall short on preserving the surface structure, especially in 3D facial

expression data since small deformations can cause the overall expression to change.

Preserving the surface structure can be crucial since capturing a facial expression via

a 3D sensor could be done by sampling points over the face surface that is represented

in the mesh. Thus, for many applications, the point cloud and the related mesh are

available together [22]–[26]. However, previous 3D attack methods do not consider

mesh data. Following these ideas, we are motivated to develop an adversarial attack

method that preserves the face surfaces on 3D point clouds by utilizing available mesh

data.

In this thesis, we propose a 3D adversarial attack method for point clouds called

ε-Mesh attack, which preserves the face surface by strictly keeping adversarial points

on the mesh by projecting perturbations onto mesh triangles using two different

methods: central and perpendicular projections. We have also parameterized our

attack method by ε to scale our attack boundaries into similar triangles as shown

in Figure 2.1. We evaluate our attack method on 3D facial expression recognition

models and show that compared to other attacks, our attack does not cause as much

surface deformation. This creates potential use cases for our method in many cases
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Figure 2.1 : An example Face mesh from CoMA dataset and the suggested triangular
bounds for the surface preserving white box attack scaled by parameter ε .

such as safety-critical application of facial expression recognition like human computer

interaction or classification in the wild with unsafe data.

2.2 Related Work

Facial Expression Recognition. In the classical facial expression recognition

problem, following Ekman’s [27] studies, initial methods investigated 2D images or

image sequences to map the inputs to basic emotional expressions like anger, disgust

and fear [28,29]. In [30], DCT, LBP, and Gabor filters are used to extract facial

features, then an SVM is trained to classify the expressions. In [31], a neural network

is trained with facial landmark trajectories and geometric features. In [32], a deep

metric learning-based training procedure is presented. In [33], a generative network

that outputs faces with no expression from expressive face images is trained, and then

using the features from this network, a classification is done.

With the emergence of deep learning-based models that directly process point cloud

data [34]–[36], there have been significant developments in 3D facial expression
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recognition. These permutation invariant point cloud-based models can learn to

represent the structure of point cloud face data. In [37], geometrical images for 3D face

sequences are fed to Dynamic Geometrical Image Network (DGIN) which combines

short-term and long-term information. In [38], histograms of oriented gradients

and optical flows are utilized to find correspondence in 3D data and classify facial

expressions. In [39], a multi-view transformer architecture is proposed for 3D/4D

facial expression recognition. For these tasks, a variety of 3D datasets are accessible,

including BU-3DFE [40], FaceScape [23], along with 4D datasets like BU4DFE [41]

and BP4D+ [42]. For a further reading on 3D facial expression recognition, detailed

surveys on this topic can be investigated [37,43].

Adversarial Attacks. Adversarial attacks are methods that generate adversarial

data perceptually similar to the original samples, to deceive deep learning models.

Szegedy et al. [44] pioneered to demonstrate the vulnerability of neural networks to

adversarial examples and drew attention to the potential security risks in safety-critical

applications. In the 2D image domain, many attack methods have been proposed for

deep learning models. Goodfellow et al. [14] argued that generation of adversarial

examples are possible due to locally linear nature of neural networks and proposed

an attack method referred to as Fast Gradient Sign method. This method allows

generation of adversarial examples with one step towards the direction of gradient

to increase the loss. Madry et al. [16] demonstrated Projected Gradient Descent (PGD)

attack by applying multiple gradient steps in a bounded area to find local minimum.

Another attack algorithm called C&W attack was proposed by Carlini et al. [45] which

optimizes an objective function of distance between original and adversarial examples

subject to the constraint of changing the classification of image in order to find the

adversarial perturbation.

After their success on 2D images, adversarial attacks are extended to 3D point cloud

models. Xiang et al. [18] pioneered the extension of adversarial attack methods to

3D point cloud models by generating 3D adversarial point cloud examples using

their proposed methods, adversarial point addition and perturbation. Yang et al. [19]

proposed pointwise gradient perturbation, point attachment and detachment methods

by leveraging gradient-based adversarial attack algorithms. Zhang et al. [21] proposed
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an attack method that minimizes combined loss of mesh edge distances and sampled

point cloud Chamfer distances to directly create adversarial meshes. Huang et al.

[20] suggested differentiable rotation and translation matrices to create adversarial

perturbations that lie on estimated surfaces. Projected Gradient Descent (PGD) attack

in 3D [46] iteratively move the points towards gradient directions to maximize loss

where the total translation is limited to a spherical ε-ball in L2 and L∞ distance metrics.

Inspired by PGD attack, we have proposed two different projection mechanisms to

limit the adversarial perturbations on the 2D mesh surfaces rather than 3D ε-ball.

2.3 A Novel Method: Epsilon-Mesh Attack

Meshes & Point Clouds. A mesh M is as a set of v-gons in the d-dimensional space.

In standard mesh processing, the mesh is defined in the space of triangles (v = 3) in 3D

space (d = 3). Thus, a mesh could be defined as M = {t1, ..., ti, ..., tn} where ti represent

the triangles. From each triangle, a sampling process could be performed to create the

point cloud P = {p1, ..., pi, ..., pn} where pi represents the point sampled from ti. We

should also note that this sampling process is independent for each triangle.

Moreover, We can define each triangle as ti =△AiBiCi where vertices are Ai,Bi,Ci ∈R3

and the barycenter is Gi = (Ai +Bi +Ci)/3 ∈ R3. We also denote the normal vector as

n⃗i ⊥△AiBiCi.

Assuming that, each triangle has a uniform probability density function for the sampled

point pi, E[pi] =Gi is the most representative point of ti and could be used in sampling.

We also followed this method to initialize our point clouds from the meshes.

Adversarial Perturbations. Given a classification function fθ (P), its prediction K̂,

and the ground truth label K we define the adversarial perturbation ∇⃗ ∈ R3 as the

gradient ascent step with respect to loss L = ∥K − K̂∥ as,

∇⃗ =
dL
d fθ

d fθ

dP
. (2.1)

Projection Methods. To keep the adversarial perturbation of pi on the triangle

△AiBiCi, we have to project ∇⃗ back into the plane using the formula:
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Figure 2.2 : Division of the area near a selected triangle to calculate perpendicular
projection.

∇⃗s = ∇⃗− ∇⃗ · n⃗i

n⃗i · n⃗i
n⃗i (2.2)

where p̂i = pi +α∇⃗s is the projected position of point pi and α is the attack learning

rate. It is possible for p̂i to lie outside of the region bounded by triangle △AiBiCi.

Thus, we propose the following two methods to project p̂i back into the boundary of

△AiBiCi if it is not already in the triangle.

Central Projection. Firstly, we suggest projecting point p̂i that is outside of

the triangular region △AiBiCi by the line that directs into barycenter Gi. Thus,

the projection pi,cent is defined as the intersection point of line segment Gip̂i and

intersecting edge of the triangle △AiBiCi as given in equation 2.3.

pi,cent =


p̂i, p̂i ∈△AiBiCi

△AiBiCi ∩Gip̂i, otherwise
(2.3)

Perpendicular Projection. Secondly, we suggest the perpendicular projection method

where the area near the triangle is divided into 7 parts as given in Figure 2.2. If p̂i is

in the A0 region, it is not projected. If p̂i is inside an A1 region, it is projected to
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Perpend�cularPGD

,
,
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,

,

Figure 2.3 : Projection example for adversarial perturbation ∇ (left). Different
projection methods in right: PGD, Central and Perpendicular from top to bottom.

the nearest edge of the triangle. For the A2 regions, the nearest vertex of the triangle

is selected. To formally define, if the projected point is outside of the triangle, it is

projected to the closest point of the triangular area as shown in equation 2.4.

pi,perp =


p̂i, p̂i ∈△AiBiCi

argmin
x∈△AiBiCi

∥x− p̂i∥, otherwise
(2.4)

A comparative demonstration of PGD and ε-Mesh projections is given in Figure

2.3. The proposed projection methods are applied on each step of gradient ascent

optimization process. The triangle △AiBiCi can be scaled by an epsilon paramater

ε ∈ [0,1] around barycenter Gi to scale down the projection area.
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2.4 Experimental Results

Datasets. We have conducted our experiments on three well-known facial expression

datasets: CoMA [26], Bosphorus [47] and FaceWarehouse [24]. We have focused on

3D datasets where the mesh data is available and for the datasets like Bosphorus where

the underlying mesh is missing, we have used Poisson surface reconstruction [48] as a

simple triangular mesh estimator.

CoMA [26] is a publicly available 4D facial expression mesh dataset. CoMA contains

12 facial expression (bare teeth, cheeks in, eyebrow, high smile, lips back, lips up,

mouth down, mouth extreme, mouth middle, mouth open, mouth side, mouth up)

sequences of 12 different subjects. Each subject performs facial expressions over a

series of frames. For each sequence, we selected the peak frame and 4 more adjacent

frames that are successive to the denoted frame. We randomly selected 10 subjects

(600 meshes) for training and 2 subjects (120 meshes) for testing our models.

Bosphorus 3D Database [47] consists of various action units and emotions from 105

people. It contains both the RGB images and facial 3D coordinates for each pixel. The

dataset has 6 emotion classes: anger, disgust, fear, happy, sad and surprise. We have

split the dataset as 91 subjects for training and 14 subjects for the test set.

FaceWarehouse dataset [24] contains reconstructed 3D mesh data of 150 individuals

with 20 different facial poses (neutral, mouth stretch, smile, brow lower, brow raiser,

anger, jaw left, jaw right, jaw forward, mouth left, mouth right, dimpler, chin raiser, lip

puckerer, lip funneler, sadness, lip roll, grin, cheek blowing, eyes closed). We selected

data from 126 individuals for training while preserving the other 24 for the test.

Preprocessing. We initially selected center of gravity for each triangle to form our

point clouds from meshes. Then, a unit sphere scaling is applied. Subsequently, for the

datasets containing the full head meshes, namely CoMA and FaceWarehouse, the back
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halves of the subjects’ heads are deleted. After completing the preprocessing steps,

it was observed that each sample from the Bosphorus, CoMA, and FaceWarehouse

datasets consisted of approximately 12000, 4000, and 12000 point/mesh pairs,

respectively.

Experimental Results. We have compared our two suggested white box point cloud

attack methods against Projected Gradient Descent method [46] with L∞ and L2

metrics, namely PGD and PGD-L2 respectively.

Table 2.1 : Adversarial attack results on CoMA, Bosphorus, and FaceWarehouse
datasets.

CoMA Bosphorus FaceWarehouse

Model Attack Eps Alpha Steps
Clean

Acc (%) Attacked Acc (%)
Clean

Acc (%) Attacked Acc (%)
Clean

Acc (%) Attacked Acc (%)

DGCNN [36]

PGD 0.01 0.0004 250

79.17

0.0

69.04

0.0

98.96

0.0
PGD-L2 1.25 0.05 0.0 0.0 0.0
(Ours) ε-mesh Central 1.00 0.10 5.83 3.57 0.21
(Ours) ε-mesh Perpendicular 1.00 0.10 0.83 0.0 0.0

PointNet [34]

PGD 0.01 0.0004 250

71.67

0.0

60.71

0.0

88.96

0.0
PGD-L2 1.25 0.05 0.0 0.0 0.0
(Ours) ε-mesh Central 1.00 0.10 0.83 19.04 14.38
(Ours) ε-mesh Perpendicular 1.00 0.10 0.0 7.14 1.67

Table 2.1 illustrates the classification performances of DGCNN [36] and PointNet [34]

against PGD, PGD-L2, and our suggested attack methods. For all three aforementioned

datasets, both PGD and PGD-L2 attacks were able to effectively degrade model

performance to zero by disrupting the underlying structure, as their primary aim is

not to preserve facial structural integrity. For our ε-mesh attacks, perpendicular attack

achieves less than 2% accuracy in all cases except for prediction with PointNet in

Bosphorus dataset. We assume that being due to errors in mesh estimation algorithm.

On the other hand, ε-mesh central attack achieves less than 20% accuracy in all cases.

Overall, our perpendicular attack performs better according to numerical results.

In the first row of Figure 2.4, we show that PGD attack heavily corrupts the data while

PGD-L2 moves points over the empty regions such as the mouth. However, both of our

methods keep the mouth region clear since it preserves the surface. For the same figure,
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as seen in the examples of second and third rows, PGD-L2 attack creates empty regions

on the face surface during adversarial attack. For PGD examples on the same rows,

outputs are rather noisy which is shown by high L2 and Chamfer distances to clean

point clouds. Partial side views around the nose region is given in Figure 2.6. As seen

in figure, the PGD attack pushes most of the points above surface while PGD-L2 shifts

a few points to out of the surface furthermore. However, central and perpendicular

ε-mesh attacks are the only attacks that keep every point on the surface even after the

adversarial perturbations.

Time complexity. We have reported execution time for each model-dataset pair in

Table 2.2. Our experiments show that the suggested two attack methods cost almost

the same in terms of time, compared to other gradient based attacks like PGD. We

apply a projection to each calculated gradient vector in each step. Thus, if we denote

number of steps with k and number of points with n, our time complexity would be

O(nk). Since CoMA dataset has less points than the other two, it costs less time to

attack this dataset. Even though both PGD and ε-mesh attack methods take equal time

cost per step, the convergence rates differ as seen in Figure 2.7.

Table 2.2 : Adversarial attack execution times for 250 steps.

Attack Method
PointNet Execution Times (seconds)

FaceWarehouse CoMA Bosphorus
Perpendicular 1.80 1.37 1.75

Central 1.95 1.47 1.90
PGD 1.71 1.13 1.63

PGDL2 1.70 1.12 1.67

Attack Method
DGCNN Execution Times (seconds)

FaceWarehouse CoMA Bosphorus
Perpendicular 25.17 5.85 24.35

Central 25.52 5.98 24.59
PGD 24.96 5.74 24.31

PGDL2 25.15 5.73 24.24
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Figure 2.5 : L2 and Chamfer distances between the original data and attacked data.

PGD Central Perpend�cular
clean
attacked

PGD-L2

sadness

�������������1.7069
��������������24.4670 (10e-5)

��������������0.5705
��������������3.0867(10e-5)

��������������0.6246
������������� 2.9980 (10e-5)

��������������0.7020
��������������4.4390 (10e-5)

mouth stretch jaw right jaw right

D
G

CN
N

 - 
Bo

sp
ho

ru
s

ha
pp

y

�������������1.3780
�������������18.3601  (10e-5)

anger

�������������1.2499
�������������10.4804 (10e-5)

�������������0.7355
�������������4.7078 (10e-5)

�������������0.7478
�������������5.6810 (10e-5)

mouth extreme

�������������0.5575
��������������8.9693 (10e-5)

�������������0.7584
��������������12.908 (10e-5)

��������������0.3938
���������������.6594 (10e-5)

������������� 0.2890
��������������3.2664 (10e-5)

high smile mouth extreme mouth extreme

anger disgust disgust

Po
in

tN
et

 - 
Co

M
A

lip
s 

ba
ck

Po
in

tN
et

 - 
Fa

ce
W

ar
eh

ou
se

m
ou

th
 ri

gh
t

Figure 2.6 : A side view of an example face mesh surface (blue triangles), clean point
clouds (blue points), and attacked point clouds (orange points) for some samples from
Coma, Bosphorus and FaceWarehouse datasets. Original network predictions (green

texts) and attacked predictions (red texts) are also given.
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Perturbation distance. We evaluated distances between the attacked point clouds and

the clean point clouds using L2 and Chamfer distances. Normally, it is not possible to

calculate the L2 distance between two point sets due to the unordered nature of the point

clouds. However, we already have the correct point correspondes and perturbation

vectors to calculate the L2 distance. In Figure 2.5, we have reported the distances for 6

different model-dataset pairs using bar notation to show means and standard deviations.

For L2 metric, our suggested perpendicular and central ε-mesh attacks have a distance

of 0.71 and 0.63 respectively, while PGD and PGD-L2 attacks have 1.28 and 0.97. For

Chamfer distance, results are as following: 71.53 for perpendicular, 53.36 for central,

212.22 for PGD, 120.21 for PGD-L2. Allover, it is clear that our suggested methods

perturbs the points at least 1.5 times less than the PGD based methods.

Ablation Study. We test out our ε parameter which scales down the triangles to

limit the perturbation into the center. In Figure 2.8, we reported results for ε ∈

{0.1,0.25,0.5,1.0} while keeping the number of steps as 250 to show that scaling

up the mesh boundaries increases the performance of attack exponentially. It is also

clear that perpendicular projection performs well even under low values of ε such as

0.1.

Also in Figure 2.7, we showed our experimental results for various number of steps

in all attack methods. As iteration count increases, all methods perform better since

we have an iterative optimization setup. PGD and PGD-L2 methods converge to 0%

accuracy just after 5 steps as they have softer perturbation boundaries as it can be

deduced from the corruptions in Figure 2.6.

Our experimental results showed that the ε-mesh Attack is capable of significantly

reducing the performance of sophisticated deep learning models like DGCNN and

PointNet. While our method does not achieve the aggressive performance degradation

seen in methods like PGD, it offers a unique advantage in its subtlety and surface

preservation. This finding is significant in highlighting the trade-off between
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Figure 2.8 : Adversarial attack accuracy results for different epsilon scales. The left
and right graphs show results on ε-mesh Central and Perpendicular attacks

respectively.

aggressive attack strategies and the need for realistic, undetectable alterations in certain

applications.
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3. ADVERSARIAL DEFENCES: POINT CLOUD LAYERWISE DIFFUSION

3.1 Introduction to Adversarial Defences

Despite the vulnerabilities of 2D deep learning methods being broadly investigated

[15] and many defence mechanisms are suggested [16,49], the study of defences for

3D point clouds is considerably less extensive. Similar to their 2D counterparts,

adversarial attacks are a widespread application used to evaluate the robustness of

3D networks. These attacks, which can be in the form of black box [50] or white

box attacks [18,46], generate adversarial examples based on the network. Adversarial

examples generally look similar to the human eye but are misclassified by the network.

Instead of changing pixel values as in 2D, adversarial attacks in 3D focus on changing

positions and counts of the points in a given sample.

Many defence mechanisms like DUP-Net [51], IF-Defense [52] and PointDP aimed to

purify the point cloud by cleaning the adversarial noise at the input level. On the other

hand, the only solution to deal with the adversarial samples in feature domain is CCN

[53] which is a novel neural network having denoiser blocks after each convolutional

layer. However, CCN cannot be extended for other classifier architectures as a defence

method. Inspired by the aforementioned studies, we suggest PCLD, a diffusion-based

layerwise purifier algorithm that can operate on high dimensional data without the

hassle of retraining the neural network. We have demonstrated the overview of PCLD

in Figure 3.1 and explained it in detail later in Method section. Experiment results

on the defences of widely used point cloud classification networks like PointNet [1],
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Figure 3.1 : Overview of PCLD. In PCLD, the main focus is denoising the
adversarial layer features back into the clean layer features with a diffusion-based

purification.

DGCNN [36], and PCT [9] showed that the proposed defence method achieved results

that are comparable to or surpass those of existing methodologies.

3.2 Related Work

Adversarial attacks. Point cloud based deep learning models have shown great

success and continue to improve [1,35,36,54]–[56]. Despite their success, they have

been discovered to be vulnerable against carefully crafted adversarial examples [44].

These adversarial data examples are indistinguishable from clean data examples to

human perception, yet they are proven to completely degrade the accuracy of deep

learning models. There exist numerous adversarial attack methods for creating

adversarial examples. Goodfellow et al. [14] proposed the Fast Gradient Sign Method

(FGSM), which perturbs the input image in a single step toward the gradient that

maximizes the loss, thereby creating an adversarial image. Kurakin et al. [17]
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improved this idea by using multiple steps of FGSM to perform an adversarial attack.

Madry et al. [16] demonstrated Projected Gradient Descent (PGD) attack which

limits the iterative gradient steps with a box constraint. Carlini et al. [45] proposed

optimization-based C&W attacks.

The success of adversarial attacks on 2D models leads to studies adapting adversarial

attacks to 3D deep learning models. Xiang et al. [18] were the first to demonstrate

that 3D point cloud models are also vulnerable to adversarial attacks. They presented

point perturbation and generation attacks that utilize the C&W attack method to

perturb points. Many of the following studies proposed the adaptation of different

2D adversarial attacks to 3D point cloud models: Liu et al. [57] extended FGSM and

Iterative FGSM (IFGSM) methods to 3D point cloud models. Zheng et al. [58] used

point cloud saliency maps for applying a point dropping attack. Sun et al. [46] applied

PGD attack to 3D point cloud models. Tsai et al. [59] proposed K-Nearest-Neighbor

(kNN) attack, which adds a loss term to C&W attack method using kNN distance for

limiting distances between adjacent points.

Adversarial Defences. Success of adversarial attacks on deep learning models raise

the importance of developing defence methods due to many safety-critical applications

[11,60]. Adversarial training [14,16] is one of the possible countermeasures against

adversarial attacks. This method uses both clean and adversarial examples to train a

more robust model. Liu et al. [57] extended adversarial training procedure to 3D point

cloud models. Zhang et al. [61] proposed PointCutMix, which is a data augmentation

method to improve robustness during training process.

Beyond adversarial training and data augmentation, there exists adversarial purification

[49,62] as another defence method, which aims to increase model robustness by

readjusting adversarial inputs to align more closely with the true distribution,

employing a range of transformation methods. Nie et al. [49] proposed DiffPure,
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which uses Denoising Diffusion Probabilistic Models (DDPM) [63] for adversarial

purification as a preprocessing step on 2D inputs for classification. For 3D point

clouds, Zhou et al. [51] proposed Denoising and UPsampler Network (DUP-Net)

that uses statistical outlier removal (SOR) [64] and a point upsampler network [65]

for removing outliers and increasing surface smoothness on adversarial input point

clouds. Furthermore, Wu et al. [52] proposed IF-Defense, which also uses SOR as

first step and an implicit function network [66] for recovering surface of point clouds

in the next steps to defend against 3D adversarial attacks. PointDP [67] extended 2D

adversarial purification diffusion models to 3D, where a conditional 3D point cloud

diffusion model is leveraged.

3.3 A Novel Method: Point Cloud Layerwise Diffusion

In the preliminaries section, we will first define the basics of a classifier neural network

with multiple layers and diffusion processes. After that, we will explain diffusion

purification and our suggested method, PCLD, which suggests multi-layer diffusion

purification for point cloud classification.

3.3.1 Preliminaries

Classifiers. For any input x from class y, we can define a classifier fθ (x) with N layers

as:

z(0) = x (3.1)

z(i+1) = f (i)
θ
(z(i)),0 ≤ i < N (3.2)

ŷ = f (N)
θ

(z(N)) (3.3)

We first define the layer-wise latent representation z(i) for values i ∈ {0, ..,N} where

the initial z(0) is equal to the input, as shown in the equation 3.1. In equation 3.2, latent

representation for the subsequent layer is calculated using the non-linear intermediate
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layer functions, f (i)
θ

, which are parameterized over θ . After that, the prediction ŷ is

calculated by the classification head f (N) in equation 3.3. We can define a loss function

(e.g. cross-entropy loss) to calculate the error between true label y and the prediction

ŷ as,

L(y, ŷ) =−∑
k

yk log(ŷk). (3.4)

Adversarial attacks. An adversarial example is a sample that is within the ε

neighbourhood Vε(x) of the input, which maximizes the loss function [14],

xadv = argmax
x∈Vε (z(0))

L(y, fθ (x)). (3.5)

The imperceptible small perturbation between xadv and x in the input space, increases

the output loss and causes incorrect predictions in the classifier network.

Assumption 3.1. An adversarial sample xadv that is within the ε distance to x in

the input layer z(0), gets farther from its unattacked location in every layer z(i) to

maximize classification loss.

Diffusion Probabilistic Models. Consistent with the work by Luo and Hu [68],

the diffusion process begins with a point cloud x0 sampled from an unknown data

distribution q(x). The forward phase of the diffusion model gradually introduces

Gaussian noise to this initial point cloud. This progression is mathematically

represented as:

q(x1:N |x0) :=
N

∏
n=1

q(xn|xn−1)∼N (xn;(1−βn)xn−1,βnI) (3.6)
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where xn represents the nth step result generated within the process and βn is the noise

scheduler which increases the noise variance progressively.

The reverse process aims to reconstruct the point cloud by progressively removing the

added Gaussian noise using the equation,

pθ (x0:N |zx) := p(xN)
N

∏
n=1

pθ (xn−1|xn,zx)∼N (xn−1|µθ (xn,n,zx),βnI) (3.7)

where zx is an encoded embedding for the diffusion guidance and µθ is the mean value

of the underlying distribution approximated by the diffusion network sampled as,

αn :=
n

∏
i=1

(1−βi) (3.8)

µθ (xn,n,zx) =
1√

1−βn

(
xn −βn

√
1−αnεθ (xn,n,zx)

)
(3.9)

following the original DDPM setup [63] and the reparametrization trick. Consequently,

considering both forward and backward processes, we end up with the following

assumption.

Assumption 3.2. A diffusion probabilistic model learns underlying data distrubition

and it generates new samples by pushing noisy samples back into true distrubition in

the reverse process with high precision.

3.3.2 Point cloud layerwise diffusion (PCLD)

Diffusion Purification. As suggested in DiffPure for 2D [49] and PointDP for 3D [69],

it is possible to purify adversarial noise from point clouds with forward and backward

diffusion steps. Starting from x0 = xadv, the forward diffusion process for t = (0, .., t∗)

and t∗ ∈ (0,1) can be computed as:
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x(
n
N
) := xn, β (

n
N
) := βn, α(

n
N
) := αn (3.10)

x(t∗) =
√

α(t∗)xadv +
√

1−α(t∗)ε, ε ∼ N (0, I) (3.11)

The purification result x̂(0) could be obtained using stochastic differential equation

(SDE) solver sdeint(·) [49,69] defined by the following equations:

x̂(0) = sdeint(x(t∗), frev,grev,w, t∗,0) (3.12)

frev(x, t,zx) =−1
2

β (t)[x+2sθ (x, t,zx)], grev(t) =
√

β (t) (3.13)

sθ (x, t,zx) =− 1√
1−α(t)

εθ (x(t), tN,zx) (3.14)

Investigating the difference between x(0) and x̂(0), both PointDP and DiffPure pointed

out that the adversarial noise in the given examples are eliminated during the diffusion

process.

Assumption 3.3. Using a pretrained diffusion probabilistic model, adversarial

noises can be purified with truncated number (t∗ < 1) of forward and backward steps.

PCLD: Point Cloud Layerwise Diffusion. Inspired by PointDP, we expand the

purification process to latent space where we replace the initial point cloud with the

high dimensional layer data x0 = z(i).

Based on our previous assumptions, we claim that, it is possible to train multiple

layer-wise diffusion models to learn underlying distribution in every layer and

hierarchically/recursively purify each layer to remove adversarial perturbations. We

call our method Point Cloud Layerwise Diffussion (PCLD) and suggested the

following training and inference methods.
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In the training phase, we train a diffusion probabilistic model for the layer features z(i)

of a pretrained classifier neural network fθ (·). We minimize the Fisher Divergence

using the following loss:

L = Ez(i),t,ε [∥ε − εθ (
√

α(t)z(i)+
√

1−α(t)ε, t,e(z(i)))∥2] (3.15)

In inference however, we apply the truncated forward and backward steps following

the equations 3.16 & 3.17:

z(i)(t∗) =
√

α(t∗)z(i)adv +
√

1−α(t∗)ε, ε ∼ N (0, I) (3.16)

ẑ(i)(0) = sdeint(z(i)(t∗), frev,grev,w, t∗,0) (3.17)

We have demonstrated the layerwise application processes of PCLD and the internal

inference process in the Figure 3.2 part (a) & (b) respectively. Our suggested method

can be applied to any trained classifier fθ (·) in a plug-and-play manner.
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3.4 Experimental Results

We have evaluated our proposed method with 5 different models and 6 different attacks

on ModelNet40 [70] dataset. Our setup consists of various pretrained classification

neural networks: DGCNN [36], PCT [54], PointNet [1], PointNet++ [35] and

CurveNet [56]. PointNet and PointNet++ are the pioneering point cloud classification

neural networks while DGCNN is a following work based on dynamic graphs. PCT

and CurveNet on the other hand are more recent architectures with higher classification

performance, based on attention and random walks.

For every classifier, we tested out the following white-box adversarial attacks: Add

[18], C&W [18,45], Drop [58], kNN [59], PGD (∥L∞∥) and PGD-L2 (∥L2∥) [16,46]

attacks.

We compared our suggested method PCLD against multiple state-of-the-art adversarial

purification methods. The compared methods are as follows: SRS [51], SOR [64],

DUPNet [51], IF-Defense [52] and PointDP [69]. We selected the number of total

steps in diffusion model as N = 200. For finding the optimal truncated number of

diffusion steps t∗, a grid search algorithm is used for both PointDP and our method

PCLD.

We have showed our test outcomes in Table 3.1. The experimental findings indicate

that our approach excels in 5 out of 6 attacks in the CurveNet Model and 4 out of

6 attacks in DGCNN, ranking second in the remaining cases. Regarding PCT and

PointNet++, our model ranks within the top 2 defence methods in 5 out of 6 attacks. In

the case of PointNet, our results are comparable to other defence methods. We propose

that the reduced performance observed in PointNet and PointNet++ could be related to

the translation network in the initial layer. Additionally, for the other three models, we

rank second best on clean point clouds following the SOR. This is naturally expected,
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Table 3.1 : Experiment results reported in terms of Accuracy (%) percent. Each row
correspond to a Model-attack pair while defense methods are given in the columns.

The Clean attack correspondences to no attack being applied while defense is applied.
Same applies for ’None’ defend method. Best and second scores are shown by * and †

respectively.

Defense
Model Attacks None SRS SOR [64] DUPNet [51] IF-Defense [52] PointDP [67] PCLD (ours)

DGCNN [36]

Clean 92.87 84.81 *91.65 67.18 86.06
88.19
±2.26

†89.10
±1.66

Add 63.29 77.43 77.39 58.67 †84.56 83.14 *84.60
CW 0.28 61.83 66.65 36.75 82.86 †85.78 *86.47
Drop 72.20 43.07 *75.61 46.84 73.78 74.59 †75.04
KNN 0.61 57.86 61.18 35.01 83.67 †85.29 *85.70
PGD 0.77 32.66 20.62 25.16 71.39 †75.08 *76.05

PGDL2 2.19 49.76 46.03 48.78 *81.93 77.39 †79.38

PCT [9]

Clean 92.95 †91.41 *92.42 85.53 89.47
89.62
±3.34

89.59
±1.15

Add 63.09 78.36 80.15 72.41 *86.14 82.66 †85.94
CW 0.00 80.79 *89.71 77.35 †88.86 84.56 87.52
Drop 73.95 73.91 †76.05 60.45 75.16 75.16 *77.88
KNN 0.65 76.42 65.76 65.80 †86.02 83.27 *86.10
PGD 3.16 45.42 32.70 36.51 *72.12 55.55 †69.33

PGDL2 9.81 44.85 58.63 64.67 *81.00 62.03 †73.70

PointNet [1]

Clean 89.66 †88.90 *89.34 88.37 86.35
88.16
±0.48

84.78
±3.11

Add 51.34 65.52 77.59 79.09 *84.68 †82.50 82.37
CW 0.00 75.16 86.35 *86.51 †86.47 85.25 84.44
Drop 45.30 52.27 51.82 55.27 62.84 *71.03 †70.99
KNN 0.32 65.52 70.95 79.46 †84.20 *85.41 84.00
PGD 4.09 24.07 47.20 60.29 *79.38 70.42 †72.08

PGDL2 0.00 6.20 48.30 †63.41 *78.32 33.67 51.94

PointNet++ [35]

Clean 91.05 †90.48 *90.96 87.40 87.76
86.92
±2.53

86.99
±1.79

Add 71.60 78.69 78.77 77.03 *85.17 82.25 †82.98
CW 0.00 76.50 †85.01 82.50 *87.93 80.83 81.48
Drop †81.60 80.31 80.63 75.00 79.25 81.60 *83.14
KNN 0.61 74.23 62.40 73.18 *86.35 83.51 †83.83
PGD 0.08 15.03 7.21 28.89 *72.73 67.83 †67.99

PGDL2 1.22 34.81 41.37 64.83 *83.71 72.61 †73.14

CurveNet [56]

Clean 93.84 88.53 *91.13 89.22 88.13
89.59
±2.42

†90.93
±2.10

Add 66.21 74.84 82.86 82.33 85.49 †85.98 *87.16
CW 0.00 72.33 87.76 86.14 †88.05 85.45 *88.45
Drop 80.15 55.19 79.09 76.13 76.66 †80.15 *82.29
KNN 0.69 75.36 71.68 82.50 †86.47 85.94 *88.57
PGD 4.09 30.83 21.96 54.70 66.37 †77.67 *78.73

PGDL2 9.40 40.15 53.00 71.76 *80.43 74.88 †76.86
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Table 3.2 : List of truncated diffusion steps for PointDP and PCLD methods. Each
row correspond to a Model-attack pair while corresponding layers are given in the

columns.

PointDP [69] PCLD (ours)
Input Input Layer 1 Layer 2 Layer 3 Layer 4

DGCNN

Add 5 5 15 20 5 25
CW 10 5 0 30 10 40
Drop 5 5 0 30 10 40
kNN 10 5 5 35 10 50
PGD 15 10 5 45 0 70

PGDL2 25 15 5 50 0 25

PCT

Add 5 5 30 35 15 85
CW 5 5 10 60 35 10
Drop 5 5 15 90 15 55
kNN 5 5 25 50 0 100
PGD 10 5 35 85 70 30

PGDL2 10 5 35 100 60 0

PointNet

Add 10 15 25 10 0 -
CW 30 15 15 15 5 -
Drop 80 70 30 15 0 -
kNN 30 15 15 15 5 -
PGD 30 25 25 0 0 -

PGDL2 30 15 70 35 0 -

PointNet++

Add 5 5 15 20 0 -
CW 15 10 35 30 0 -
Drop 0 0 45 80 0 -
kNN 15 10 15 10 0 -
PGD 30 20 30 25 0 -

PGDL2 45 30 5 0 0 -

CurveNet

Add 10 5 90 20 50 20
CW 20 5 100 55 10 0
Drop 0 0 60 30 25 100
kNN 20 5 95 55 40 45
PGD 95 100 85 25 15 0

PGDL2 30 20 75 40 0 55

as the SOR method is specifically designed to eliminate outliers, which have minimal

impact on clean samples.

In Table 3.2, we present the selected truncated number of diffusion steps t∗ for both

PointDP and our method PCLD. Among the models, DGCNN, PCT, and CurveNet

feature four purified layers, while PointNet and PointNet++ have three layers based on

their architectures. Notably, for the PCT model, the number of diffusion steps taken

at Input-Layer 1 is relatively low compared to Layers 2-4. When considering that our
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PCLD model consistently outperforms PointDP by at least 3% accuracy in every attack

scenario for PCT, the significance of purification in deeper layers becomes evident.

Overall, we surpass our pioneering diffusion based purification method PointDP and

recieve comparable results against other defence methods.
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4. CONCLUSION

4.1 Summary of Findings

4.1.1 Adversarial attacks

In Chapter 2, we proposed a novel 3D adversarial attack, the ε-mesh Attack, designed

to preserve the structural integrity of 3D faces while effectively misleading facial

expression recognition models. By confining adversarial perturbations to the surface of

3D meshes, our method reduces the 3D optimization domain into 2D triangular planes.

This is achieved through two projection methods: Central projection, which projects

perturbations toward the triangle’s center of mass, and Perpendicular projection,

which projects perturbations to the closest point on the triangle. Using PointNet and

DGCNN models trained on the CoMA, Bosphorus, and FaceWarehouse datasets, we

demonstrated that these methods maintain surface structure and point density while

approaching the performance of traditional 3D ε-ball attacks. These results highlight

the utility of our approach in applications requiring surface integrity preservation, such

as facial expression recognition and safety-critical domains.

4.1.2 Adversarial defences

In Chapter 3, we introduced Point Cloud Layerwise Diffusion (PCLD), a novel

defense mechanism aimed at enhancing the robustness of 3D point cloud classification

models against adversarial attacks. Extending diffusion-based purification methods

like PointDP, PCLD employs a layerwise purification strategy, training diffusion
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probabilistic models for each network layer. This enables hierarchical purification of

adversarial perturbations across multiple levels of the network.

Comparative analysis with state-of-the-art defense mechanisms revealed that PCLD

consistently matches or outperforms existing methods, especially in mitigating attacks

on deeper network layers. This establishes PCLD as a promising method for robust

3D point cloud classification, with adaptability to diverse architectures and attack

scenarios.

4.2 Discussion

Significance of the ε-Mesh Attack. The ε-mesh Attack introduces a pioneering

method for adversarial attacks on 3D facial expression recognition models by ensuring

perturbations conform to mesh surfaces. Unlike existing approaches, this method

emphasizes maintaining the structural integrity of 3D meshes, a critical aspect for

realistic and undetectable adversarial manipulations. This feature is particularly

significant for applications in authentication and human-robot interaction, where any

visible distortion could compromise functionality.

Potential countermeasures include adversarial training incorporating our methods

to improve model robustness, and input preprocessing-based defences such as

those proposed in [64] and [51], aimed at sanitizing adversarial examples before

classification.

Limitations of the ε-Mesh Attack. The ε-mesh Attack has certain limitations. One

key challenge is convergence, as the additional constraint of mesh boundaries increases

the steps required to reach convergence, which limits its real-time applicability.

Furthermore, the performance of the attack relies heavily on the availability of accurate

mesh data. In scenarios where true meshes are unavailable, surface estimation methods
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may be employed; however, such estimations can introduce inaccuracies, as observed

in experiments with the Bosphorus dataset.

Impact of PCLD. Layerwise approach of PCLD demonstrates significant potential for

defending against adversarial attacks, particularly in feature-level purification. While

adaptable to diverse domains such as autonomous driving and robotics, challenges such

as computational overhead and adaptation to new attack strategies remain and warrant

further investigation.

4.3 Future Directions

Future research can focus on enhancing adversarial training by integrating the

proposed 3D adversarial sampling methods into adversarial training frameworks to

enable classifiers to better withstand attacks while preserving structural integrity.

Another direction involves extending current methods to the time domain, which could

enable a 4D setup and align with datasets like CoMA [26], facilitating robust defences

for dynamic applications involving temporal sequence analysis, such as robotics and

video-based authentication. In the defence aspect, optimizing the scalability of PCLD

to address computational demands is critical for its application to larger datasets and

complex models, ensuring practicality in industrial applications. As adversarial attack

strategies continue to evolve, continuous adaptation of PCLD to counter novel and

sophisticated threats will be essential to maintain its relevance and effectiveness in

real-world scenarios. By pursuing these directions, advancements in both adversarial

attack and defence mechanisms for 3D point clouds will support the safe and reliable

integration of these technologies into critical applications.
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