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KAOTIK OSILATOR TABANLI RASGELE SAY| URETECI

OZET

Bu calismada, yiiksek hizli, siirekli zaman kaotik osilatorii tasarlanmis ve rasgele bit
tiretiminde kullanilmistir. Yiksek hizli siirekli zaman kaotik osilatorii literatiirde
cokca kullanilmakta olan negatif iletkenlikli LC siniis osilatér devresinden
tiiretilmistir. Spectre spice simiilatorii kullanilarak elde edilen bilgiler 1s18inda,
tasarlanan siirekli zaman kaotik osilatoriiniin GHz frekanslarinda calisabildigi tespit
edilmistir. Rasgele bit tireteci bloklar1 Emetor Baglamali Lojik ve Akim Modlu Lojik
aileleri kullanilarak tasarlanmistir. Bu lojik ailelerle yliksek frekanslarda c¢alisan
sayisal devrelerin ger¢eklenmesi miimkiindiir ve gii¢ hatt1 giiriiltiilerinden daha az
etkilenmektedirler. Spectre simiilatoriinde gergeklestirilen simiilasyonlar, tasarlanan
rasgele bit tiretecinin 300Mbit/s hizinda ¢ikis olusturabildigini gostermistir. Rasgele
say1 iiretiminde ihtiya¢ duyulan fark alma islemi i¢in, agik ¢evrimde calisan emetor
dejenerasyonlu fark alict devre kullanilmistir. Bipolar emetor dejenerasyonlu farksal
kuvvetlendirici kullanilarak, GHz frekanslarinda c¢alisan fark alici devreler
gerceklenebildigi Spectre simiilasyonlariyla gosterilmistir. PMOS transistorlar ve
polisilikon direngler kullanilarak GHz frekanslarinda calisabilen tiimlestirilmis
ayarlanabilir direng¢ yapis1 gergeklenmis, proseste meydana gelebilecek degisimlerle
direng degerlerinin sapmasini engellemek amaciyla bu yapinin kullanilabilecegi
gosterilmistir. Yapidaki PMOS transistorlarin gegit kontrol gerilimini otomatik
olarak iireten devre gerceklenmistir. Akim Modlu Lojik Giris Cikis Pad Siiriicii
devreleri, kirmiktaki ¢ikis bloklarin1 siirmek amaciyla tek uglu 400mVp, salinim
saglayacak sekilde tasarlanmistir. Kaotik osilatdr ve rasgele bit iireteci sistemi, IHP
SGB25VD 0.25um SiGeC BiCMOS prosesi ile gergeklenmistir. Kaotik osilator ve
rasgele bit lireteci bloklar1 48mW gii¢ harcamaktadirlar. Toplam kirmik alan1 1 mm x
0.5 mm’dir.

viii



CHAOTIC OSCILLATOR BASED RANDOM BIT GENERATOR

SUMMARY

In this study, a high speed continuous time chaotic oscillator is designed and utilized
as a random bit generator. High speed continuous time chaotic oscillator is derived
from well known negative-gm LC sinus oscillator. From Spectre simulations, it is
verified that used chaotic oscillator can operate at several GHz frequencies. Random
bit generation blocks are implemented with bipolar Emitter Coupled Logic and
Current Mode Logic circuits which are superior for high frequency operation and
better supply noise rejection. Spectre simulations show that designed random bit
generator’s average throughput is 300Mbit/s. An open-loop emitter degenerated
difference amplifier is used for difference operation. Spectre simulations verify that
it is possible to realize difference amplifier operating at GHz frequency range by
using bipolar emitter degenerated differential pair amplifier. An integrated tunable
resistor that can operate at GHz frequencies is implemented with PMOS transistors
and polysilicon resistors to overcome resistance value deviations due to process
variations. Automatic tuning circuit is also realized for generating correct source-gate
voltage for PMOS transistor in the structure. Current Mode Logic Input Output Pad
drivers with single ended 400mV, swing are designed to drive output pads of the
circuit. Chaotic oscillator and random bit generator system is implemented with
[HP’s SGB25VD 0.25um SiGeC BiCMOS process. Chaotic oscillator and random
bit generator block consumes 48mW power under typical conditions. Total area of
the chip is 1 mm x 0.5 mm.



1. INTRODUCTION

1.1 Random Numbers

Random number generators are used in many areas including computer simulations,
Monte Carlo techniques, statistical analysis and cryptography. A good random
number generation helps to improve the results in these applications and is vital for
cryptographic security. The security of cryptographic algorithms depends on
generating secret keys which are generated by random number generators. Random
number generator is a device or algorithm whose output is a sequence of statistically
independent and unbiased binary digits. To make sure that a random number
generator (RNG) is secure, its output must be indistinguishable from a true random
sequence and unpredictable.

RNGs can be classified into two classes which are true random number generators
(TRNG) and pseudo random number generators (PRNG). A TRNG operates by
measuring unpredictable natural processes such as thermal noise from a
semiconductor, frequency instability of an oscillator, elapsed time between emission
of particles during radioactive decay and variations in disk drive response times. The
processes produce continuous time analog signals which are often called noise.
PRNGs use deterministic processes to generate a series of outputs from an initial
seed state [1].

1.2 Chaos

Chaos is whether or not to make accurate long term predictions about the future of
the system. The output of the chaotic systems can be predicted from the exact initial
conditions depending on the first Lyapunov exponent. However, sensitivity with
respect to the initial conditions causes unpredictability on the long term.

Chaos theory was formulated during the 1960s. The name chaos was coined by Jim
Yorke, an applied mathematician at the University of Maryland. In 1961, Edward
Lorentz discovered the butterfly effect while trying to forecast the weather. He was



running a long series of computations on a computer when he decided he needed
another run. Rather than do the entire run again, he decided to save some time by
typing in some numbers from a previous run. Later, when he looked over the
printout, he found an entirely new set of results. The results should have been the
same as before. After thinking about this unexpected result, he discovered that the
numbers he typed in had been slightly rounded off. In principle, this tiny difference
in initial conditions should not have made any difference in the result, but it did.
From this, Lorentz determined that long-distant weather forecasts are impossible to
predict. Tiny differences in weather conditions, on any one day, will show dramatic
differences, after a few weeks, and these differences are entirely unpredictable.
Although Lorentz's discovery was an accident, it planted the seed for the new theory
of chaos science.

Chaos was first observed electronically in Chua’s circuit. Chaotic nature of Chua’s
circuit was first observed by Matsumoto in 1983 using computer simulations,
following the instructions of Chua, who had invented this circuit and had explained
its operating principles to Matsumoto moments before he was rushed to a hospital for
a major surgery, and who did not participate in the early phases of this research. In
acknowledging his subsidiary role as a computer programmer, Matsumoto had
named this circuit Chua’s circuit. The first experimental Chua’s circuit which
confirms the presence of chaos was due to Zhong and Ayrom in 1984 [2].

The divergence of trajectories associated with chaos, along with the inclusion of
noise, renders sequences unpredictable to an extent, qualifying the system to be used
as a truly random bit source.

1.3 Organization of Thesis
The goal of this thesis is designing a high speed continuous time chaotic oscillator
and utilizing it to implement a high speed random bit generator.

Chapter 2 is a review of randomness. Random number generators, randomness tests
are explained in detail. Integrated circuit implemented random number generators are
given.

Chapter 3 is a review of chaos theory. Chua’s circuit is explained as an example of
chaos in electronic systems.

Chapter 4 is the major subject of the thesis. Designed high speed chaotic oscillator is
explained in detail. Random bit generator system is presented and discussed in detail.
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Chapter 5 is about circuit level design of chaotic oscillator and random bit generator
system. Designed circuits are explained in detail. Simulation results of each
component and entire design are presented.

Chapter 6 is a review of the thesis and conclusion is given.



2. RANDOM NUMBER GENERATORS

2.1 Introduction

Random numbers are statistically independent and unbiased sequence of digits that
have high rate entropy. They are used in computer simulations, Monte-Carlo
techniques in numerical analysis, test pattern generation for performance analysis of
systems and cryptography. Security systems that are built on cryptographic
algorithms need real random numbers to prevent attacks. Security processes that lack
adequate sources of randomness will have poor security [1].

A random bit generator is a device or algorithm which outputs a sequence of
statistically independent and unbiased binary digits. The quality of a random number
generator is often measured by the degree to which it produces unpredictable and
unbiased output. A random integer can be obtained by generating a random number
bit sequence and converting it to an integer. There are two kinds of random number
generators: [3]

1. Pseudorandom Number Generators

2. Real Random Number Generators

2.2 Pseudo Random Number Generators:

A pseudorandom bit generator (PRBG) is a deterministic algorithm which outputs a
binary sequence that appears to be random. Input to the PRBG is called the seed,
while the output of the PRBG is called a pseudorandom bit sequence.

The output of a PRBG is not random. Their outputs are predictable and hence
entirely insecure for cryptographic applications. They can be used to further improve
a real random number generator output or convert the real number generators output
to a specific length of binary digits. Such generators are also commonly used for
simulation purposes. They can pass randomness tests. ANSI X9.17 and FIPS 186
generator are examples of pseudorandom number generators [3].



2.3 Real Random Number Generators

A true random number generator requires a naturally source of randomness.
Designing a hardware device or software program to exploit this randomness and
produce a bit sequence is a difficult task. Random number generators based on
natural sources of randomness are subject to influence by external factors. Therefore
it is important to test such devices periodically. True random numbers can be
obtained by using hardware-based or software-based techniques.

2.3.1 Hardware-based Generators

Hardware-based random bit generators make use of the randomness of some physical
occurrence. Such physical processes may produce bits that are biased and correlated,
in which case they should be processed with de-skewing techniques. Examples of
natural randomness sources are:

. Elapsed time between emission of particles during radioactive decay,

. Thermal noise from a semiconductor diode or resistor,

. The frequency instability of a free running oscillator,

. The amount a metal-insulator-semiconductor capacitor is charged during a

fixed period of time,

. Air turbulence within a sealed disk drive which causes random fluctuations in
disk drive sector read latency times, and

. Sound from a microphone, or video output from a camera.

2.3.2 Software-based Generators

Designing a random bit generator in software is even more difficult than doing so in
hardware. Processes which software random bit generators are based upon include:

. The system clock,

. Elapsed time between keystrokes or mouse movement,
. Content of input/output buffers,

. User input, and



. Operating system values such as system load or network statistics.

2.3.3 De-skewing

A natural source of random bits output maybe biased (the probability of the

producing a 1 is not equal to %) or correlated (the probability of the generated output

bit depends on previous bits). Techniques for generating true random numbers from
such a natural source’s output are called de-skewing.

Suppose that a generator produces biased but uncorrelated bits. If the output
sequence of such a generator is grouped into pairs of bits, with a 10 pair transformed
to a 1, a 01 pair transformed to a 0, and 00 and 11 pairs are discarded, then the
resulting sequence is both unbiased and uncorrelated. This technique is invented by
Hungarian mathematician Jon Von Neumann [3].

2.4 Statistical Tests

Statistical tests are designed to measure the quality of a number generator claimed to
be random. It is impossible to give a mathematical proof that a generator is a random
number generator and statistical tests only help to detect generator’s weaknesses.
This is accomplished by taking a sample output sequence of the generator and
applying statistical tests to this sequence. Each statistical test determines whether the
sequence has certain attributes like a truly random sequence would likely to exhibit.
If the sequence fails any one of the tests, the generator may be rejected as being non-
random. On the other hand, if the sequence passes all of the tests, the generator is
accepted as being random.

2.4.1 Monobit test

The purpose of this test is to determine whether the number of 0’s and 1’s are
approximately same as would be expected from a random sequence. Let ngy,n,
indicate the number of 0’s and 1’s in sequence s, respectively. Monobit test outcome

X, is defined by equation (2.1b).

N, +Nn =n (2.1a)

(2.1b)



2.4.2 Serial Test

The purpose of this test is to determine whether the number of occurrences of 00, 01,

10 and 11 as subsequences of s are same, as would be expected for a random
sequence. Let n,,n, denotes number 0’s and 1’s in s, respectively, and let

Noos Noys Nyo, Ny, denote the number of occurrences of 00, 01, 10 and 11 in s,
respectively. Serial test outcome X, is defined by equation (2.2).

Xo == (g 1 0"+ - S0 ) 41 @2)

2.4.3 Poker Test

Let m be a positive integer such that {ﬂ} >5.(2"), and let k ={£] Divide the
m m

sequence s into k non-overlapping parts each of length m, and let n, be number of

occurrences of the i™ type of sequence of length m, 1<i<2™. The poker test
determines whether the sequences of length m each appear approximately the same

number of times in s, as would be expected for a random sequence. Poker test
outcome X, is defined by equation (2.3).

X, =%[inf}—k (2.3)

2.4.4 Runs Test

The purpose of the runs test is to determine whether the number of runs of either
zeros or ones of various lengths in the sequence s is as expected for a random
sequence.

2.45 FIPS 140-1 Statistical Test for Randomness

Federal Information Processing Standards (FIPS 140-1) specifies four statistical tests
for randomness. FIPS-140-1 is issued by the National Institute of Standards and
Technology (NIST). A single bit string s of length 20000 bits, output from a
generator, is subjected to each of the following tests. If any of the tests fail, then the
generator fails the test.



2.4.5.1 Monobit Test

The number of 1’s in sequence s should satisfy 9654 < n, <10346.

2.45.2 Poker Test

The statistic X, defined in equation 3 is computed for m=4. The poker test is
passed if 1.03< X, <57.4.

2.45.3 Runs Test

The number of blocks and gaps, respectively, of length i in s are counted for each
i, 1<i<®6. The runs test is passed if runs are each within the corresponding interval
specified by the following table.

2.45.4 Long Run Test

The long run test is passed if there are no runs of length 34 or more [3].

Tablo 2.1: Long runs

Length of run | Required Interval

1 2267 - 2733
1079 - 1421
502 — 748
223 - 402
90 — 223
90 - 223

OO W|N

2.5 IC Implemented Random Number Generators

The expanding use of digital communications by way of computer networks, the
Internet, and wireless devices has resulted in a greater need for the protection of
transmitted information using cryptography. Cryptography allows for the private
exchange of authentic messages between a sender and a receiver using carefully
generated and distributed cryptographic keys for encryption and decryption. The
security of most cryptographic systems relies on the generation of unpredictable and
irreproducible digital keystreams using a nondeterministic random number generator
(RNG). As system-on-a-chip solutions become more widespread, robust integrated-
circuit (IC) RNG designs will be needed for secure communication applications.



2.5.1 Noise-Based IC Random Number Generators

Random noise sources, such as thermal and shot noise, exist at the IC level but are
often masked by deterministic disturbances. Consequently, commercial RNG designs
that amplify electronic noise require external components and special hardware for
electromagnetic shielding from nonrandom interferences. Substrate noise and power
supply noise levels are often much higher than random noise levels in typical
integrated systems. Consequently, methods capable of producing random sequences
using corrupted noise sources must be employed in noise-based IC random number
generators. Different noise-based IC random number generators can be classified as:
direct amplification, oscillator sampling and chaos based [4].

2.5.1.1 Direct Amplification

The direct amplification technique shown in Figure 2.1 uses a high-gain high-
bandwidth amplifier to process the small ac voltage produced by a noise source such
as thermal or shot noise. The noise must be amplified to a level where it can be
accurately processed with no bias by a clocked comparator. This is the most popular
RNG technique for single-chip solutions where shielding of the noise source is
possible. The lack of adequate shielding from power supply and substrate signals in
an IC environment prohibits the exclusive use of this method for IC-based
cryptographic systems [5].

'll"”‘”"'- E:E mparator

. I“ '
::LBHHJN L
— — " bitstream
i out

Figure 2.1: Direct noise amplification technique

2.5.1.2 Oscillator Sampling

The oscillator sampling method produces randomness from phase noise in free-
running oscillators. An example of this technique is shown in Figure 2.2, where the
output of a fast oscillator is sampled on the rising edge of a slower clock using a D
flip-flop. Oscillator jitter (i.e., cycle-by-cycle variations in the oscillator’s period) is



causes uncertainty in the exact sample values, ideally producing a random bit for
each sample. Additionally, randomness is artificially enhanced by carefully selecting
the ratio of the fast and slow oscillator frequencies. Pseudorandom techniques are
added to further randomize the output in case of oscillator jitter levels are not enough
to produce randomness, potentially compromising the unpredictability of the system.

fast | JUUUUULUIL =L L Lt
oscillator LD Q bitstream
out
[ i GK

slow J_|_|_|_|_|_ |
clock

Figure 2.2: Oscillator Sampling

2.5.1.3 Chaos Based Integrated Random Generators

Chaotic systems can be implemented electronically using analog or digital circuit
techniques. The divergence of trajectories associated with chaos, along with the
inclusion of noise, renders sequences unpredictable to an extent, qualifying the
system to be used as a truly random bit source [4].

A deterministic system is called chaotic if an infinitesimally small perturbation to its
initial conditions produces a change in its behavior that grows exponentially with
time. This phenomenon is numerically simulated from a chaos generation system and
shown in Figure 2.3. While chaos is a concept completely different from
randomness, it is important in random-number generation. If an RNG is chaotic, and
if there is some inescapable uncertainty in any contribution to its state (e.g., due to
thermal noise), then simply by waiting for a certain length of time, namely the time
required for the exponential growth of that uncertainty to reach the magnitude of the
system’s gross state, one can assume that the state of the system is unknowable. By
waiting a sufficient length of time between samplings, it may be possible to sample
high-quality random bits from a chaotic system that is otherwise deterministic [6].

2.5.2 Integrated Random Number Generators Based on MOS (Metal Oxide

Semiconductor) Structure
High quality random number generators can be generated by large fluctuating current

of MOS capacitors after soft breakdown. It is known that when soft breakdown
occurs in silicon dioxide thin film, a large fluctuation signal is observed for the
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leakage current through the film. Larger variation of signals has advantages for
converting them into random numbers. Once soft breakdown occurs in MOS
structure, the currents change abruptly and vary randomly. It is thought that the
current fluctuation is a consequence of the interaction between defects formed by
high energy electrons in the insulating film and electrons conducting through the
film.

A random number generator that uses MOS soft breakdown as randomness source
shown in Figure 2.4 is implemented in [7] and achieves 50 kbits/s bit rate. An astable
multivibrator output period is determined by resistances and capacitances in the
circuit. One of the resistances is replaced by MOS structure that is operating in soft
breakdown and as a result output period of astable multivibrator is fluctuating. To
further improve statistical characteristics of random number generator, additional
circuits might be used after this structure.

Figure 2.3: A small perturbation on initial conditions change behavior of the same
chaotic system that grows exponentially
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Figure 2.4: Schematic diagram of the random number generator based on MOS soft
breakdown
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3. CHAOTIC OSCILLATORS

Chaos refers to whether or not it is possible to make accurate long-term predictions
about the behavior of the system. Chaotic nature is very sensitive to initial conditions
of the system’s state. No measurement can be made with infinite accuracy, therefore
chaotic systems’ output can not be determined previously. By definition, the vector
field of an autonomous system is a unique function and is therefore unique at every
point X in the state space. An important consequence of this is that a trajectory of the
system cannot go through the same point twice, and therefore system’s output is
nonperiodic [8].

Design of electronic circuits with chaotic behavior has potential interest in many
applications such as instrumentation, analog signal processing, communication and
ranging systems. Regarding instrumentation, chaotic circuits represent an efficient
alternative for nonrepeatable pseudorandom signal generation. Such generators are
useful for the implementation of noise sources which are frequently employed at
speech processing and for testing the dynamic behavior of electronic systems. On the
other hand, chaos generators can be used in analog signal processing applications as
a dither source to improve the performance of other blocks. For instance, dithering
can be used to whiten the noise floor of Y’A modulators, as well as to reduce the idle
channel spurious tones, which are introduced during quantization of direct current
(DC) inputs. Also, dithering can be used to improve the integral nonlinearity of high
performance Nyquist-rate analog to digital converters. In ranging systems, the
nonperiodicity of chaotic signals makes chaos an interesting coding system for high
resolution radar systems. Finally, chaotic circuits play a leading role in chaos-based
digital communication systems.

Chaotic circuits can be realized by interconnecting discrete integrated circuit
component parts on a printed circuit board. In order to decrease dimensions of
circuits, power consumption and increase operating speed, chaotic circuits must be
realized as monolithic ICs where they can be embedded with other analog and digital
circuits.

Every mathematical model able to produce chaotic behavior has two features:
dynamics and nonlinearity. Regarding dynamics, models for chaos generation can be
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classified into discrete-time and continuous-time, depending on whether the system
is described by nonlinear difference or differential equations, respectively. Another
possible classification is autonomous or nonautonomous systems, which depends on
whether the generator is able or not to self-sustain chaotic oscillations without any
external excitation. Autonomous discrete-time systems can be generally described by
the following gth (delay) order n-dimensional finite-difference equation,

x(k +q) = F[x(k +q—-1),..., x(k)] (3.1)

where k =0,1,2,... symbolizes the discrete time variable, x(k) represents the state

vector of the system at the k th discrete time instant and F is a n-dimensional time-
invariant vector field. Autonomous continuous-time ODE (Ordinary Differential
Equations) based chaos generators are defined by the state equations,

H)_ o) 32

where x(t) is the state vector of the system (also trajectory) and F is the nonlinear

vector field that defines the direction and speed of a trajectory at every point in the
state space and at every instant of time [9].

In order to exhibit chaos electronically, an autonomous circuit consisting of resistors,
capacitors, and inductors must contain

1. at least one nonlinear element

2. at least one locally negative resistor

3. at least three energy-storage elements.

Chua’s circuit is the simplest electronic circuit that satisfies these criteria. It is
mathematically and experimentally proven that this circuit exhibit chaos.

/\;\/\ [IR

—c, €=

| |
=
o

B

Figure 3.1: Chua’s circuit

14



Chua’s circuit shown in Figure 3.1 consist of a linear inductor L, a linear resistor R,
two linear capacitors C1 and C2 and a single voltage controlled nonlinear resistor
called Chua’s diode [8].

The state equations of Chua’s circuit are:

dv, 1
—=—|G(v, —Vv,)— f(v 3.3
it ¢, 8w - f)] (33)
dv 1 .
d_tZZC_Z[G(Vl_Vz)'Hs] (3-4)
di, 1
a, 1 35
a - L (3.5)
where

1
G== 3.6

A (3.6)
and

1

f(v,)=G,v, + E(Ga -G, v, +E|-|v, — E[} (3.7)

is the v—i characteristic of Chua’s diode shown in Figure 3.2. [2].

Figure 3.2: Driving point characteristic of Chua’s diode
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For a fixed set of parameters, the Chua’s oscillator equations described above define
a dynamical system which acts in a certain manner. For example, trajectories could
converge to an equilibrium point, a limit cycle or an attractor. An equilibrium point
could be stable or unstable. Chaotic attractor obtained from numerical simulation of
Chua’s circuit with proper parameters is shown in Figure 3.3.

Atracior from Chua's oscillator
0.4 T T T :

02

[

VG2 fvoits)
o>

SO0

0.2

.03 -

004 L —
B -4 -2

o}
WO (uolts)

Figure 3.3: Chaotic attractor obtained from numerical simulation of Chua’s circuit

In any analog continuous-time chaotic oscillator, there exists a core oscillator
providing an unstable pair of complex conjugate eigenvalues and a control parameter
which can move this pair. In the case of Chua’s circuit, core oscillator is LC resonant
oscillator [10].
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4. HIGH SPEED INTEGRATED LC CHAOTIC OSCILLATOR AND ITS
APPLICATION TO RANDOM NUMBER GENERATOR

In this work, a high speed chaotic oscillator and its random number generator block
are studied. For random number generation, method in [1] is used. System used for
random number generation from double scroll chaotic oscillator in [1] is shown in
Figure 4.1.

a
0
DOUBLE SCROLL COMPARATORS » BIT GENERATOR DE-SKEWING
®(t) ay b;
ATTRACTOR - - .
a
S s, 1 s, Sy

Figure 4.1: System of random number generation from double scroll chaotic
oscillator

4.1 High Speed Integrated Chaotic Oscillator

Well known LC sinus oscillator is chosen core oscillator to derive a high speed chaos
generator. A simple LC resonator can be seen in Figure 4.2.

Figure 4.2: LC resonator and tank loss

4.1.1 LC Oscillator

By using Kirchoff’s Current Law (KCL) and inductor’s current voltage relationship,
state equations of the circuit in Figure 4.2 can be derived as follows:
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a, . Vv

—t=—j —— 4.1
d¢ “ R 4.0
di
L—==V 4.2
el (4.2)
. . . o t
If state variables are rewritten as x =V,, y =i, and normalize time as t, = ——,
v JLC
dt
dt, = — 4.3
e (4.3)
dx L L x
—_— ==y == 4.4
o @
a_ (4.5)
dt, L
are obtained. Using relationship a = \/% state equations are as follows:
a
¥=—ay — —X (4.6)
R
1
W= —X 4.7
a

For R=w0, the circuit oscillates sinusoidally as shown in Figure 4.3. The circuit is said
to be undamped. The energy that was initially stored in capacitor and inductor can
not be dissipated (there are no resistive losses) but simply oscillates back and forth
between these two elements. In the absence of damping, this sinusoidal oscillation
continues infinitely and the circuit is called a harmonic oscillator.
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Figure 4.3: Sinusoidal oscillations in LCR resonance circuit in case of R is equal to
infinity.

For positive values of R, resonator circuit oscillates damped as shown in Figure 4.4
and energy stored in resonator is dissipated on the resistor to heat.

1 T T T T T T T T

T

0.8 7

~o 10 20 30 40 50 60 70 80 90 100

Figure 4.4: For positive values of R, resonator oscillates underdamped.

For negative values of R, the resistor has negative dissipation. It supplies energy to
the rest of the circuit. In this case, energy stored in the circuit increases with time.
Current and voltages in the circuit have exponentially growing envelopes as shown
in Figure 4.5.
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Figure 4.5: Voltage on resonator for negative values of R

A passive only resonator is inadequate for building up oscillation in real world.
Energy stored in the resonator is quickly dissipated on the parasitic resistances of
inductor and capacitor elements. Active devices such as transistors (biased from DC
power supplies) are used to compensate for the loss mechanism on the LC resonant
circuit. Then the energy lost in the tank is periodically replenished by the effective
negative resistance supplied by the active devices. Such an example of LC oscillator
circuit is given in Figure 4.6 and its small signal equivalent circuit is shown in Figure
4.7.

0__

Figure 4.6: Negative-gm LC sinusoidal oscillator
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-1.-’gm

Figure 4.7: Small signal equivalent circuit of negative-g,, LC sinusoidal oscillator

Assuming the oscillator differential (in fact, as a result of nonlinear characteristics of
bipolar transistors, oscillator is not fully differential, that is common mode voltage

component also varies with time); both terminals of the inductor have common and
differential voltage components. If voltage at node 1 is written as V. +V, and

voltage at node 2 is written as V. —V, in Figure 4.6, state equations of the LC

oscillator circuit are obtained by using KCL at nodes 1, 2 :

di
NV, =L—t 4.8
= (4.8)
(Ve-V1)
cd@) e % 10 (4.9)
(Ve-V1)
—Cd(jtll)—iL+lse i _1=0 (4.10)

Taking difference of (4.9) and (4.10) yields

e M Vi
4C% =-2i —1,e" (e —e") (4.11)

By adding (4.9) and (4.10), we obtain

Ve Vi Vi

1.e% (e " +e%) =2l (4.12)
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v, 21

A
(e +e'm)

(4.13)

Rearranging (4.11) by using relationship (4.13) and the tanh definition, we finally

obtain following state equations of the LC oscillator circuit:

M = —liL +ltanh(ﬁ)
dt 2 2 V;
di 2,
dt L

By normalizing LC oscillator circuit state equations with

dt =dt, VLC

we obtain the following state equations:

1
Xe=—-——Yy+
zvy

T T

tanh(x)

W= 2V, X

(4.14)

(4.15)

(4.16)

(4.17)

(4.18)

(4.19)

(4.20)

(4.21)

By taking bipolar transistors’ thermal voltages as V=25mV (V; = — k=Boltzmann
q

constant, T=absolute temperature and g=charge of a single electron) and currents as
I=100pA, ordinary differential equations of (4.20) and (4.21) are solved in

MATLAB and the graphical solution in Figure 4.8 is obtained.
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Figure 4.8: Time waveforms obtained from negative-gn, LC sinusoidal oscillator
circuit. Y axis is difference of nodes 1 and 2 in Figure 4.6.

4.1.2 Primitive Chaotic Oscillator

In order to exhibit chaos electronically, an autonomous circuit consisting of resistors,
capacitors, and inductors must contain

1. at least one nonlinear element

2. at least one negative resistor

3. at least three energy-storage elements such as capacitors, inductors or mixing two
of them.

We add another RC network, a negative resistor and a nonlinear element to the
simple LC resonator circuit to build the chaotic oscillator as shown in Figure 4.9.
The nonlinear element in this circuit is a transconductance element implementing the
signum function.
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Figure 4.9: Primitive chaotic oscillator
State equations of this circuit is obtained as follows:
By using KCL at node 1, equation (4.22) is obtained.
av, . V;
b S 4.22
T R (4.22)

KCL at node 2 and inductor’s current voltage relationship yield the following
equations:

dv. .V
C,—2=sogn(V,)+i, ——= 4.23
2 gt 9 (V) +i, R, (4.23)
di
V, -V, = d_tL (4.24)

Changing state variables as V, =x, Ri, =y, V, =1z, taking C=C, =C, and
normalizing time as t, :Rt_C in (4.22) - (4.24), we conclude with the following

simplified state equations:

>&;—y+R3x (4.25)

1
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&= Rsgn(x) + y—REz (4.26)

2

R2

<

B= (x—2) (4.27)

State equations derived above were analyzed with MATLAB tool. For the following
parameter values, the circuit exhibits a double-scroll chaos oscillator behavior:

RZ
[ "j =1 (4.28)
C
R
R 0.6 (4.29)
R
R 2 (4.30)

Solutions of state equations (4.25) — (4.27) in time domain are given in Figure 4.10.

0 20 40 60 80 100 120 140 160 180 200

n

Figure 4.10: Chaos Oscillator node voltages waveform
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X-Z plane trajectory of the circuit is given in Figure 4.11.

1.5

Trajectory X-Z Plane

0.5
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Figure 4.12: X-Z plane obtained trajectory from SPICE simulations. X axis is the
voltage at node 1 and Y axis is the voltage at node 2 in Figure 4.9.

X-Y-Z plane trajectory of the circuit is given in Figure 4.13.
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Trajectory X-Y-Z Plane |t

Figure 4.13: X-Y-Z plane trajectory obtained from numerical simulations

4.1.3 High Speed Integrated Chaotic Oscillator

Chaotic oscillator derived from the structure in Figure 4.9 is given in Figure 4.14.

Figure 4.14: High speed integrated chaotic oscillator
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State equations of chaotic oscillator circuit in Figure 4.14 are derived as follows;

We take node voltages in Figure 4.14 as:
1. Voltage at node 1is V. +V,, at node 2 is V, —V,, at node 3 is V. +V, and at
node 4 is V. —V, (where V. is half of the sum of node voltages 1, 2 and also
3, 4; V, is half of the difference of node voltages 1, 2 and V, is the half of the

difference of node voltages 3, 4),
2. Current of inductance on the left side is I —i,, on the right sideis I +i,

V; and I are the thermal voltage and bipolar transistor reverse saturation current,
respectively. 1, and 1, are DC bias currents.

Using KCL at node 1, we obtain

VC 7V1

cdVe V) |y o Ly 4 =0 (4.31)

dt

Using KCL at node 2, we obtain

VC +V;

cdVe VD) |y oy i o (4.32)

dt

Using KCL at node 3, we obtain

. 2V d(2v,)
I, —i, +1,+—2+C 22 1, =0 4.33
L L 2 R dt B ( )
Using KCL at node 4, we obtain
IL+iL+I1—2V2—Cd(§\t/2)—IB:O (4.34)

If we subtract equation (4.32) from (4.31) we conclude with

vi (Vv
Cdi:—'L + ;e e —eV (4.35)
dt 2

If we subtract equation (4.34) from (4.33) we conclude with
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Using bipolar differential pair’s output current-input differential voltage relationship
and equation (4.36), we derive

Vo o Vo by do (Vi (4.37)
i R 2 4 |V,

If we add equation (4.31) and (4.32) we conclude with

vi [V v
C d;/tc -1, ——'SZ (e"T e VTJ (4.38)

Using inductor voltage-current relationship we obtain

Ve +V,)=(Ve +V,)= L% (4.39)
v, -v, = 40) (4.40)
dt

Equations (4.35), (4.37), (4.38) and (4.40) are state equations of the circuit in Figure
4.14. For the sake of simplicity, we use the following normalized quantities in which
Vs is an arbitrary scaling voltage,

x=1 (4.41a)
VS
i R
_MWR 4.41b
y v, ( )
zZ= Ve (4.41¢)
VS
v
Ko =iE (4.41d)

R= \% (4.41e)
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a=Vs (4.41f)

" (4.41g)

The above system of equations is transformed into the following dimensionless
system of ordinary differential equations:

ax
&:_y+ Cse2 (eax _e—ax) (442)
Yo=x—2 (4.43)
Y, %o
Be= -7 +E+Ttanh(ax) (4.44)
ax
& =, — Csez ™ +e™) (4.45)
(1 lo )R
-0
where cszﬁ,co=IOR and ¢, = 2
av; av; av;

The equations (4.42) — (4.45) can generate chaos for several sets of parameters. For
example, the chaotic attractor shown in Figure 4.15 is obtained from numerical
analysis of the system with parameters a=0.5, Cg= 2, Cs=10™* and C,=8.8, by using
Dormand-Prince numerical integration method [11].

Figure 4.15: Results of numerical analysis of the system in Figure 4.14.X axis is
the state variable x and Y axis is the state variable y.
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Figure 4.16: Time domain waveform of x variable obtained from numerical
analysis of the system in Figure 4.14.

4.2 Random Bit Generator

To obtain binary random bits from the chaotic attractor, method in [1] is used. The
state-space of the chaotic attractor is partitioned into three subspaces, Vo, Vi and Vi
determined by the planes x=cy and x=c;, shown in Figure 4.17. A bit 1 is generated
when the trajectory passes from the region V4 to region V; and a bit 0 is generated
when the trajectory passes to region V, from region V.

sam 3 TCALT VAT

Vo

Figure 4.17: Partitioned subspaces of chaotic attractor
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In order to remove bias in this sequence and improve statistical properties of

generated bit streams, the well known Von Neumann’s de-skewing technique is

employed. Overall system block diagram is shown in Figure 4.18.

DOUBLE SCROLL

ATTRACTOR
5y

x(t)

COMPARATORS

S,

+  BIT GENERATOR

DE-SKEWING

S4

Figure 4.18: Random bit generation from chaotic oscillator block diagram

4.2.1 Comparator

Chaotic voltage signal at node 2 is subtracted from the voltage signal at node 1 in
Figure 4.14 and resulting difference voltage is sampled according to the method
described above to generate random bits. The resulting voltage signal difference
expresses the state variable x of the system of state equations described in section
4.1.3. Thresholds cq and c; is illustrated in Figure 4.19 with time domain waveform
of the chaotic signal x(t).

0o

ui

'

1
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160

Figure 4.19: Thresholds ¢, and ¢,

180 200

Two threshold functions are realized with comparators as shown in Figure 4.20 by
taking co= 0 and c; as a variable threshold.
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4.2.2 Bit Generator

Logical OR operation is performed at outputs of two comparator circuits to generate
a clock signal as shown in Figure 4.21. This clock signal identifies that a certain bit
either a 1 or a 0 is generated. A D type flip-flop circuit is clocked with the generated
clock signal. D input of the flip-flop circuit is directly taken from the first
comparator’s output ap since when a bit 1 is generated, first comparator output is 1
and vice versa. Bit generator block is given in Figure 4.21.

) ] p

Figure 4.20: Comparator circuits to generate bits

o

L—p o}

—= « U b

Figure 4.21: Bit generator block

In order to guarantee correct operation of above circuit, OR gate propagation delay
should be slightly higher than setup time of the D-type flip-flop circuit.

toor) 2 Lsetup(ore) (4.46)
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4.2.3 De-Skewing

A natural source of random bits may not supply unbiased bits as a direct output. De-
skewing techniques are to extract unbiased bits from a defective generator with
unknown bias. These techniques also eliminate the correlations in the output of the
natural sources of random bits. Von-Neumann’s de-skewing process converts
nonoverlapping pairs of bits into output bits by converting the bit pair 0 1 into an
output 0, converting 1 0 into an output 1. The pairs 1 1 and 0 0 are discarded. Logic-
level diagram of Von-Neumann’s de-skewing method is shown in Figure 4.22. Clock
signal generated by the comparators is divided by 2 in order to lookup
nonoverlapping bit pairs. For each nonoverlapping bit pairs, if the exor operation
results 0, divided clock is disabled by the “and” gate. If the result is 1, then the “and”
gate output is as same as the divided clock output. Thus, 0 1 and 1 0 bit pairs are
successfully translated to a bit 0 or 1, respectively. System timing diagram is shown
in Figure 4.23.

DATA_OUT
D o]

>

comp1_out D; \

—1D Q D Q Diq ' D Q D&K_OUT
D> —]>

[ >

clocki2 buffer

clock

> [}

Figure 4.22: De-Skewing block
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Figure 4.23: De-skewing system timing diagram
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5. CIRCUIT LEVEL DESIGN

The chaotic circuit was designed and simulated both in AustriaMikroSytems 0.35 um
SiGe BICMOS (frmax= 70 GHz) and IHP 0.25 pm SiGeC BiCMOS (frmax = 80 GHz)
technologies. The whole system was designed using IHP 0.25 pm SiGeC BiCMOS
technology. Highest transit frequency of the high speed npn bipolar devices in this
technology is 80GHz with a collector-emitter breakdown voltage of 2.4 V. IHP’s
0.25um SiGeC BiCMOS process also includes standard (ft=50GHz, Vcego=4V) and
high voltage (ft=30GHz, Vcego=7V) bipolar transistors, high-Q MIM (Metal
Insulator Metal) capacitor, salicided and unsalicided polysilicon resistors, 4-layer Al
interconnect metal and 2um thick fourth layer metal to realize high-Q inductors.
Cadence Spectre® circuit simulator was used during simulations. The supply voltages
are £1.2V for Vcc and Vg, respectively.

5.1 Chaotic Circuit

Figure 5.1: Chaotic circuit
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The chaotic oscillator in Figure 5.1 was numerically simulated and verified to
generate chaos with parameters, a=0.5, Cg= 2, Cs=10* and C,=8.8 in section 4.1.3 .
These parameters are related to the circuit design variables below:

¢, = R (4.47)
av;
IR
C, =—2— 4.48
0= (4.48)
lo
(I B _?)R
Cg=——"— (4.49)
av;

Using parameter equations (4.47) — (4.49) and taking L=11.7nH (which is a standard

inductance value available in the used technology), C=350fF and R = \/% =182Q2,

lo and Ig currents are found to be 600uA and 710uA, respectively. Due to
nonidealities that were not concerned during deriving the state equations of circuit in
Figure 5.1, such as inductance series resistance, parasitic bipolar transistor terminal
resistances and bipolar transistor operation in saturation region, circuit does not
exhibit chaos with the current values above. During Spectre simulations, g current
was taken 800uA to generate chaos. Also large bipolar transistors were used for the
cross-coupled pair to reduce the parasitic terminal resistances, especially the base
terminal resistance. Inductance’s and bipolar transistors’ parasitic terminal
capacitance values were subtracted from the C value in the circuit. PMOS current
mirror transistors with aspect ratio of 100um/0.8um were used to realize Ig current
sources. Spectre simulation results of the circuit in Figure 5.1 are given in Figures
5.2 and 5.3.

5.2 Integrated Analog Tunable Resistor

The high-speed chaotic oscillator described in section 5.1 was simulated with several
process and temperature variations with Spectre. Temperature was swept from -20°C
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Figure 5.2: Chaotic transient waveforms from Cadence simulation of the high
frequency circuit.
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Figure 5.3: Chaotic attractor from Cadence simulation of the high frequency
circuit.
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to 50°C and it is observed that chaotic oscillator is functional along this temperature
range.

Bipolar transistor current gain, transit frequency and reverse saturation current
variations in the used BICMOS process do not affect functionality of the circuit, too.
MIM (Metal Insulator Metal) capacitor’s and polysilicon resistor’s relative
deviations are %10 and %25 in used BiCMOS process, respectively. With Spectre
simulations, it was observed that %10 variations of capacitances are tolerable for
functionality of the chaotic oscillator, however for the polysilicon resistor this is not
the case. We can only tolerate %10 changes of the resistor value in the chaotic
oscillator for achieving chaotic operation, which is below %25 nominal process
value. It is concluded that a tunable resistance structure should be used to tolerate
process variations.

A PMOS transistor can be used to realize an on-chip tunable resistor. On resistance
of a MOS transistor operating in deep triode region can be approximated from the
triode 1-V relationship as given below:

1
Ron = (4.50)

W
/unCox T (VGS _VTH )

Therefore a MOSFET can operate as a resistor whose value is controlled by its
overdrive voltage, as long as the transistor is operating with small [Vps| values [12].
A regulation circuit must be designed in order to apply the correct gate source
voltage to the device to obtain the required resistor value. Disadvantages of a PMOS
resistor are parasitic capacitances of its terminals and its non-linear I-V characteristic
for relatively larger values of its |Vps| voltage. In contrast, on-chip polysilicon
resistors have good linearity and low parasitic capacitances thanks to the thick poly-
substrate oxide. The approach used in this work to realize an integrated tunable
resistor is to combine the advantages of both PMOS and polysilicon resistors. Both
devices are connected as shown in Figure 5.4 [13].
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Figure 5.4: Integrated tunable resistor

In Figure 5.4, Rp resistance drives much of the current in order to decrease PMOS
current. Resistances Rs reduce source-drain voltage difference of PMOS resistor for
better linearity [14]. Parallelizing two identical PMOS-resistor structures gives
ability to use higher Rs resistance and smaller PMOS transistor to provide better
linearity. Resistance between A and B terminals can be controlled via applied PMOS
transistor’s gate voltage. Polysilicon resistance Rp is equal to 225Q, which is +25%
higher than nominal value of the resistance 180Q. For best-case process corner,
resistance value deviates relatively by -25%, PMOS gate voltage is equal to Vpp and
it is OFF. In this case, target value of the resistance is achieved. For typical and worst
case conditions, PMOS transistor is ON and contributes to a resistance between A
and B terminals equal to 180Q with help of the impedance regulation circuit shown
in Figure 5.5.

Rext1 and Rext, are off-chip resistor components. Analog impedance regulation
works as follows: A replica of integrated tunable resistor structure is placed between
two externally connected resistors Rexti and Rextz, respectively. Rexr, off-chip
resistor value is higher than Rexr; resistor value by one reference resistance value.
Negative feedback in the circuit forces two inputs of the opamp circuit to be equal.
Therefore, tunable resistor value is equal to (Rext2-Rext1) wWhich is set to desired on-

chip resistance value. Vs voltage is set to \ﬂzD . By using this impedance regulation

circuit, the needed Vo Voltage is generated and can be applied to the main structure.
On-chip polysilicon resistances Rp and Rs are equal to 450Q and 100€2, respectively.
PMOS transistors’ aspect ratio is 20um/0.25 pm. Integrated tunable resistance is
simulated with Spectre in typical process corner (T=27°C), best-case process corner
(T=-20°C) and worst-case process corner (T=50°C) and the simulation results of the
DC resistance of topology is shown in Figure 5.6. A CMOS Miller-OTA is used in
the impedance regulation circuit as the amplifier.
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Figure 5.5: Impedance regulation circuit

Integrated tunable resistor was simulated with the chaotic circuit to tolerate
resistance variations of process. The chaotic attractor obtained from simulation of the
chaotic oscillator for the worst-case process corner is shown in Figure 5.7. It is worth
to note here that there is still nonlinearity in the tunable resistance circuit because of

PMOS transistor’s nonlinear characteristic.

5.3 Difference Amplifier Circuit

Difference of terminal voltages 1 and 2 in circuit shown in Figure 5.1 is sampled to
generate random bits in the used random bit generator topology. Resistor
degenerated differential pair amplifier is used for difference operation to provide
linearity to perform open loop difference operation. For the reason that chaotic
oscillator is operating at high speed and opamps have limited gain-bandwidth
products for stability issues, closed-loop difference amplifier topology is not chosen.
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Figure 5.6: DC resistance of integrated tunable resistor in typical-, best- and worst-
case process corners
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Figure 5.7: Chaotic attractor obtained from Spectre simulations of chaotic
oscillator with integrated tunable resistor in worst case process corner.
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The open-loop difference amplifier circuit schematic is given in Figure 5.8. R is
equal to 600Q and all bipolar transistors’ emitter currents are S00pA in the circuit.
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Figure 5.8: Difference amplifier circuit

Spectre simulation results are given in Figure 5.9. Above two waveforms are input
and below two waveforms are negative and positive output voltages of the circuit.
Ideal differences of inputs voltages are also shown. From Figure 5.9, it is seen that
circuit is taking difference of two waveforms successfully by using degeneration.
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Figure 5.9: Difference amplifier circuit simulation results
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5.4 Comparator Circuit

The comparator circuit schematic is shown in Figure 5.10. Since comparators used in
the system are asynchronous, latch type comparator topologies with positive
feedback were not used. The comparator circuit is a high-gain 3-stage amplifier. The
voltage difference between the input and the reference is amplified to logic levels in
the circuit by this high gain. Resistance values are 700Q and each differential pair’s
tail current is 300pA.
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Figure 5.10: Comparator Circuit

Comparator circuit simulation results are shown in Figures 5.11-12. As seen in
Figures, when comparator input voltage is above its reference voltage, output of the
comparator become logic high and , when comparator input voltage is below its
reference voltage, output of the comparator become logic low with an input output
delay of 80ps.

5.5 Or Gate

The OR gate used in the system is a standard ECL type bipolar logic gate. Its
schematic is shown in Figure 5.13. Differential pair’s tail current is ImA and
collector resistances are 300€2 in the circuit. OR gate generated clock signal drives 3
DFFs. In order to improve driving strength of the OR gate, emitter follower tail
currents were chosen 2maA.
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Figure 5.13: Or gate schematic

OR gate’s simulation results are shown in Figure 5.14. First two waveforms are
inputs and last waveform is output of the OR gate. From Figure it is seen that OR
gate is operating correctly. Only when two inputs are zero output is also zero and
otherwise output is always one. Output propagation delay is 90 ps.
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Figure 5.14: Or gate schematic simulation results
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5.6 D Type Flip-flop

D-type flip-flop circuit shown in Figure 5.15 is a current mode logic type (CML
type) DFF circuit. Resistance values are 400Q and tail currents are 600uA,

respectively.
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Figure 5.15: DFF circuit schematic

DFF circuit simulation results are shown in Figures 5.16-17. At clock signal’s rising
edges, input data seen in middle waveform is transferred to the output of the DFF
circuit. First waveform is clock input and third waveform is output of the DFF
circuit. Glitch levels at the output of the DFF circuit occurring from clock transitions
are not as high as that can degrade the functionality of the circuit.

OFF Scharnalic Simulation
Transbent Response

agom = VTCUek+)

o nnn 1TANAY —

o U TUl OuUuy

130 = VT{"compl+")

dato

o L

928m

vy

13G 0 VI(diFiE)

cut
128 Vfu— —
T e
roe WAU
: n II n |. n I.

aedm Lo L L s s
9.08n .00 1.8 12.8n 152

r\;vmmw T (TSI =y T48a
B: (135431 196.638m) wepn. - 405 pAZK

Figure 5.16: DFF schematic simulation results
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Figure 5.17: Second DFF schematic simulation results

5.7 Divide-by-two circuit

Block diagram of the divide by two circuit is shown in Figure 5.18.

— Clk/2

clk —1

Figure 5.18: Divide by two circuit block diagram

Designed D type flip-flop circuit is used with a synchronous feedback loop as shown
in Figure 5.18. Simulation results are given in Figure 5.19.
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Figure 5.19: Divide-by-two circuit schematic simulation results

First waveform is input and second waveform is output of the divide by two circuit.
It is seen that from Figure 5.19 that, the output signal period of the divide by two
circuit is two times of its input signal period, therefore the output signal frequency is
half of the input signal frequency.

5.8 Exor gate

CML type exor gate schematic is shown in Figure 5.20. Resistance values are 400Q2

and tail current of the gate is 600pA, respectively.
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Figure 5.20: Exor gate schematic

Exor gate schematic simulation results are shown in Figure 5.21. First two
waveforms are the inputs and third waveform is the output of the Exor gate. When
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both two inputs are zero or one, output is zero and when both inputs are complement

of each other, exor gate’s output is one as seen from Figure 5.21.
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Figure 5.21: EXxor circuit simulation results

5.9 CML Pad Drivers

Random number generator block’s interface to outside was provided via CML pad
drivers with on-chip 50Q termination resistors. Output drive current is 8mA and
swing level is 400mV,y, respectively.
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Figure 5.22: CML output pad driver schematic

Simulation setup of CML pad drivers is shown in Figure 5.23 which includes pad
and package parasitics such as bondwire inductance and resistance, pin-pad

capacitances. Bondwire inductance value is 5nH, its series resistance is 5Q, pad



capacitance is 100fF and pin capacitance is 5pF. Simulation results are shown in
Figure 5.24.
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Figure 5.23: Pad and package parasitics
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Figure 5.24: CML output pad drivers schematic simulation results

First waveform is the input and second waveform is the output of the circuit in
Figure 5.23 which is being driven by a CML gate. It is seen from Figure 5.24 that
CML gate can drive its output load successfully with no excess ringing.

5.10 Top level simulations

Chaotic oscillator circuit and random number generation block are simulated and
verified to operate correctly in Worst, Typical and Best Case Speed corners.
Temperature was swept from -20°C to 50°C during simulations. The entire system
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consumes 201.6mW power (20mA at the core circuits and 64mA at CML 10 pad
drivers from 2.4V power supply). Top level simulation results from schematic are
shown in Figure 5.25 at 50°C temperature. Average throughput of the system is
300Mbits/s. In Figure 5.25, random bit generator outputs from CML gates that are
driving pin capacitances are shown.

150.000 bits were taken from Spectre simulations from random number generation
system. Each 20.000 bits were subjected to FIPS-140-1 tests and they only fail the
poker test. Although chaotic behavior is complex, it needs real device and thermal
noise mixing mechanism to generate real random bits. It is thought that, after
fabrication of the test chip, generated bit streams will pass all tests.
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Figure 5.25: Top level simulations

5.11 Circuit layout

System layout was done with THP’s SGB25VD process design rules. Integrated
analog tunable resistor structure explained in Section 5.2 was not included in top
level layout of the system in order to not to take risk. From spectre simulations, it is
observed that when component values deviate because of process variations,
changing Ig current is enough to enter chaotic operation regime. All currents of

52



chaotic oscillator are supplied to chip from pins externally in order to control chaotic
operation. Layout is shown in Figure 5.26. Chip layout area is Imm x 0.5mm.

o

Zh=sMunu

Zy=saLnu

Figure 5.26: Toplevel layout of the system
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RF probe pads were placed at difference amplifier outputs to observe time domain
chaotic oscillations. Coupling capacitances were placed between Vcc and Ve supply
lines to decrease power and ground bounce noise. Also different power supply pins
were used for chaotic oscillator and other circuitry to prevent coupling between
digital circuits and chaotic oscillator through supply lines. Design has been sent to
fabrication in IHP’s SGB25VD 0.25um BiCMOS process Vvia Europractice MiniAsic
Programme. Test chip bonding diagram is shown in Figure 5.27.

Figure 5.27: Test chip bonding diagram
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6. CONCLUSION

The goal of this thesis is to design a high speed chaotic oscillator and utilize it as a
high speed random number generator. Achieved throughput of random bit generation
system is approximately 300Mbit/s and there are a few reported RNG in the literature
around this throughput rate. Also there is no reported chaotic oscillator in the
literature operating at same frequencies as our design.

Chaotic oscillator circuit and random number generation block are simulated and
verified to operate correctly in Worst, Typical and Best Case Speed corners.
Temperature is swept across -20°C to 50°C during simulations. Entire system
consumes 201.6mW power, 20mA at the core circuits and 64mA at CML 1O pad
drivers from 2.4V power supply.

System layout was done with [HP’s SGB25VD process design rules. Chip layout
area is Imm x 0.5mm. An integrated analog tunable resistor structure that can
operate at high frequencies was designed, however it was not included in top level
layout of the system in order to not to take risk. From spectre simulations, it is
observed that when component values deviate because of process variations,
changing Ig current is enough to enter chaotic operation regime. All currents of
chaotic oscillator are supplied to chip from pins externally in order to control chaotic
operation. RF probe pads were placed at difference amplifier outputs to observe time
domain chaotic oscillations in the layout of the system.

Chaotic circuit and random bit generation block was experimentally tested with
discrete components at laboratory. Bit streams were acquired using the parallel port
of a personal computer. A bit stream of length 1,500,000 was acquired. This bit
stream is grouped in 75 groups of bit sequences, each having a length 20,000 bits and
each block is subjected to FIPS-1-140 test suit. The first 27 blocks passed the
statistical tests. However, 5 of the following 48 blocks fail in the tests. It is thought
that this is due to the temporary improper operation of the chaotic oscillator because
of external influences due to improper setup. Although, integrated circuit
implementation of this circuit may reduce external influences. Finally, we have
obtained another bit stream by first grouping the above bit stream in pairs, then
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taking first bit of every bit pair. This fact seems to improve the statistical property of
the RNG as all the blocks passed the statistical tests of the test suit.

Future work includes testing of chaotic oscillator based random number generator
chip, verifying circuit is operational at high frequencies as expected from simulations
and generated bit streams pass randomness tests. In this primer work, a smaller
inductance value is not chosen in order to not operate at very high frequencies. It is
possible to use different chaotic oscillator’s differential equation’s parameter values
a,Cg,Cy,Cy that generate chaos and also different circuit element’s values such as
inductances and capacitances’ values. Chaotic oscillator was verified to be
operational at 5GHz frequencies with Spectre simulations. After successfully testing
designed chip, a new chaotic oscillator with smaller inductance value and higher
operating frequency could be designed and fabricated with different chaotic
oscillator’s parameter values. Also, an appropriate circuit should be designed to
control current sources in the chaotic oscillator to keep oscillator operate in chaotic
regime against process and temperature shifts.
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