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STUDIES ON THE DESIGN OF ROBUST AND FULLY-DIGITAL RANDOM
NUMBER GENERATORS

SUMMARY

The random number generator is a module that produces unpredictable bit sequences
with various statistical properties. Multiple tools such as dice and metal coins have
been used since ancient times to make random choices. Today, even in a football
game, a coin is used to decide which team will start the game. Random number
generation is one of today’s popular topics in information security. Random Number
Generators (RNGs) are at the core of cryptosystems with producing unpredictable
secret keys. The weaknesses of the random number generator of a cryptosystem can
cause confidential data to fall into undesirable third parties' hands. Therefore,
random number generation mechanisms should be based on physical entropy
sources. RNGs are used not only for cryptography but also in Monte Carlo
simulations, learning algorithms, science, art, gaming, scrambling, etc.

Random number generators are classified into two main groups, Pseudo Random
Number Generators (PRNGs) and True Random Number Generators (TRNGs).
PRNGs generate new values from seed using certain functions. These bit sequences,
which have a statistically random appearance, repeat themselves after a certain
period of time. Therefore, the generated bit sequences are periodic and predictable.
On the other hand, true random number generators use physical quantities as an
entropy source. They generate random numbers that do not repeat themselves, where
the generated bit is independent of the previous bit.

Random number generators can be implemented using software or hardware.
Hardware based random number generators can be implemented on an FPGA
platform or ASIC chip. Designers prefer FPGA platforms because of their features,
such as rapid prototyping, reprogrammable, low production cost. Besides, FPGA
platforms have low noise sources since they are designed to work in digital circuits.
Therefore, generating random numbers on an FPGA requires some design
requirements. The designs made as ASIC allow the entropy source to be designed
with the desired features more easily. ASIC designs are more preferred in designs to
be mass-produced due to their high production costs and high design costs. Random
number generators are designed on FPGA or ASIC according to the desired features
and application restrictions.

In this study, some state-of-the-art designs of TRNGs especially implemented
digitally are examined, and some new improvements and design techniques are
proposed. First of all, a three-dimensional no-equilibrium chaos-based RNG
published in the literature is implemented on an FPGA. The master-slave
synchronization method is tried to be achieved by implementing a clone of the target
circuit on the FPGA. Although the initial conditions of the attacked circuit are
unknown, it is experimentally shown that the same bit sequence can be produced in
the clone circuit as a result of listening to an output of the attack circuit. Thus, it is
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shown that RNGs based on deterministic sources are vulnerable to possible attacks
and should not be used without any noise source.

A ring oscillator-based random number generator cannot be used in applications
requiring low power consumption due to their high power consumption. For low
power consumption, a random number generation technique is proposed by engaging
and disengaging SR latch structures at specified intervals. The fact that the digital
gates used are active only at certain times and require fewer digital gates has reduced
power consumption. Immunity of the SR latch structure against correlation-based
attacks was investigated in the earlier studies. The method of sampling this structure
at irregular time was also proposed in the previous studies. In this study, an ASIC
version of these structures is explained.

A fully digital random number generator with low power consumption, which can be
used for different applications of different chips, is designed as an ASIC in TSMC
180 nm technology. The created custom IP occupies 120 um * 114 um. This study is
important for summarizing current works in digital random number generators, for
comparing their security and performance.
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TAMAMEN SAYISAL G_l'.'JVEN.Li RASTGELE SAYI URETECI TASARIMI
UZERINE CALISMALAR

OZET

Rastgele sayi iireteci gesitli istatiksel 6zelliklere sahip, tahmin edilemeyen bit dizileri
tireten bir modiildiir. Eski zamanlardan beri rastgele se¢imler yapmak igin zar ve
metal paralar gibi ¢esitli araglar kullanilmistir. Giinlimiizde bir futbol miisabakasinda
dahi hangi takimin oyuna baslayacagina karar vermek i¢in bir bozuk para kullanilir.
Rastgele sayi1 iiretimi, glinlimiizde bilgi giivenliginin popiiler konularindan biridir.
Rastgele say1 iiretecleri tahmin edilemeyen anahtar iiretmesi nedeni ile bilgi
giivenligi sistemlerinin temel tasidir. Bir kripto sistemin rastgele sayr liretecinin
zaaflari, gizli verilerin istenilmeyen iiglincii kisilere aktarilmasina sebep olabilir. Bu
nedenle rastgele sayr iretim mekanizmalart fiziksel entropi kaynaklarina
dayandirilmalidir. Rastgele say1 iiretegleri sadece kriptografi i¢in degil ayn1 zamanda
Monte Carlo simiilasyonlari, 6grenme algoritmalari, bilim, sanat, oyun, karistirma,
vb. alanlarda da kullanilir.

Rastgele say1 liretegleri basit rastgele say1 iireteci ve gergek rastgele say1 iiretegleri
olmak iizere iki ana grupta smiflandirilir. Basit rastgele sayi iretegleri belirli
fonksiyonlarla bir ilk degerden yeni degerler iiretilir. Istatiksel olarak rastgele
goriiniime sahip olan bu bit dizileri belirli bir siire sonunda kendilerini tekrar ederler.
Dolayisiyla iiretilen bit dizileri periyodiktir ve tahmin edilebilir. Gergek rastgele say1
iiretecleri ise entropi kaynagi olarak gercek fiziksel kaynaklar1 kullanir. Olusturulan
bitin Onceki bitten bagimsiz oldugu, kendilerini tekrarlamayan rastgele sayilar
olustururlar. Bir rastgele sayi iiretecinin gergek rastgele sayi iireteci olabilmesi i¢in
uluslararas1 otoriteler tarafindan belirlenen birtakim standart testlerden basarili
olmast gerekir. Ancak, testleri gecen her rastgele sayi1 iireteci, bunun bir gergek
rastgele sayi lireteci oldugunu gostermez. Testler yalnizca bu rastgele say: iiretecinin
rastgele sayilar iiretmedigini ve bir gergek rastgele say1 lireteci olmadigini kanitlar.

Rastgele sayi iiretegleri yazilim veya donanim olarak gerceklenebilir. Donanimsal
rastgele say1 liretegleri FPGA platformunda veya ASIC cip olarak gerceklenebilir.
FPGA platformu hizli prototipleme, tekrar tekrar programlanabilme, diigiik liretim
maliyeti gibi Ozellikleri nedeniyle tasarimcilar tarafindan tercih edilir. Bunun
yaninda FPGA platformlar sayisal devrelerde ¢alismasi i¢in tasarlandigindan diisiik
girilti kaynagina sahiptir. Dolayisiyla FPGA {izerinde rastgele say1 iiretmek
birtakim tasarim gereksinimleri gerektirir. ASIC olarak yapilan tasarimlar ise entropi
kaynaginin daha kolay istenilen 6zelliklerde tasarlanabilmesine imkan saglar. ASIC
tasarimlar iiretim maliyetlerinin yiiksek olmasi sebebi ve yiiksek tasarim maliyeti
nedeniyle seri iiretim yapilacak tasarimlarda daha g¢ok tercih edilir. Istenilen
ozelliklere ve uygulama kisitlamalarina gore rastgele say1 iiretegleri FPGA {izerinde
veya ASIC olarak tasarlanir.

Bu ¢alismada literatiirde popiiler olan bazi tamamen sayisal rastgele say: iireteci
calismalar1 incelenmis ve bazi yeni gelistirmeler ve teknikler onerilmistir. Oncelikle,
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daha once literatiirde yayimlanan ii¢ boyutlu denge noktasi olmayan bir kaos tabanli
RNG, bir FPGA iizerinde gerceklenmistir. FPGA {izerinde ayni devrenin bir kopyasi
uygulanarak iki devrenin senkronizasyonu saglanmaya calisilmistir. Saldiriya
ugrayan devrenin baslangic kosullar1 bilinmemekle birlikte, ayn1 bit dizisinin saldiri
devresinin sadece bir ¢ikisinin dinlenmesinin bir sonucu olarak klon devresinde de
tiretilebilecegi deneysel olarak gosterilmistir. Boylece deterministik kaynaklara
dayali RNG'lerin olas1 saldirilara karsi savunmasiz oldugu ve herhangi bir giirtiltii
kaynagi olmadan kullanilmamas1 gerektigi gosterilmistir.

Halka osilator tabanli rastgele say1 iireteci, yiiksek gii¢ tiiketiminden dolay: diisiik
giic tiikketimi gerektiren uygulamalarda kullanilamaz. Bu c¢aligmada diisiik giic
tiikketimi icin, belirli araliklarla SR mandal yapilar1 devreye alinarak ve devre disi
birakilarak rastgele bir say1 iiretme teknigi kullanilmistir. Kullanilan sayisal kapilarin
sadece belirli zamanlarda aktif olmasi ve daha az dijital kap1 gerektirmesi gii¢
tiiketimini azaltir. SR mandal yapisinin korelasyon tabanli saldirilara kars1 bagisikligi
onceki caligmalarda arastirilmistir. Bu yapiy1 diizensiz zamanda 6rnekleme yontemi
de Onceki ¢aligmalarda Onerilmistir. Bu calismada, SR mandalli yapinin tiimdevre
gerceklemesi yapilmistir. Daha 6nce FPGA'da dogrulanan yapi, 180 nm TSMC
teknolojisi kullanilarak tamamen sayisal olarak ASIC olarak tasarlanmugtir.

SR mandallar1 FPGA veya ASIC iizerinde gerceleme bdlgesine gore kotii bir entropi
kaynagi olarak davranabilir. Bu tiir durumlara karsi, SR mandallarinin sayis1 yiiksek
tutulur. Her bir SR mandal hiicresinin ¢iktisini XOR islemine sokulur. Boylece
entropi artirilir. Bu ¢alismada, alan ve gii¢ tasarrufu i¢cin SR mandallarinin sayisi en
aza indirilmeye ¢alisilmistir. SR mandallarinin sayisinda FPGA iizerinde yapilan
denemeler baz alinmistir. Ancak gelecekteki bir ¢aligma olarak ¢ip liretiminden sonra
daha ayrintili analizlere yer verilecektir. Kritik uygulamalarda, SR mandallarinin
sayist oldukga yiiksek secilebilir. Boylece bazi SR mandallarinin FPGA {izerinde
zay1f uygulanmasiyla bile sistem hala iyi bir sekilde ¢alisacaktir. Ayrica Onerilen
RNG daha 6nce diisiik teknoloji diiglimlerinde iiretilmis modern bir FPGA {izerinde
gerceklenmistir ve tiim rastgelelik testlerinden basar1 ile ge¢mistir. Diisiik
teknolojilere gecildikce giiriiltii miktar1 da azalmaktadir. Dolayisiyla, 6nerilen RNG
180 nm'lik teknolojide bir ASIC olarak uygulandiginda, entropi daha yiiksek olacak
ve metastabilite daha baskin olacaktir. Bu nedenle, 180 nm’de ASIC olarak
tasarlanan RNG’nin entropi bakimindan daha giivenli olacag: diisiiniilmektedir.

Sayisal bir tiimdevre tasariminin bir fikirden ¢ipe giden yolculugu bu ¢alismada
Ozetlenmigtir. ASIC tasarim akisi, bir tasarim konseptiyle baglar. Bu asamada bir
soruna ¢oziim sunan bir fikir diisiiniilerek kabaca bir blok diyagram olusturulur.
Istenilen &zellikler, kullanilacak mimari, kullanilacak arayiizler, kisitlamalar (zaman,
alan, gili¢, hiz) belirlenir. Daha sonra bu tasarim konsepti, sayisal araglarin
anlayabilmesi i¢in RTL koduna doniistiiriilmelidir. VHDL, Verilog veya Sistem
Verilog dili donanim tasarim dili olarak kullamilabilir. Ikinci adim, RTL kodunu, ¢ip
iretim fabrikasinin anlayabilecegi ve kullanicilarin kendi tiimdevresini (GDSII
diizeni olan) {rettirebilecegi bir formata doniistirmektir. Bazi durumlarda,
kullanicilar RTL kodunu yazmadan 6nce yazilim modeli olusturabilir. Ayrica ¢ogu
zaman kullanicilar iiretime gitmeden ve liretim hizmetlerine ¢ok para harcamadan
once tasarimlarin1 FPGA platformunda prototip olarak denerler.

RTL tasarimi hazir olduktan ve tasarimin fiziksel bir sistemde diizgiin ¢alisip
calismadigr kontrol edildikten sonra RTL kodunun ¢ip iiretici firmalarin
anlayabilecegi bir formata yani GDSII’ye doniistiiriilmesi gerekir. Bir RTL kodunu
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bir GDSII dosyasina déniistiirme akisinin {i¢ ana adimi vardir. Ilk olarak, RTL kodu
sentezlenir ve teknolojiye 6zgii hiicrelerden olugan bir dosya formatina doniistiiriiliir.
Ikinci olarak, bu teknolojiye 6zgii hiicreler, tiimdevre tasariminin herhangi bir
fiziksel yonii dikkate alinarak fiziksel olarak gerceklenir. Son adim olarak,
dogrulama islemi yapilir. Dogrulama asamasi tiimdevre tasarimlarini iiretime
gondermeden oOnce hatalar1 Onceden fark edebilmek ac¢isindan kullanighdir.
Dogrulama asamasi, iiretimden sonra calismayan ciplerini geri almak istemeyen
tasarimcilar i¢in ¢ok Onemlidir. Dogrulama asamasi dogru bir sekilde yapilirsa,
fazladan tiretim gerektirmedigi i¢in zaman ve para tasarrufu saglayabilir.

Bu calismada farkli yongalarin farkli uygulamalar i¢in kullanilabilen, diisiik giic
tilkketimine sahip tamamen sayisal bir rastgele say1 iireteci, TSMC 180 nm
teknolojisinde ASIC olarak tasarlanmistir. Tasarlanan 6zel IP 120 um * 114 pm yer
kaplamaktadir. Daha 6nce FPGA iizerinde basarili sonuglar alinan 3,125 Mb/sn bit
{iretim hiz1 hedeflenmistir. Onerilen tasarimn toplam alam 13623 pm?’dir. Ortalama
kosullarda (25 C, 1,8 V besleme, tipik islem) anahtarlama etkinligini %20 alirken
toplam gii¢ tiikketimi 0,44 mW’tir. Bu calisma, sayisal rastgele sayi iireticilerindeki
giincel ¢alismalar1 6zetlemek, giivenliklerini ve performanslarii karsilagtirmak icin
onemlidir. Gelecekteki bir ¢alisma olarak, onerilen RNG yapisi1 timdevre olarak
iretilecek ve cip tizerinden rastgele bitler okunarak rastgelelik testleri yapilacaktir.
Uretim sonras1 6lciimlere gore bit {iretim hiz1 arttirilabilir.
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1. INTRODUCTION

Nowadays, there is a significant change in technology. Mobile computing, Internet of
Things (IoT) and Internet of Vehicles (IoV) have become a new era of high
technology. Smart devices replace most of the consumer electronic devices, and they
are connected to each other via a local network or internet. The data collected from
these sensor nodes helps to facilitate the daily life of people. Although these
developments seem like good news about human life, connecting all devices in the
same network may cause some security risks. An attacker can access to personal
assets if enough countermeasures are not taken for the aspect of security.
Cryptographic systems are commonly employed for hiding information from
unwanted persons. A cryptographic system is made up of basically two elements: 1)
an encryption/decryption algorithm, 2) a random number generator. RNGs are used
for providing key values for the ciphering algorithms, data/entity authentication,
masking of power consumption, storing secret keys (PUF), hashing, etc. Since the
security of a cryptographic algorithm depends on the private keys' unpredictability,
the topic of random number generators has become a critical issue in information
security. A weak RNG can make even the strongest cryptographic system fail, so the
RNG output should be unpredictable, should not be regenerated, and must satisfy all
statistical tests of randomness [1]. Furthermore, the trend towards low area, low
power consumption and low-cost electronic devices impose stringent requirements

on the design and implementation of RNGs.

This thesis aims to analyze some state-of-the-art digital RNG methods in the
literature especially implemented digitally and propose new technics with giving
technical backgrounds and design approaches. This study is important in terms of
summarizing current studies in this field, comparing their security and performance,

and suggesting new techniques by giving details of ASIC implementation.

The rest of the dissertation is organized as follows: general information about
random number generators are given in section 2; digital integrated circuit design

flow is explained in section 3; experimental cryptanalysis of a chaotic system based



RNG is given in section 4; an ASIC design of a robust transient effect based RNG is

proposed in section 5; finally, conclusions are given in the last section.



2. RANDOM NUMBER GENERATORS

2.1 Classification of RNGs

Randomness is all about an event that is unpredictable amongst a series of events.
Although it seems basic, humans are really bad at making a random selection. For
instance, when people are asked to select a random number between 1 to 10, most of
the people choose the number of 7 [2]. That is not random at all. Thus, it becomes
clear that a kind of randomness production machine is needed to encrypt personal

bank details or create fair prize draws.

According to the famous Kerckhoffs' principle [3], the security of a cryptographic
system depends on the secret key's unpredictability rather than the confidentiality of
the cryptographic algorithm. Secret keys can be used as long-term keys, round keys
for block ciphers, temporal keys for public-key algorithms, or stream ciphers in
cryptography to provide security. Random number generators play a critical role in a
secret key generation [4], authentication protocols [5], one-time pad generation,
masking values for countermeasures against side-channel attacks, etc. [6]. Random
number generators are utilized in wide application areas such as Monte Carlo
simulations [7], numerical analysis [8], cryptocurrency [9], digital communication

[10], science [11], art [12], gaming and gambling [13], etc.

Randomness exists in nature. Radioactive material decays by releasing electrons and
the time between consecutive electrons being released completely random. However,
finding a physical randomness entropy source and combining them with other
systems is not so easy that most of the time relying on some kind of algorithms is
preferred. These algorithms are deterministic that the produced data repeat
themselves after a while. In literature, these deterministic random number generators
are called Pseudo Random Number Generator (PRNG) [14]. They take an initial

number known as seed, and they combined it with various hidden and shifting inputs



such as the internal clock of the machines. They broaden them into random
bitstreams that appear impossible to estimate. Although the generated bitstream has
good statistical properties, it can be predicted and reproduced according to

implementing deterministic functions.

Attackers can potentially estimate the outputs of a non-complex PRNG algorithm
with reverse engineering. This is significantly much easier when the attackers can
access to the physical machine. PRNGs are used in slot machines. They use a
different seed each time. Even though the attackers understand how the PRNG
functions of the machines work, hackers should also analyze the machine’s gameplay
to recognize a pattern. Knowing the path gives attackers the ability to predict the next
pattern. In recent years, PRNG attackers have been arrested in the U.S from
Singapore [15]. They report slot machines activities with a candid video camera to a
mastermind in Russia. The mastermind attacker inputs the data to a program
designed to establish future times for jackpots. The player uses a mobile application
that vibrates when the application predicts the jackpot. Once again, this attack
revealed that undeterministic True Random Number Generators (TRNGs) should be

used in areas requiring information security instead of deterministic PRNGs.

TRNGs implement non-deterministic functions using physical noise such as phase
noise, shot noise, radioactive decay, etc. [16]. For saying a bitstream is truly random,
it requires three main properties. The same random sequence should not be produced
again. The generated sequence has good statistical properties. Finally, the produced

bitstream should be unpredictable.

Random Number Generators can be based on hardware or software implementation.
Hardware-based RNGs may also be based on fully digital blocks or analog blocks.
The key criteria for determining which type of RNG and method of implementation
can be used are complexity, robustness against potential attacks, area and power

usage, and throughput.

TRNGs can be implemented on Application Specific Integrated Circuit (ASIC) chips
using various Complementary Metal-Oxide—Semiconductor (CMOS) / Micro-

Electro-Mechanical Systems (MEMS) process technologies. Analog design ability



gives designers a big chance to obtain high qualified randomness using noise
sources. On the other hand, FPGA platforms are more attractive to designers. They
allow fast prototyping and have fewer production costs. Moreover, they can be
configured as a new design after the production of the FPGA chips. Their
reconfigurability property lowers the final product cost, and they can be easily
combined with other digital designs. Nevertheless, FPGAs are produced to work
correctly with high performance, and device manufacturers aim to minimize
uncertainties. Therefore, their noise source is limited, post-processing methods such

as Von Neumann [17] are typically used to ensure randomness.

In the development process of a TRNG, verification of randomness is one of the
most imperative parts of the design process. The validity of a TRNG can be checked
using statistical test suits published by institutes such as the NIST team. There are
several statistical tests in the literature used for randomness. If the bit sequence
generated by a TRNG does not pass the tests, this indicates that the generated
bitstream is not random. However, it cannot be said that a sequence passed through

the numerical tests is precisely random.

2.2 Literature Review

There are several methods used for designing random number generators in the
literature. The method for RNG design is chosen based on the area of usage and user
specifications. One of the methods for RNG design is using chaotic systems.
Continuous-time chaos-based RNGs have been previously studied in terms of their
implementation methods [18], [19], [20] and security [21]. Hardware RNGs exploit
entropy from physical processes such as thermal or shot noises, and they can be
implemented as analog or digital circuits. Compared to analog RNGs, digital RNGs
are preferable due to their easier connection to the cryptographic system's other
digital components. However, in the digital domain the generation of entropy
typically involves a high number of replicated structures that increase the area and
power consumption. Additionally, electromagnetic coupling between adjacent

oscillators reduces the RNG randomness performance.



A commonly used entropy source on FPGAs is the phase jitter in a classical ring
oscillator (RO). Ring oscillators are composed of a number of rings; each of them
has an odd number of inverters and use timing jitter of oscillators as an entropy
source. The outputs of the ring oscillators are then merged using an XOR gate. There
is a need for extra post-processing methods like Von Neumann corrector [17] if the
output of the combined data does not fulfill the tests to raise the quality of the
randomness. Fairfield et al. proposed a ring oscillator based random number
generator in which a D-type flip flop samples a high-frequency oscillator at the rising

edge of the slower clock [22].

Because fully digital circuits have restricted entropy sources, it is an absolute
necessity to estimate the total entropy of the planned random number generator
circuit before beginning to implement the design. Sunar et al. suggested the use of
multiple ring oscillators for random number generation [23]. To forecast the quality
of the randomness of the constructed circuit, a mathematical model is suggested. It is
possible to decide, according to this model, how many ring oscillators and how many
inverters should be used to ensure sufficient randomness. As Sunar et al. explained in
[23], an interval is separated into k equal sub-items, called an urn. Each transient
during an urn causes urn filling. In [23], a ring oscillator with a prime number of
inverter is suggested to fill as many urns as possible with XORing without wasting
entropy. In the same work, it is also declared that two rings with an equal number of

inverters would show a high overlap in the transient regions.

Dichtl et al. reported that for the proposed method in [23] to be valid [24], all ring
oscillators should be independent of each other. Wold et al. strengthened the method
proposed in [23] by adding an additional flip-flop after each free-running ring
oscillator [25]. Sampling each ring oscillator at the same time bypasses the post-
processing requirement with the help of extra flip-flops. The authors tested the
viability of their approach in [26] and [27]. An ASIC application of Sunar et al. 's

proposed model is also explained in [28].

In classical ring oscillator based random number generators, a D-type flip-flop at the
end of the circuit samples the timing jitter at a specific frequency. Since adjacent

logic cells can affect each other, an attack circuit to the main circuit can capture the



designed circuit's produced random bit outputs by coupling. In [29], a correlation-

based attack is proposed to predict a ring oscillator-based RNG's output.

There is a compulsory requirement for new improvements against coupled-based
attacks. In [30], the authors proposed using irregular sampling of regular waveform
method for ring oscillator based random number generators to be more robust against
correlation-attacks. The generated random bitstream passed full NIST 800-22 tests
without any post-processing. Sampling regular waveform at an irregular time builds
more robust designs against correlation-based attacks compared to a regular
sampling of the irregular signal. Furthermore, this new method does not need manual
placement by the designers to place ring oscillators separately. Thus, this proposed
RNG can be applied to any kind of FPGA boards easily using auto-placement
techniques supplied by the design programs. As a result, the authors show the
classical ring oscillator based random number generators' drawbacks in terms of
security can be eliminated by using an irregular sampling of regular waveform

method.

Classical RO based RNGs require a separate location of each RO [31]. By modifying
the operating conditions, it is possible to cause the ring oscillators to be locked to
each other. Manipulating the supply voltage, as shown in [32], can cause ring
oscillators to couple. Bayon et al. also used electromagnetic fault injection to modify
ring oscillator operations in FPGA [33]. A new design that can be used as both an
RNG or Physical Unclonable Function (PUF) and is resistant to the locking
phenomenon was suggested in [34] by Boussuet et al. The proposed PUF takes
advantage of the metastable behavior of the TEROs (Transient Effect Ring
Oscillators). In essence, a TERO loop is an SR latch whose S and R inputs are linked
to the enable signal. A TERO loop includes two paths, and each path contains one
AND gate and an odd number of inverters. The number of inverters at each path can
be increased to a higher odd number in order to extend the oscillations in the time
domain. At the rising edges of enable signal, the transitory oscillations begin, and the
output of a TERO loop oscillates until it becomes stable at a logic level of 1 or 0. In
theory, the oscillation stops because the loop is not perfectly symmetrical, and there

is a time difference Td between the two paths of TERO [35]. On the other hand, it



has been disproved by [36] and [37]. The proposed new model is based on the
experience that both edges propagate across a mutually discrete transistor set,
scattered on both paths. The PUF proposed by Boussuet et al. counts the number of
oscillations until TERO output is constant [34].

The number of oscillations for a TERO cycle is usually distributed around an average
value. As a source of entropy, this average amount of oscillations is used. This
structure is believed to be robust in locking the phenomenon and electromagnetic
attack since it is based on the number of oscillations rather than the frequency of
oscillations; nevertheless, it has not been experimentally demonstrated. Also, to
monitor the average value of oscillations, a downside of this structure is added to the
complexity of monitor, accumulator, and scroll register structures. In [38], the
robustness of the TERO-based RNG is studied, and the ASIC implementation of this

analysis is discussed in section 5.

The irregular sampling of regular waveform method is also applied to the TERO
structure in [39]. This paper presents a more hardware-efficient RNG compared to
the structure in [34] and experimentally demonstrates the security of the proposed
RNG against correlation-based attacks, as explained previously in [29]. The outputs
of an array of TERO elements are XORed to generate an irregular clock signal to
sample a regular waveform to produce random bits. Therefore, a more resource-
efficient RNG design is accomplished compared to [34]. Furthermore, to study the
resistance of the proposed RNG against locking phenomenon, an identical RNG is
placed as the attacker in the same LUTs with the target RNG similar to the method
described in [29] and correlation-based cryptanalysis is carried out. Unlike classical
RO-based RNGs, this novel TERO-based design is experimentally shown to be
resistant against coupling attacks. Furthermore, the RNG output bitstream satisfies

NIST 800- 22 statistical tests of randomness without any need for post-processing.

A reconfigurable RNG based on TERO is proposed in [40]. This circuit allows users
to produce random bits using the same entropy source, using two separate sampling
methods. So users may use this RNG with varying levels of protection in their
various applications. The proposed TERO based RNG is more hardware efficient

than the structure [34] and robust to correlation-based attacks described in [29]. In



the regular sampling of irregular data method, the entropy source is sampled at the
rising edges of a slow clock. In the irregular sampling of regular data method, the
entropy source generates irregular clock to sample a regular fast clock to produce a
random bit. A feedback mechanism fed from online tests is implemented to obtain
good statistical results at the RNG output. The proposed structure is firstly
implemented on an FPGA and subjected to NIST 800-22 statistical tests. It passes

these tests without any need for post-processing and implemented in ASIC finally.

Continuous-time chaos is also utilized for random bit generation. A continuous-time
three-dimensional chaos-based RNG is suggested in [41]. In section 4, a master-slave
synchronization based attack system for the proposed RNG presented in [41],

and the target system's security vulnerabilities are analyzed in detail.

2.3 Statistical Tests

In order to measure the randomness of random numbers produced by the RNGs, a
number of tests are conducted in accordance with international standards. In this
study, the National Institute of Standards and Technology (NIST) SP 800-22 [42]
and Federal Information Processing Standards (FIPS) 140-2 [43] tests were used. In
addition, Diehard and TestUO]1 tests are generally used by designers. To be TRNG,
an RNG must pass the tests that comply with these standards. However, not every
RNG that has passed the tests shows it to be a TRNG. The tests only prove that an

RNG does not generate random numbers and is not a TRNG.

2.3.1 NIST SP 800-22

NIST is a family of tests determined by the US National Institute of Standards and
Technology to measure the reliability of random number generators. This test suite
includes a total of fifteen statistical tests. In these tests, the bit sequences are
analyzed statistically. In order to be able to talk about randomness, the 0 1 ratios of
the bit sequence must be within a certain limit. Likewise, the probability of
sequencing of Os and 1s must be within certain probabilities. All these tests measure

various properties of the data and help us get an idea of whether it is random or not.



The NIST tests are applied to collected data as follows: For example, a 320000000-
bit number string will be tested. First, this bitstream is subdivided. In this study, the
collected long data is divided into 320 sub-sequences of 1000000 bits each. Thus, all
these sequences are tested separately. The rate of how many of the 320 series passed
the test is written on the result printout screen. The tests calculate a statistical value
called p-value that determines the degree of randomness. Each p-value gives
information about the perfection of the random number generator. For the test to be
successful, the p-value must be higher than 0.01. At the bottom of the results page,
the success rate required for a successful test is written. Failed tests are marked with
a *. According to their own criteria, users can change these tests' limits, but it is

appropriate to follow the recommended standards.

2.3.2 FIPS 140-2

RNGs may work differently depending on changing external conditions. According
to such situations, RNGs must be tested beforehand in these extreme conditions.
Also, some security applications may demand to check whether the generated bit
sequences are random while still working. NIST tests are not a solution to such needs
since large data is needed for reliable test procedures. In addition, it isn't easy to
implement all NIST tests on the hardware and causes a lot of resource consumption.
In such cases, FIPS tests are recommended by NIST. FIPS 140-2 specifies four
statistical tests for randomness: monobit, poker, runs, and long runs. A single string
of 20000 bits in length is sufficient to perform these tests. If any of the tests fail, the

random number generator cannot pass the test.
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3. DIGITAL INTEGRATED CIRCUIT DESIGN FLOW

An ASIC (Application Specific Integrated Circuit) design journey is a long process,
and several processes are followed from an idea to tape-out as given in Figure 3.1.
This long journey poses many engineering challenges despite the final product is
usually relatively small (measured in nanometers). The slightest error can cause the
generated chip to malfunction, and therefore it can cause a massive waste of time and

money.

Day by day, various demands such as higher speed, less energy consumption, and
lower costs are increasing in electronic circuits. To meet the futuristic demands of
chip design, a number of improvements are required in design tools, methodologies,
and software/hardware capabilities. Therefore, ASIC design flow adopted by

engineers is used for efficient structured ASIC design.

FPGA Prototype

GDS Layout

Chip Design Consept

Chip Design Spesification

=)
FPGAs I

Architectural Design -
Behavioral & Functional
Modell T
Madelling
RTL Code

Figure 3.1 : The journey of an idea to a chip.
3.1 Design Concept

ASIC design flow starts with a design concept. At this stage, a roughly block
diagram is created by considering an idea that offers a solution to a problem. Desired

features, architecture to be used, interfaces to be used, restrictions (time, area, power,
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speed) are determined. Then this design concept should be converted into RTL code
so that digital tools can understand. VHDL, Verilog, or System Verilog language can
be used. The second step is to convert the RTL code into something that foundry can
understand and manufacture users’ IC which is GDSII layout. There are alternative
ways to do things. In some cases, users may write software model before writing
RTL code. And also, sometimes users prototype their design on an FPGA platform

before going to manufacturing and spend a lot of money on production services.

An RTL code mainly includes three parts. The first part is the module definition in
there the outputs and inputs are defined. Thus, how the designed module interfaces
with the outside are defined. Then, an RTL code has sequential logic, which can be
flip-flops or memory elements. And finally, an RTL code has combinational logic
that can be an easy logic like AND gate or a complicated filter design. At the output
side of the module, there is usually another sequential block to obstacle unwanted

glitches at the output.

Sometimes, people who are not familiar with digital IC design and HDL language,
use HLS alternatives to HDL. They can use SystemC, which can help them by
allowing them to write software model of their design and then automatically
translating into RTL code. It is advantageous for giving much faster development
and being much easier to verify algorithmic behaviours. On the other hand, high-
level languages have not been converted into low-level languages in an optimized

way yet. Thus, for critical designs low level languages are preferred.

The more complicated stage is translating the RTL code into the GDSII layout. In
some cases, an extra step of FPGA prototyping is done before manufacturing the
design as a chip with expensive cost. FPGA prototyping is beneficial for being
cheaper and faster than ASIC manufacturing. FPGAs are reconfigurable platforms,
and users can implement their different designs on an FPGA many times. However,
FPGAs do not provide transistor-level design and cannot be used for mixed-signal

devices. Moreover, they have limited low power support.

After the RTL design is ready, it can be implemented on an FPGA to double-check if
the design works fine in a physical system. Then, the RTL code is needed to be
converted into something that foundries can understand, which is GDSII. The flow of

converting an RTL code into a GDSII file has three main steps. Firstly, the RTL code
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is synthesized and converted into a netlist of technology-specific cells. Secondly,
these technology-specific cells are physically implemented by taking care of any
physical aspects of IC design. As a final step, signoff is done. It is useful before
sending the IC designs to fabrication. The signoff stage is crucial for designers who
do not want to take their chips back that do not work after tape-out. If the signoff
process is done properly, it can save lots of time and lots of money for not requiring

extra tape-out.

Usually, digital designs are much larger than analog designs, and full layouts of the
standard cells are not used as they increase memory requirement and slow down the
implementation process. Thus, digital timing models (.1ib file) and layout abstracts
(.lef file) are used. Lib files include timing tables and power consumption tables,
whereas lef file provides metal layers of the cells. Each IC manufacturing company

has their own standard cell library for different technologies.

3.2 Synthesis

The general digital synthesis flow is given in Figure 3.2. Firstly, libraries are loaded.
Synthesis settings are defined. RTL files of the design are loaded. Timing constraints
are defined. It is the main driving factor for synthesis. Of course, area and power are
also important, but if the timing is not meet the requirement, the chip works false.
After elaboration, the design translated into technology-specific standard cells. After
synthesis, optimization is made to meet user constraints. Changing the drive strength
of the cells, remapping, logic transformations can be done for the optimization. In the
end, a technology-specific netlist is generated by the synthesis tool. The generated
netlist includes all the standard cells that are used in the schematic of the design after
the optimization process. Generally, Verilog netlist is used by physical

implementation tools.

There are also more advanced technics used in the synthesis process. In addition to
timing optimization, power optimization can be done using logic cells with different
threshold values. Moreover, test structures for the chip can be added like JTAG.
Physical implementation can also be done in the synthesis step by defining a
floorplan. It is useful when the design is within the boundaries of the timing
constraints, and designers can have an idea if the used technology node is enough to

meet their timing requirements.
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Figure 3.2 : Digital synthesis flow.

With the increasing demand for lower technology nodes in the ASIC world there is
an increase in system variations on the chip such as size, threshold voltage, and cable
resistance. Because of these factors, new models and techniques are subjected to

high-quality testing.

An ASIC design involves complex tasks throughout the design. It is embarrassing to
tell customers that the chips were defective while they are already in the production
phase, and it will be a waste of time and money. To overcome this situation, the
design for testing methods is suggested with a list of techniques. For example, by
adding a scan path to the design, all registers are connected to each other. After the
chip is produced, a known pattern is sent externally to the chip to check whether each
register works correctly. Memory BIST (Built-in Self Test) is a second method used
for testing. As the technology moves to a lower technology node, chip memory
requires less space and faster access time. MBIST is a device used to check
memories. Besides, ATPG is a method of generating test vectors to distinguish

between the correct circuit behavior and the faulty circuit behavior caused by defects.
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3.3 Physical Implementation

After the synthesis process, the physical implementation process is to be followed.
General physical implementation flow is given in Figure 3.3. It starts with
floorplanning. After the floorplanning, placement, clock tree synthesis, and routing
are done. These steps are done by the tools, and most of the time they do not require
lots of effort by the designers. In the end, the design is written out in formats that the

foundries can accept.
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Figure 3.3 : Physical implementation flow.

3.3.1 Floorplanning

Physical implementation starts with floorplanning. Firstly, the synthesized netlist is
imported, and place and route settings are defined. The size and shape of the chip are
defined in the floorplanning process. It is the most critical step in the physical
implementation. Designers should try to minimize the total chip area for good
floorplanning, reserve enough area for easy routing, and improve signal delays. If

floorplanning is not done properly, the design may not meet the timing.

In the floorplanning process, the size of the chip is defined. The manufacturing

foundry defines the minimum and maximum size and the cost of tape-out. Inside the

15



floorplan, the core boundary, in which standard cells are placed, is described. At the
outside of the core region, IO pads are placed. The size and style of placement can be
different in different technology nodes. In addition to the 1O pads, the power pad and
ground pad for the core domain are also added. A power ring is also placed between
the core area and 10 area to distribute power all around the chip. The power planning

of a floorplan is given in Figure 3.4.

Figure 3.4 : Power planning of a floorplan.

Usually, IO pads work in higher voltages than internal logic. Thus, in addition to
core power pads, IO power pads are also added. Inside the IO pads region, an 1O ring
is turning around the entire chip to supply all IO pads. There are spaces between 10
pads due to the minimum pitch size defined by foundry while doing wire bonding.
To ensure that the IO power line is continuous, corner cells and filler cells are used.
Hard macros, a customized design or IP, can be used in the standard cell region. To

distribute power and hinder IR drop, power stripes are frequently placed. Too
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frequent power lines might cause congestion and long critical path delay while

connecting standard cells to each other.

After defining the chip's size, 10 pads, standard cells coming from the synthesized
netlist, hard macros, and power lines are placed. Usually, power structures are placed
on the top two metal layers since they are thicker and have less resistance than other

metal layers.

3.3.2 Placement

After floorplanning, the standard cells' placement is done by the tool taking care of
the timing constraints. When placing standard cells, they are placed by turning
upside down in the next row. Thus the standard cells fit into the VDD VSS lines with
no gaps between the cells. A bad placement requires a larger area and also reduces

performance.

3.3.3 Clock tree synthesis

During the synthesis stage, the clock signal is assumed to enter into every sequential
element simultaneously. However, in the real world, it is not possible. Thus, it is
essential to add buffer cells to carry the clock signal at the same time as much as
possible. A clock input cannot drive all registers at the same time by itself. Thus, a
balanced clock tree is created. It has clock buffers distributed around the chip, and

the clock buffers' fanout is not too much.

3.3.4 Routing

After the clock tree placement, the clock signal is routed. For routing the clock
signal, intermediate metal layers are usually used. Since the clock signal is the most
critical thing in the digital design, it is routed firstly. And then the other connections

are made.

3.3.5 Filling

After routing, the gap between standard cells is filled with filler cells or decoupling
capacitors. The decoupling capacitors are useful for decreasing IR drop with carrying
power from inside the chip. For mounting the designed chip in a PCB, bondpads
should be placed around the chip. Bondpads are metal plates used for wire-bonding

pins of the package of the chip to the 10 cells.
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3.4 Signoff check

The produced GDSII file can be sent to foundries for manufacturing. On the other
hand, it is not recommended just yet. Since if there is a mistake in the design, lots of
money and time are lost after the chip comes and does not work. For ensuring

everything in the chip is working well, signoff flow should be run. DRC check

The signoff flow firstly checks DRC. In the DRC process, the GDS file's geometry is
checked by the rules coming from the foundry to make sure that the design can be
fabricated. These DRC rules include metal width, metal spacing, via size, maximum

metal width, etc.

3.4.1 LVS check

In the LVS process, the produced layout is checked if it has the same functionality as

the design's netlist.

3.4.2 LEC check

The netlist starting from physical implementation should also be checked if it is the
same as what is designed in terms of RTL at the beginning. Intermediate netlist files
should be produced since some layout equivalence tools make mistakes while

comparing too different netlists.

3.4.3 Timing check

Timing analysis should also be done to check if the design meets timing in all the
modes and corners defined by the user. Several nets interact with each other while
they are not connected while they have some capacitances between the nets, which
will affect the timing of that net in timing analysis. Therefore, capacitances and
resistors from the design layout are needed to be extracted before running timing
analysis to be used in more accurate timing analysis. The post-layout simulation
should be done before manufacturing. Although the design works correctly in the
behavioral simulations, it may work incorrectly after back-annotated gate level
simulations. After the RC extraction, the delays of nets are calculated. Using this
information, a more accurate timing analysis is done. Setup and hold time check
should be done for ensuring synchronous behavior. The gate-level simulation is

slower than behavioral simulation.
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3.4.4 Power check

In addition to the timing simulation, static and dynamic power simulations can be

done in the gate level simulation process.

The power consumption should be within the design requirement. Moreover, IR drop
analysis should be done. If there is an IR drop, the design may work incorrectly. The
designed chip takes power from power IO cells. Each power 10 cells have a limited
current supply. Thus, enough power pad cells should be used in the design to supply
the entire chip. Logic cells consume power while switching on and off. When the
switching activities are too much, IR drop occurs. Some regions on the chip cannot
access enough power, and the logic cells in this region may not operate properly due

to being outside condition of their library.

3.4.5 Testability check

A final step of signoff is importing test structures to the design. It is recommended
due to being not too complicated. If something in the design does not work, test
structures are very helpful to detect which chips work and why they work and why
the others do not work. Test vectors are generated to verify the correct manufacture

of the IC.
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4. EXPERIMENTAL CRYPTANALYSIS OF NO-EQUILIBRIUM CHAOTIC
SYSTEM BASED RANDOM NUMBER GENERATOR'

4.1 Target System

In terms of their time domain, chaotic systems could be mainly divided into two sub-
categories: discrete/continuous time in accordance with the development of complex
dynamical systems. Discrete-time chaotic systems are generally realized by
switched-capacitor or switched-current techniques [44]. Since discrete-time chaotic
systems are more complex and less robust structures, continuous-time chaotic

systems are more preferred for random number generators.

In recent studies, the chaotic systems based on hidden-attractors have been
developed for security applications that need confusion [45]. These kind of chaotic
systems don’t have any equilibrium points that they don’t contain homoclinic or

heteroclinic connections [46].

In [41], an FPGA-based chaotic oscillator system is suggested to produce random bit
sequences. In the target RNG, a continuous-time three-dimensional chaotic system
without equilibrium points is used as the core of the random bit generation. The
chaotic system is formed from three different differential equations given in equation
(4.1). The whole system mainly consists of (x, y, z) variables and six parameters “a,
b, c, d, e, f°. When all the beginning conditions of the system are selected as zero
(x(0) =0, y(0) =0, z(0) = 0), the system stays in chaos. Thus, zero initial conditions

of all parameters are preferable for the applications that use chaos.

X'=ay—-x+zy
y' ==bxz—cx+zy+d 4.1

Z'=e— fiy—x’

" Submitted to the 16th IEEE Asia Pacific Conference on Circuits and Systems “Experimental
Cryptanalysis of No-equilibrium Chaotic System Based Random Number Generator” by Burak Acar,
Tufan Coskun Karalar, 2020, Copyright [2020] by IEEE.
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Figure 4.1 : Phase portraits of the target chaotic system for x-y, x-z, y-z.

In the given target third-order chaotic equation, the system parameters are selected as
a=28b=02,c=14,d=1,e=10and f=2 in order to show a chaotic behavior.
Different system parameters build different systems. Therefore, convenient ranges of

the system parameters should be given to keep the system in chaos according to [47].

x'=28y—x+zy
y'=-02xz—-1.4x+yz+1 4.2)
Z'=10-2xy—x°

It is an inevitable fact that an experimental design will always exhibit parameter
deflections. Therefore, it should be ensured that the responses of non-ideal effects on
the chaotic system are not crucial. For this purpose, the Largest Lyapunov Exponent
graph versus the parameter of the third-order chaotic system should be given. On the

other hand, this analysis is not given in the target system [41].

By increasing the number of parameters in the target circuit, it was tried to take
precautions against possible attacks. In this study, the parameter estimation of the
targeted circuit has not been performed, but the defensive deficits of the proposed
circuit have been shown. It has been explained that chaos circuits created without
using any noise source can be broken by a master-slave synchronization method
because they are in a deterministic behavior. However, even if the parameters are
known, a synchronous attack circuit cannot be made when a chaos circuit is used

after a physical noise source.

The phase portraits of the target system with the given parameters in equation (4.2)
are obtained using a 4th-order Runge-Kutta algorithm with a flexible size in the
MATLAB program. Figure 4.1 exhibits x-y, y-z, X-z phase portraits of the chaotic

system with the initial values of x =0,y =0,z =0.
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Runge-Kutta algorithms are commonly used methods for solving differential
equations numerically. The continuous-time chaotic oscillator is firstly discretized by
the 4th-order Runge-Kutta algorithm method in float number type. Float numbers are
converted into binary format to get more successful statistical results in random bit
generation. It is still inadequate for the randomness requirements. The least
significant bits of the binary data are used to produce random numbers since they are

more complicated.

For calculating the quality of randomness of the generated random bits, statistical
tests such as FIPS-140-1 and NIST-800-22 are used. These tests require 20 Kbit and
1 Mbit data sets, respectively. If the generated random bitstreams pass the statistical
tests of randomness, then they are used in cryptographic applications. Otherwise,
randomness can be achieved by changing the chosen bit or by using logical operators

like XOR according to [41].

4.2 Attack System

In this study, the master and slave synchronization method [48] is used to achieve the
convergence of the proposed attack circuit with the target circuit. Three different
clone systems have been proposed for cryptanalysis of the target RNG and the

obtained numerical and experimental results are presented.

In the suggested attack method, the synchronization of the target (master) and attack
(slave) systems is confirmed by the Conditional Lyapunov Exponents (CLE)s
method. Synchronization of the two systems is possible when the largest CLE is
below zero [49]. Let the no-equilibrium chaotic system indicated in equation (4.2) is
targeted by the suggested clone systems whose parameters are accepted as already
known. There are many studies on parameter estimation on chaos-based structures,
but our primary purpose is showing the vulnerabilities of the chaos-based random
number generator without any physical phenomena. It is possible to generate the
same bit series of the target system with only knowing the structure of the target

RNG system and a scalar time series monitored from x;.

Let’s assume that a scalar time series of X; can be observed by probing the x; node of
the target circuit. For the cryptanalysis of the target RNG system, a clone system is

suggested that is presented by the equation (4.3) below.
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xy =28y, —x, +z,y, +¢/(x, — x,)
vy ==0.2x,2, —1.4x, + y,z, +1 (4.3)
zy =10-2x,y, _(x2)2

In this equation (4.3), the structure of the target system with system parameters is
assumed to be known. c; is the coupling strength between target and attack systems.
It is possible to build a clone system to the target system using equation (4.3) that

synchronizes (x; = x; fort, = 1) in tn normalized time.

The error between x; and X, is defined as e, = x; — x,. Similarly, e, =y; — ¥,
and e, = z; — z, are defined. The main goal of the cryptanalysis is to determine a
coupling strength (c;) that brings x, to the exact value of x; (X = X;). Notably, the

absolute value of the error goes to zero (e(t,) = 0) when tn goes to infinity (t, = 1).

The largest CLEs corresponding to different coupling strengths of c1 are exhibited in
Figure 4.2. when a scalar time series of x; can be observed. According to the
obtained results, when c; is between 0.4 and 1.6, then the largest CLE is negative.
Thus, the auto-synchronization of the target and the attack systems starting with
distinct beginning conditions accomplished and stable [49]. On the other hand, auto-
synchronization is unstable, and the largest CLE is positive for the values of c; less
than 0.4 and more than 1.6. Taking c¢; as 1.2 gives a more stable ability to
synchronize to the target system.

0,2 4
0,15 4
0,1 4

0,05 4

0,05 4

-0,1 -

Figure 4.2 : Largest CLEs when x; is observable.
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4.3 Numerical and Experimental Results

A clone system explained in Section 4.2 is designed to see if it is possible to attack
the target system. Firstly, the target and attack systems are implemented in software
in MATLAB program. Then, all the systems are performed on an FPGA board to
prove the success of the proposed method experimentally. Vivado simulation results
of the implemented design are saved to a file in a hexadecimal format. Then this file

is inserted into a MATLAB program to build the given figures at the following.

The target and attack systems are started from different initial conditions to check the
success of the proposed method. The target system is initialized from x; = 0.1,
y1 = 0.1, and z; = 0.1 points while the attacks systems start from x, = 0.2, y, = 0.1,

and z, = 0.1. It is also possible to select any other different initial conditions.

Figure 4.3 exhibits numerical results of the synchronization of target and clone
systems when x; is observable. Black lines present asynchronous behavior, while red
lines present synchronized behavior. After a while, the clone system behaves as same

as the target system.

Figure 4.3 : Synchronization of the attack system (x», y», z») to the target system (x;,
Y1, 21)-

To show the success of the proposed attack method experimentally, target and attack

systems are implemented on a Zedboard FPGA evaluation board. The design of the

attack system is generally same as the target system with a small difference. One

input of the attack system is coming from the target system with probing to x, y, or z

node. This attack system synchronizes to the target system without any knowledge of

the initial conditions of the target system.

The implementation of the target system is first started by designing the Runge-Kutta
algorithm in the Xilinx Vivado 2018.1 program using VHDL language. The Runge-
Kutta algorithm is implemented as supporting a 32-bit IEEE 754-2008 floating-point
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number standard. To be able to handle floating-point type in the design, the float pkg
library is added to the project as introduced in [50].

The designed target and attack systems are synthesized for XC7Z020-CLG484 chip
of Xilinx Zynq-7000 family. Vivado simulation of them is given in Figure 4.4 in
hexadecimal format taking h as 0.05. Statistical results of the FPGA implementations

of the designs are given in Table 4.1.

£, 200.000 ns

4,000 ns 4,500 ns 5,000|ns 5 6

foosooo |

00000000
—

@ done

Figure 4.4 : Vivado simulator results of the implemented FPGA-based chaotic
oscillator.

Table 4.1 : FPGA implementation results.

Implemented System LUT Usage FF Usage
Target System 7904 170
Attack System 8006 170
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5. ASIC DESIGN OF A ROBUST DIGITAL RANDOM NUMBER
GENERATOR BASED ON TRANSIENT EFFECT OF RING OSCILLATOR

5.1 TERO Based RNG Design

RNGs based on transition effect often use SR latches [51]. Each SR latch structure
includes two symmetrical paths, and each path consists of an odd number of inverters
and an AND gate. A loop is set up by connecting each path's output to an input of an
AND gate that activates the other path. An external signal controls the other inputs of
these AND gates. When this signal is activated, signals from both paths of the SR
latch pass through the inverters and begin to oscillate. After a while, the oscillation's
duty cycle decreases over time because the two paths are not exactly symmetrical,
and the oscillation at the output of each path is damped and ends. Thus, the output of

the SR latch circuit remains in an unknown steady state.

Each time the SR latches are turned on and turned off, it stops at an unknown logic
level due to metastability. Besides, the number of times SR latches will oscillate and
stop is unstable. This information can be used to generate random numbers. For
example, the least significant bit of the oscillation number is used for random bit
generation [34]. A random number can be generated by looking at the distribution of
the number of oscillations [36]. However, counting the total number of oscillations

causes the use of extra logic and increases the area and power consumption.

In [38], an RNG is proposed using the wake-up uncertainties of the SR latches at the
start time. This RNG is implemented on an FPGA and the results are shared. In this
study, the SR latch structure, which was pre-studied on FPGA before in [38], was

implemented as ASIC this time.

The unit cell of the SR circuit is shown in Figure 5.1. Each SR latch contains 2
inverters and 2 AND gates. A 50 SR latch circuit, in which sufficient entropy was
provided on the FPGA, was used as the entropy source as shown in Figure 5.2. A

random bit is generated by XORing a 50 SR latch circuit.
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SMPL_CLK

Figure 5.1 : Metastable SR Latch circuit [38].

SR latch outputs can oscillate at high frequencies. This situation causes XOR gates to
be released quickly. Therefore, it causes setup time errors for the FF used when
generating the bit at the end. To prevent this, a flip flop is placed at the output of
each SR latch. Instead of counting the oscillations produced by each SR latch, the
method of sampling the oscillation zone in a particular region is preferred. This

technic reduces power consumption by avoiding unnecessary use of digital logic.

The 0 to 1 ratio of bits produced by the proposed RNG system must be statistically
balanced. Applying post-processing methods such as Von Neumann at the circuit's
output will reduce the bit generation rate of RNGs. Therefore, it will be better if the
raw data have statistically good properties. For this purpose, the RNG proposed in
this study is subjected to frequency analysis in run-time as it produces bits. Based on
the results obtained, it is decided how long after an SR latch circuit is turned on,
sampling is appropriate. The behavior of the SR latches can vary depending on
where they are placed in an FPGA. For ASIC chips, they also behave differently on
different chips. Therefore, in this study, a feedback mechanism is applied that

determines when we should take samples as part of the system.
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Figure 5.2 : The proposed TERO-based RNG.
5.2 Synthesis

As explained in the previous section, a transition effect based RNG is synthesized
with VHDL language. The designed RNG generates random bit sequences using the
metastability of the SR latches. This method uses less hardware than conventional
ring oscillator based RNGs and preferable for low power applications. Sampling in
the region with the highest metastability is preferred rather than counting the
oscillation that occurs when the SR latch is activated. After the FPGA
implementation and good statistical results of the RNG presented in [38], this RNG
structure is synthesized with a TSMC 180 nm standard cell library using the Genus

Synthesis Solution of the Cadence company.

The proposed RNG design can also be designed in a completely custom way as
analog. On the other hand, analog design flow requires more design time, and every
time the technology changes, it has to be redesigned over and over again. Instead, the
RNG design can be done by following the digital design flow. However, the design
tools aim to optimize the use of the logic cells and sometimes the structure
synthesized may differ from the desired structure. Therefore, some constraints should

be applied to prevent unwanted optimizations.

In the synthesis phase, the proposed RNG's VHDL codes and technology libraries to

be used are loaded. Separate constraints for power and space are not used in this
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study. However, it is possible to achieve less power consumption by using standard

cells operating at different lower technologies thresholds. The synthesis of an SR

latch circuit to standard library cells is shown in Figure 5.3.

Figure 5.3 : The synthesis of metastable SR Latch circuit.

All SR latches in the circuit are controlled by an enable signal as shown in Figure
5.2. In the structure verified on the FPGA [38], each SR latch is turned on every 320
ns (3.125 MHz). In the FPGA experiments, it was observed that sampling at about 50
ns after the activation signal was turned on gave statistically good results [38]. This
sampling time may vary according to different locations and routes. This is also true
for the ASIC design. Therefore, a structure that will automatically decide on the
optimum sampling time is used. This structure is a simple 10-bit counter and controls

the frequency balance of the bits generated.

In the proposed ASIC design, a 100 MHz clock signal is needed from the outside.
This clock signal is divided and an enable signal is generated at 3.125 Mhz. Using a
fast clock from the outside is necessary to get a sample in the right place to obtain
good quality of random numbers. The bit production rate can be increased by
changing the clock divider's parameter according to the results obtained after

manufacturing the design.

RNG structure with 50 SR latches is synthesized with the Genus tool. The schematic
view of the synthesized design is given in Figure 5.4. The synthesized structure

consists of SR circuits, XOR gates, and some control logic.
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Figure 5.4 : The synthesis of TERO-based RNG.

The synthesized design uses 502 instances. The slack value is 3,57 ps, and the total

negative slack is zero. Thus, the design meets timing constraints.

After synthesis, the proposed design has been verified by the formal equivalence test
to see if the synthesized netlist has the same function as the design entered at the

beginning. The verification results are given in Figure 5.5.
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Figure 5.5 : The layout equilavance check of the golden netlist and final synthesized
netlist.

5.3 Physical Implementation

After the netlist synthesis, the physical implementation process is followed as
explained in detail in Section 3.4. Firstly, a floorplan is defined. The structure
designed in this study is designed as a custom IP block to be used in various
applications later. The design takes up a very small area, so users can easily include
this custom IP in their chips. Since it is designed as a hard macro cell, 10 cells and

bondpads are not used.
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After floorplanning, logic cells are placed at the defined floorplan. Then the clock
tree synthesis flow is followed. The clock tree diagram is shown in Figure 5.6. The
FFs at the output of each SR latch cannot be seen in the clock tree diagram as they
are not defined as a clock signal, and they are controlled with logics in an

asynchronous manner.

Figure 5.6 : The clock tree of the design.

After the clock tree synthesis, all cells are connected where they should connect with
the help of routing scripts. The critical path of the design is drawn in Figure 5.7. The
critical path should be checked if there is any negative slack in the design. If the
timing does not meet, the retiming technique can be applied. In the retiming process,
the location of latches or registers is slid without affecting functional behavior. Some
of the logic paths need more than one clock cycle to propagate to the next sequential

logic in some cases. A multicycle path timing constraint is used in these cases.
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Figure 5.7 : The critical path of the final netlist.

The final physical layout of the proposed RNG is given in Figure 5.8. The 3D layout
view of the final netlist is exhibited in Figure 5.9. Top metals are thicker than other

layers as seen in Figure 5.9.

The number of instances used in the RNG block is 621. The dimensions of the
designed module are 120 um x 114 um. The total area of the core is 13623 um2. For
a clock frequency of 100 MHz and at the typical-case corner (25 C, 1.8 V supply,
typical process), the leakage power for the RNG is 0.02 nW, and the total power
consumption is 0.44 mW while taking the switching activity as 20% using the

Innovus default settings.
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Figure 5.8 : The physical layout of the final netlist.

Figure 5.9 : 3D layout view of the final netlist.
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The rail analysis of the designed RNG for VDD at the worst-case corner (-40 C, 1.8
V supply, slow-slow process) is given in Figure 5.10. There are no power pads in the
design. IR drop analysis is done as the power supply is coming from the power ring
at the edges of the design. Thus, the maximum IR drop occurs at the inner side of the
design. Since the total power consumption is very low, the IR drop on the design is

very low.

e T N T

Figure 5.10 : IR drop analysis of the designed RNG.
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5.4 Comparison of the proposed RNG

Basic ring oscillator based TRNGs are suitable for all FPGA families, and they can
be implemented using automatic placement method provided by the design software.
It has relatively high and constant throughput. However, it has high power

consumption due to using a large number of ring oscillators.

Transient effect based TRNGs are important for requiring few logic cells,
consumption of low power, and having relatively high throughput. On the other
hand, it isn't easy to describe the randomness with a mathematical model. It usually

requires a manual implementation of FPGA logic cells.

Chaos-based RNGs can also be implemented digitally. However, because these
circuits are deterministic, they are vulnerable to potential attacks. So they should be

combined with analog noise.

Some of the state-of-art RNGs implemented as an ASIC are compared in table 5.1.

Table 5.1 : Comparison with other RNGs implemented as ASIC.

[40] [52] [53] This Study
Method Transition Cellular- Fibonacci  Transition
Automata
Technology (nm) 180 130 65 180
Throughput (Mbit/s) 0.37 1.4 12 3.125
Voltage (V) 1.8 - 1.2 1.8
Gates 4898 969 1115 621
Power (mW) 1.673 2.66 4.81 0.44
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6. CONCLUSIONS AND RECOMMENDATIONS

Some state-of-the-art digital random number generators in the literature are
examined, and new improvements are proposed for robustness and higher quality of
randomness. In the second section, some of the random number generators in the
literature are introduced. In the third section, the journey of an idea to a chip is

presented in an inclusive way but not too long.

In the fourth chapter, a security analysis of a chaos-based RNG is presented. Chaotic
systems are used in random number generation because they can bring the system
output to very different points with a small difference in the initial conditions.
However, random number generators using chaotic systems without any physical
noise source are deterministic. Therefore, they are vulnerable to possible attacks. In
this work, a 3-D no-equilibrium chaotic system is analyzed in terms of security. The
master-slave synchronization method is used to clone to the target system. A
hardware demonstration is also prepared to show its feasibility. Numerical and
experimental results prove that producing the same bit series with the target system is

possible in a limited scalar time with only probing one node of the target system.

Classical ring oscillator based RNGs consume too much area and power. Therefore,
an ASIC design of a transition effect based RNG is proposed in the fifth section. The
structure that was previously verified in FPGA is designed exactly as ASIC using
180 nm TSMC technology. The proposed method is preferable for digital designers
because of its low usage of logic cells and low power consumption as the SR latches
do not keep oscillating, unlike classical ring oscillators. Furthermore, the proposed
method is also more robust against correlation-based attacks according to the
previous published study implemented on an FPGA. The randomness in the RNG
output might be manually degraded by external interference or by tempering attacks.
Furthermore, due to aging effects on the circuits or environmental conditions, such as
extreme temperatures, the RNG's entropy source can be degraded. In that case, the
RNG output cannot satisfy the statistical tests, and the feedback mechanism shifts the

sampling moment to maximize the entropy. If an optimum sampling moment cannot
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be found, the RNG stops giving output. Thus the RNG output is not blindly used.
However, in the previous experimental work with FPGA, it was not observed any
cases when the feedback mechanism could not find an optimum sampling window.
There can be a poor implementation of the SRs on FPGA or ASIC. Actually, that is
the reason to keep the number of SR latches high. Thus, the entropy is increased by
XORing the output of each SR latch cell. In this study, it was tried to minimize the
number of SR latches in order to save area and power. But there is room for more
detailed analyses as a future work. For instance, in a critical application, the number
of SR latches can be chosen quite high such that even with poor implementation of
some of the SRs on the FPGA, the system will still work well. Furthermore, the RNG
is prototyped on a modern FPGA fabricated at advanced technology nodes. However,
when the system is implemented as an ASIC at the 180 nm process, the entropy will
be much higher, and the metastability will be more dominant. Therefore, the RNG
will be more secure. 3.125 Mb/s throughput with previous successful results in
FPGA is targeted. The total area of the proposed design is 13623 um2. The total
power consumption is 0.44 mW while taking the switching activity as 20% at
typical-case corner (25 C, 1.8 V supply, typical process). As a future work, the
proposed RNG structure will be fabricated to measure the proposed random number
generator's performance in an ASIC implementation. Bit production rate can be

increased according to post-production measurements.
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