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NEW LIGHTWEIGHT DoS ATTACK MITIGATION TECHNIQUES
FOR RPL BASED IoT NETWORKS

SUMMARY

The information technology is converting every aspect of human life to smart day
by day. Currently, the Internet of Things (IoT) is the most promising technology in
accordance with Machine Learning, Big Data Analytics, Cloud and Edge Computing
to realize such a change. IoT, with its billions of things, acting as the primary
data source, is and will continue to be playing a crucial role to transform buildings,
houses, factories, cities, suburban areas and many places to Internet-connected smart
environments.

IoT can be defined as a network of things with sensing and/or actuating capabilities that
can connect to the Internet and exchange information. The elements of the IoT include
but not limited to, sensors, actuators, embedded and wearable devices. These devices
form networks with different topologies (e.g., star, mesh) using various communication
technologies (e.g., IEEE 802.15.4, Bluetooth, WiFi, LoRa, cellular, etc.).

IoT is a candidate technology in order to realize the future Internet of Services and
Industry 4.0 revolution. However, there are serious threats for 10T, which aim to
degrade the performance of the network, deplete the batteries of the devices and cause
packet losses and delays. These attacks are called as Denial of Service (DoS) attacks,
which are already notorious for their effects in existing communication systems.
Limited power, processing, storage and radio dictate extremely efficient usage of
these resources to achieve high reliability and availability in IoT. However, DoS and
Distributed DoS (DDoS) attacks aim to misuse the resources and cause interruptions,
delays, losses and degrade the offered services in IoT. For highly reliable and available
0T, such attacks have to be prevented, detected or mitigated autonomously.

The goal of this thesis is to investigate how IoT networks can be secured against
D/DoS attacks. For this aim, we focused on a subclass of IoT, namely the
Low Power and Lossy Networks (LLNs). In LLNs, elements of the network are
resource-constrained (i.e., limited processing, storage, communication and power
sources) and the environment is lossy. The IETF and the IEEE proposed several
standards to connect such networks to the Internet and allow various applications to be
supported efficiently. The set of protocols are called as the standardized protocol stack,
which includes the IEEE 802.15.4 for PHY and MAC layer, 6LoWPAN adaptation
layer between MAC and network layers, IPv6 Routing Protocol for Low Power and
Lossy Networks (RPL) for network layer, UDP for transport layer and CoAP for
application layer. We considered to study LLNs, because we believe that majority
of the devices in IoT will be within the concept of LLNs. Limited resources, lossy
environments and possibly mobility make such networks challenging to incorporate
robust security solutions. Considering these devices are capable of connecting to the
Internet, the task of protecting such networks against attackers gets more challenging.

XXV



In this respect, we started our thesis journey with understanding the LLNs with
its architectural design, elements and communication protocols. As we study
the security of the LLNs, we analyzed the standardization efforts to secure the
LLN-based IoT networks. Considering the pros and cons of the security solutions,
resource-constraints, QoS requirements, implementation challenges, deployment
environments and users, the Internet connectivity and the D/DoS attacks targeting the
existing computer networks, we believed that there is a need for the LLNs to be secured
against such attacks. Hence, we researched the D/DoS attacks which may target the
LLNs. Our research revealed that, the LLNs can be the target of D/DoS attacks which
can be either new (due to new protocols and standards) or old (attacks that have been
targeting the existing networks). We analyzed the works that investigate the effects
of the attacks, cryptography-based security solutions, protocol security studies and
intrusion detection and mitigation systems that are specifically designed for the LLNs.

We continued our journey with focusing on the network layer of the LLNs and
specifically to the IPv6 Routing Protocol for Low Power and Lossy Networks (RPL)
that was proposed by the IETF. Among the set of attacks, we targeted the Version
Number Attack (VNA). In VNA, an attacker maliciously changes the VN, thus initiates
an illegitimate global repair operation in RPL. However, in an ordinary RPL network,
global repair operation can be started only by the DODAG root. Our motivation to
choose the VNA among the other attacks were manifold. First of all, it was a pretty
new DoS attack and it was not studied much in the literature. Since it was new, there
was no detection or mitigation study or any in-depth analysis. It was also an interesting
attack for us that, it did not need thousands of attackers, but only a single attacker was
enough to affect the whole network.

In order to analyze the effect of the VNA, we created a realistic topology considering
the IETF’s routing requirements documents for the LLNs. Using the Contiki Cooja, we
simulated a single attacker at several positions within the RPL DODAG. Our topology
had mobile nodes and hence, mobile attackers. We employed a probabilistic attacker
model to identify the best setting for an attacker, not only in terms of the position, but
also the attacking probability. Our analysis with respect to packet delivery ratio, RPL
control message overhead, average network delay and average power consumption
metrics showed that, control message overhead and packet delivery ratio results are
highly correlated to the position of the attacker. Effect of the attack gets stronger as
the attacker gets farther from the DODAG root. In terms of the attacking probability
and the effect of the attack, we figured out that, performance of the network gets worse
as the probability of attacking increases. Simulation results for mobile attackers show
that, mobile attackers have nearly the same detrimental effects on the network as the
best attacking positions for a static attacker.

Our analysis with a single attacker revealed that, the VNA is a very serious threat for
the RPL-based LLNs. It misuses the global repair operation of the RPL protocol and
forces the complete network to be rebuilt over and over again. During this time, an
excess amount of RPL control messages are generated, majority of the application
data packets are lost, average network delay and power consumption are severely
increased. Based on our observations for the strongest attacking positions and the
ordinary global repair operation explained in the RPL specification, we came up with
a simple mitigation mechanism for VNA, namely elimination, that allows the VN
updates coming from the direction of the DODAG root and stops the VN updates
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coming from the opposite direction (i.e., from the direction of leaf nodes). Elimination
technique checks the sender of the incoming DIO (DIO with a greater VN). If the
sender has a worse rank than the receiver node, which shows that it is positioned at the
lower portions of the DODAG, the DIO is discarded since such an update should not
come from that portions of the DODAG. We believed that the elimination technique
would be very efficient to mitigate the effect of the VNA consisting of a single attacker.
Since it eliminates the VN updates started from the direction of leaf nodes (positions
at which VNA is the strongest) towards the DODAG root, the strongest attacking
positions could be eliminated by this way. However, if the attacker is not far from the
root, in other words, if the attacker is an intermediate node within the DODAG, then
it can still affect the lower portions of the DODAG since the elimination technique
will allow it. In order to overcome this issue and propose a complete solution, we
came up with shield mechanism that is based on the elimination technique. In shield,
every node works on its own and keeps a list of its neighbors that have a better rank
value than itself in a table, which we call as ShieldList. If it receives a DIO with a
greater VN (which signifies that a VN update is taking place), it firstly checks whether
the DIO sender is in its ShieldList or not. If it does not exist within the table, then
it discards the DIO. Because, such a DIO can come only from the direction of the
DODAG root and possible senders are already listed in the ShieldList table. However,
if the DIO sender exists within the table, then comes a trust mechanism, in which the
receiving node expects other neighboring nodes (nodes within the ShieldList table) to
announce such an update. It waits until majority of the ShieldList entries claim a VN
update. Hence, it does not trust a single neighbor claiming a VN update, but trusts more
neighbors announcing the same update. Thus, it can provide a solution not only against
the attackers at the leaf nodes, but also attackers at the intermediate positions. We
analyzed the performance of our new mitigation techniques by means of simulations.
Simulation results show that, our novel mitigation techniques can effectively mitigate
the effect of the VNA.

In the last part of our thesis study, we focused on multiple VN attackers. We
performed two sets of comparisons. In the first set of comparisons, we investigated
the effect of increasing the number of attackers. In the second set of comparisons,
we analyzed the effect of multiple attackers positions. Simulation results showed
that, increasing the number of attackers affects only the packet delivery ratios. In
terms power consumption per successfully delivered packets, the lowest values were
obtained for the positions that are at the edges of the topology. In terms of distance
to the DODAG root, closer positions seem to cause more power consumption per
successfully delivered packets values than the farther positions. For packet delivery
ratio and average network delay results, attackers at the center of the network caused
the highest packet losses and longest delays. These results were interesting for us since
our earlier study and a predecessor study had not realized such affects. Therefore,
we conducted analysis to find out the underlying reasons. We considered topological
differences, logging mechanisms and operating system changes. We concluded that,
OS updates are the underlying reason for us to obtain different results for an RPL
network under the VNA. Finally, we evaluated the performance of our mitigation
techniques against multiple attackers based on packet delivery ratio results. We found
out that our mitigation techniques successfully mitigate the effect of multiple attackers.
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RPL TEMELLI IoT AGLARI iCIN
DoS SALDIRILARININ ETKISINI AZALTACAK YENI TEKNIiKLER

OZET

Bilisim teknolojileri giinden giine insan hayatinin her alanim1 akilli bir hale getiriyor.
Bu degisimin gerceklesmesinde Nesnelerin Interneti (Internet of Things - IoT) su anda
en umut vadeden teknoloji olarak Makine Ogrenmesi, Biiyiik Veri Analitigi, Bulut
ve Sinirda Hesaplama teknolojileriyle is birligi icinde bulunuyor. IoT milyarlarca
nesnesiyle bu degisimde en temel veri kaynagi olarak gorev aliyor. Binalari, evleri,
fabrikalari, sehirleri, kirsal alanlar1 ve daha bircok ortami internete baglanan akilli
ortamlara doniistiirmekte hem su anda, hem de gelecekte aktif bir rol alacak gibi
gorliniiyor.

IoT, algilama ve/veya eyleme yetenegi olan nesnelerin olusturdugu, internete
baglanabilen ve bilgi aligverisi yapabilen bir ag olarak tanimlanabilir. Bunlarla sinirl
olmamakla beraber duyargalar, eyleyiciler, gomiilii ve giyilebilen cihazlar IoT nin
temel bilesenlerini olusturmaktadir. Bu cihazlar bircok iletisim teknolojisi (IEEE
802.15.4, Bluetooth, WiFi, LoRa, hiicresel aglar, vb.) kullanarak farkli topolojilerde
(yildiz, orgii) IoT aglari olugturabilirler.

IoT gelecegin Servislerin Interneti’ni ve Endiistri 4.0 devrimini gerceklestirmek igin
aday bir teknolojidir. Ancak IoT’ye yonelik ag performansini diisiirmeyi, cihazlarin
pillerini tikketmeyi, paket kayiplarina ve gecikmelere neden olmay1 hedefleyen ¢ok
ciddi tehditler bulunmaktadir. Bu tehditler halihazirdaki aglar ve sistemleri etkileyen
ve adindan sik¢a soz ettiren Servis Engelleme Saldirilari’dir (Denial of Service - DoS).
IoT cihazlarinin biiyiik bir boliimiinde gii¢, isleme, bellek ve haberlesme kaynaklarinin
kisithi olmasi bu kaynaklarin daha giivenilir ve her zaman erisilebilir IoT aglar
icin miimkiin oldugunca verimli kullanilmalarim1 sart kogmaktadir. Fakat DoS ve
Dagitik DoS (DDoS) saldirilar1 kaynaklar: kotiiciil kullanmayi, hizmet kesintilerine,
gecikmelere ve paket kayiplarina neden olmay1 ve boylece IoT aglarinin verdikleri
hizmetlerin performansini diisiirmeyi amaglamaktadir. Yiiksek seviyede giivenilir
ve erisilebilir [oT aglar1 i¢in bu saldirilarin otonom bir sekilde engellenmesi, tespit
edilmesi ya da etkilerinin azaltilmas1 gerekmektedir.

Bu tezin amact D/DoS saldirilarina karsi IoT aglarmmin nasil korunabilecegini
arastirmaktir. Bu amacla tezde IoT aglarmin bir alt sinifi olan Diisiik Giiglii ve
Kayipli Aglar’a (Low Power and Lossy Networks - LLNs) odaklandik. Bu tiir
aglarda cihazlar kaynak kisitlarina (kisith islem birimi, bellek ve depolama, iletisim
arayiizii ve giic kaynaklar1) sahip olmakta ve iletisimin gergeklestigi ortamda paket
kayiplar1 yasanabilmektedir. IETF ve IEEE organizasyonlar1 boyle aglari internete
baglayabilmek ve bir¢ok uygulamanin verimli bir sekilde ¢alismasini saglayabilmek
icin bir dizi standart onermislerdir. Bu standartlar kiimesine standartlagsmis protokol
yigmi adi verilmektedir. Sirasiyla fiziksel katman ve MAC katmani i¢cin IEEE
802.15.4, MAC ve ag katmanlar1 arasina IETF 6LoWPAN adaptasyon katmani,
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ag katmam icin IETF Diisiik Giiclii ve Kayipli Aglar icin IPv6 Yonlendirme
Protokolii (IPv6 Routing Protocol for Low Power and Lossy Networks - RPL),
iletim katmam i¢in UDP ve uygulama katmani i¢in de IETF Kisith Uygulama
Protokolii (Constrained Application Protocol - CoAP) standartlagsmigs protokol y1ginini
olusturmaktadir. Tez calismasinda LLN’leri ¢alismayi diisiindiik. Ciinkii IoT yi
meydana getirecek cihazlarin biiyiik bir boliimiiniin LLN sinifim1 olusturan cihazlar
olacagina inaniyoruz. Bu tiir aglarda kaynaklarin kisitli olmasi, iletisim ortaminin
kayipli olmasi ve cihazlarin hareketli olabilmesi boyle ortamlarda ¢alismay1 ve saglam
giivenlik ¢oztimleri sunabilmeyi zorlastirmaktadir. Bu aglardaki cihazlarin internete
baglanabilecegi de diisiiniiliirse, LLN’leri saldirganlara kars1 korumak cok daha zor
bir problem haline gelmektedir.

Bu baglamda tez calismamiz LLN’leri mimari yapilari, ag bilesenleri ve iletisim
protokolleri acilarindan anlamayla bagladi. LLN’lerin giivenligini calistigimiz i¢in
standardizasyon kurumlarinin bu aglar i¢in onerdikleri giivenlik ¢oziimlerini inceledik.
Onerilen giivenlik ¢c6ziimlerinin art1 ve eksilerini, cihazlarin kaynak kisitlarini, servis
kalitesi (Quality of Service - QoS) gereksinimlerini, giivenlik ¢oziimlerinin dogru
gerceklenmelerinde karsilagilan sorunlari, cihazlarin calisma ortamlarini, kullanicilari,
internet baglantis1 yoluyla agin disariya acilabilmesini ve halihazirdaki D/DoS
saldirilarimi goz Oniine aldigimizda LLN’lerin saldirilara karsi korunmalarinin bir
ihtiya¢ olduguna inandik. Buradan yola c¢ikarak LLN’leri hedef alabilecek D/DoS
saldirllarim arastirdik. Arastirmalarimiz bu aglarin hem yeni saldirilarin (bu aglar
icin Onerilen yeni standartlar nedeniyle), hem de bilinen saldirilarin (halihazirdaki
aglara yapilan D/DoS saldirilar1) hedefi olabilecegini ortaya ¢ikardi. LLN’leri hedef
alabilecek saldirilarin etkilerini inceleyen caligsmalari, bu saldirilardan korunmak icin
kriptografi-temelli giivenlik ¢oziimleri 6neren caligsmalari, standartlagsmis protokol
yiginindaki protokollerin giivenlik agiklarin1 kapatmayi hedefleyen c¢alismalari,
LLN’ye 6zel saldirt tespit ve etki azaltma ¢aligmalarini analiz ettik.

LLN’leri hedef alabilecek saldirilari ve bu saldirilara karsi koymayi1 hedefleyen
calismalar1 inceledikten sonra standartlasmis protokol yigininin ag katmanina
odaklandik. Buradaki odak noktamiz RPL yonlendirme protokoliiydii. RPL’i
hedef alan saldirilarin arasindan Versiyon Numarasi Saldirisi’na (Version Number
Attack - VNA) yoneldik. VNA’da saldirgan kotiiciil bir sekilde RPL aginin
versiyon numarasini degistirerek global onarim islemini baglatir. Ancak normal bir
RPL aginda bu islemi sadece RPL agini kuran ve Hedef-Odakli Yonlii Cevrimsiz
Cizge’nin (Destination Oriented Directed Acyclic Graph - DODAG) kokii olan
digiim gerceklestirebilmektedir. RPL’i hedef alan bir¢ok saldirinin arasindan VNA’y1
secmemizin arkasinda birden fazla neden bulunuyordu. Bunlardan ilki, VNA'nin
olduk¢a yeni bir DoS saldiris1 olmasi ve iizerinde ¢ok az calisgilmis olmasiydi.
Yeni bir saldir1 olmasi nedeniyle de heniiz derinlemesine bir analiz ¢alismasi, bu
saldirtya yonelik bir tespit sistemi ya da etkisini azaltmay1 hedefleyen bir ¢alisma
bulunmamaktaydi. VNA’nin bize ayrica ilging gelen diger bir yonii de, klasik
saldirilarin aksine, tek bir saldirgan diigiimiin bu saldirty1 gerceklestirmek icin yeterli
olusu ve biitiin bir RPL agin1 tek bagina etkileyebilme sansina sahip olmasiydi.

VNA’nin RPL iizerindeki etkisini inceleyebilmek icin IETF’in yonlendirme protokol
gereksinimleri dokiimanlarindan yola c¢ikarak gercekci bir benzetim topolojisi
olusturduk. Contiki igletim sisteminin Cooja benzetim ortamint kullanarak topoloji
tizerinde tek bir saldirgami farkli pozisyonlara yerlestirerek benzetimler yaptik.
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Olusturdugumuz topolojide hareketli diigtimler de yer aldigi icin bazi saldiri
benzetimlerinde saldirgani hareketli olan diigiimlerden de segtik. Saldirgan modelimizi
olustururken olasiliga gore saldir1 gerceklestiren bir yapr gelistirdik. Boylelikle
saldirgan agisindan sadece en iyi saldirt pozisyonlarini degil, saldirt olasiliklarini da
belirlemeyi hedefledik. Paket basarim orani, RPL kontrol mesajlar1 sayisi, ortalama ag
gecikmesi ve ortalama giic tiiketimi metriklerine gore analizler yaptigimizda kontrol
mesajlar1 sayis1 ve paket basarim oranmn saldir1 pozisyonuyla iligkili olduklarini
gordiik. Saldirgan DODAG kok diigiimiinden uzaklastik¢a saldirinin etkisinin arttigin
anladik. Saldir1 olasilif1 acisindansa olasilik arttikga, ag performansinin daha da
kotiilestigini gordiik. Saldirmin hareketlilikle iligkisini inceledigimizde ise hareketli
saldirganlarin en etkili hareketsiz saldirganlar kadar ciddi bir sekilde ag performansini
etkilediklerini gozlemledik.

Tek saldirgan ile yaptigimiz benzetimlerin sonuglart VNA’'nin RPL-temelli LLN’ler
icin ¢ok ciddi bir tehdit oldugunu ortaya ¢ikardi. Bu saldirida global onarim
mekanizmasi kotiiciil bir sekilde kullaniliyor ve tim RPL a1 tekrar ve tekrar
yeniden olusturulmaya zorlamiyor. Bu siradaysa asiri derecede ¢ok RPL kontrol
mesaji1 iiretiliyor, uygulamanin paketlerinin biiyiik bir béliimii kayboluyor, ortalama
ag gecikmesi ve giic tiikketimi degerleri kotii bir sekilde etkileniyor. En etkili
saldir1 pozisyonlar1 ve RPL dokiimaninda belirtilen global onarim mekanizmasinin
beklenen igleyisini goz oniine alarak basit bir saldir1 etkisi azaltma yontemi gelistirdik.
Eleme (Elimination) adim verdigimiz bu yontem sadece DODAG kokii tarafindan
gelen version numarasi giincellemelerine izin verirken (RPL dokiimaninda belirtilen
beklenen global onarim igleyisi), saldirinin en etkili oldugu tam tersi yonden (DODAG
yapraklar1 yonii) gelen giincellemelerine ise izin vermiyor. Bu amagla su andakinden
daha yiiksek bir version numarasiyla gelen DIO (RPL kontrol mesaji) mesajlarinda
gonderenin sirasina (rank) bakiyor ve versiyon numarasi giincellemesinin yoniinii
kolaylikla tespit edebiliyor. Eger gonderen diigiim daha kotii bir sira degerine
sahipse, bu onun DODAG iizerinde daha altlarda, yapraklar tarafinda, oldugunu
belirtiyor. Boyle versiyon giincellemelerine izin verilmemesi gerekiyor, ciinkii RPL
dokiimanina gore boyle giincellemeler sadece DODAG kokii tarafindan, yani sira
bilgisi daha 1yi olan dii§timlerden gelebilir. Eleme tekniginin saldirinin en etkili oldugu
noktalardan gelecek saldirilar1 engelledigi icin VNA icin oldukca etkili bir ¢oziim
olacagina inandik. En etkili saldir1 pozisyonlarinin etkisi eleme teknigiyle azaltilsa da
saldirganin agin i¢ kesimlerinde oldugu durumlarda, ne kadar en etkili saldir1 noktalar
olmasa da, saldir1 hala RPL agin1 olumsuz yonde etkileyebilir. Dolayisiyla eleme
yontemi saldirinin etkisini azaltsa da tam bir ¢oziim olusturamayacagi ortadaydi. VNA
icin tam bir ¢oziim bulabilmek i¢in eleme teknigini baz alan kalkan (shield) adini
verdigimiz yeni bir yontem gelistirdik. Kalkan’da her diigiim digerlerinden bagimsiz
bir sekilde hareket ediyor ve cevresinde bulunan ve ondan daha iyi bir sira degerine
sahip olan diigtimleri Kalkan Tablosu’nda tutuyor. Bu tablodaki diigiimler kendisine
gore DODAG kokiine daha yakin pozisyonda olan diigiimleri belirtiyor. Dolayisiyla
versiyon numarasit daha yiiksek bir DIO’yu sadece bu diigiimlerden almayi, aldiginda
da sadece bir diigiimiin soziine inanmayarak tablosundaki diigiimlerin ¢ogunlugunun
ayn1 giincellemeyi iddia etmesini bekliyor. Anlasilacag: gibi Kalkan yontemi eleme
teknigi ile bir giiven yontemini birlestirerek VINA icin tam bir ¢oziim olmay1 amaghyor.
Eleme teknigi ile saldirmin en etkili pozisyonlarini eliyor, giiven yontemiyle de
DODAG i¢inde yer alabilecek saldirilar1 da etkisizlestirmis oluyor. Onerdigimiz iki
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yeni yontemin verimliligini benzetim ortaminda yaptiZimiz testlerle inceledik ve bu
yontemlerin VNA’nin etkisini biiyiik bir basarimla azalttiZini tespit ettik.

Tez ¢alismamizin son boliimiinde ise ¢ok saldirganli VNA’ya odaklandik. Cok sayida
saldirganlarin agin performansimi nasil etkiledigini incelemek i¢in iki ayri analiz
yaptik. Ilk analizimizde saldirgan sayisinin artmasmin RPL’in performansini nasil
etkiledigini arastirdik. Ikinci incelememizdeyse cok sayida saldirganlari, her bir
saldirgan sayisin1 kendi i¢inde olmak iizere, pozisyon kombinasyonlari agisindan test
ettik. Benzetimlerimizden elde ettigimiz sonuglar saldirgan sayisin1 arttirmanin sadece
paket basarimini etkiledigini gosterdi. Saldirganlarin pozisyonlar: icin yaptigimiz
testlerse basar1 ile ulastirilan paket basina harcanan gii¢ acisindan agin koselerinde
(edge) yer alan saldirganlarin diger saldir1 pozisyonlarina gore daha az gii¢ tikketimine
neden oldugunu gosterdi. Agin merkezinde yer alan saldirganlarin ise basariyla
ulagtirilan paket basina harcanan gii¢ degerini diger pozisyonlara goére daha cok
arttirdigin1 gordiik. Paket basarim orami ve ortalama ag gecikmesi metrikleri i¢inse
sonuc¢lar agin merkezinde yer alan diigiimlerin daha ¢ok paket kayiplarina ve daha
uzun ortalama ag gecikmelerine neden oldugunu gosterdi. Benzetimlerimizden
elde ettigimiz sonuglar bizim icin olduk¢a ilging sonuclardi. Ciinkii tek saldirganlh
benzetimlerimizden ayni yonde sonuglar almamistik. Bu sorunu ¢ozebilmek adina
bir dizi analiz gerceklestirdik. Bu amacla iki benzetimde kullanilan DODAG topoloji
farkliliklarini inceledik, performans Ol¢iimii i¢cin kullandigimiz log alma yontemine
ve performans metrigi farkliliklarina baktik ve igletim sistemi giincellemelerini analiz
ettik. Tiim tetkiklerimiz alinan farkli sonuglarin igletim sistemindeki giincellemelerden
kaynaklandigim1 gosterdi. Son olarak bu tez calismasinda Onerdigimiz Eleme ve
Kalkan tekniklerini cok saldirganli durumlar i¢in paket basarim orami agisindan
inceledik. Elde ettigimiz sonuglar bize Onerdigimiz tekniklerin cok saldirganl
durumlarda da saldir1 etkisini bagartyla azalttigin1 gosterdi.
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1. INTRODUCTION

The information technology is converting every aspect of human life to smart day
by day. Currently, the Internet of Things (IoT) is the most promising technology in
accordance with Machine Learning, Big Data Analytics, Cloud and Edge Computing
to realize such a change. IoT, with its billions of things, acting as the primary
data source, is and will continue to be playing a crucial role to transform buildings,
houses, factories, cities, suburban areas and many places to Internet-connected smart

environments [1].

IoT can be defined as a network of things with sensing and/or actuating capabilities that
can connect to the Internet and exchange information. The elements of the IoT include
but not limited to, sensors, actuators, embedded and wearable devices. These devices
form networks with different topologies (e.g., star, mesh) using various communication

technologies (e.g., IEEE 802.15.4, Bluetooth, WiFi, LoRa, cellular, etc.) [2].

IoT is a candidate technology in order to realize the future Internet of Services
and Industry 4.0 revolution. Accommodation of billions of devices with sensing
and/or actuation capabilities will introduce crucial problems with management,
interoperability, scalability, reliability, availability and security. Autonomous control
and reliability of future Internet of Services are directly related to reliability and
availability of IoT. However, there are serious threats for IoT, which aim to degrade the
performance of the network, deplete the batteries of the devices and cause packet losses
and delays. These attacks are called as Denial of Service (DoS) attacks, which are
already notorious for their effects in existing communication systems. Limited power,
processing, storage and radio dictate extremely efficient usage of these resources to
achieve high reliability and availability in IoT. However, DoS and Distributed DoS
(DDoS) attacks aim to misuse the resources and cause interruptions, delays, losses
and degrade the offered services in [oT. DoS attacks are clearly threats for availability
and reliability of IoT. For highly reliable and available 10T, such attacks have to be

prevented, detected or mitigated autonomously.



DoS and DDoS attacks can target any communication system and cause devastation.
Such attacks make use of the vulnerabilities in the protocols, operating systems,
applications and actual physical security of the target system. Readers can easily find
several incident news related to D/DoS attacks on the Internet. These attacks are so
common that every day it is possible to see them (e.g, please check the digital attack
map of Arbor Networks and Google Ideas [3]). It is not hard to predict that IoT will
face with D/DoS attacks, either as a target or source of the attacks. In fact, quite
recently one of the major Domain Name System infrastructure provider of popular
web sites and applications was the target of DDoS attacks where a botnet called as
Mirai compromised thousands of cameras and digital video recorder players [4]. This
incident was the first example of IoT being used as an attack source for DDoS. It clearly
showed that, protection of IoT networks from attacks is not sufficient and protection

of the Internet from IoT networks is needed as well.

A very interesting report [5] on how security of IoT will be playing an important
role in defining the cybersecurity of future was published by UC Berkeley
Center for Long-Term Cybersecurity in 2016. A group of people from various
disciplines developed five scenarios regarding with what will security be like in the
future considering various dimensions including people, governments, organizations,
companies, society, culture, technological improvements and of course attackers.
Although all of the scenarios are related to the security of IoT, the last two scenarios
have direct relations. The fourth scenario puts the emphasis on the ubiquity of IoT in
a way that IoT will be everywhere and will be playing a vital role on the management
of several applications and systems. This will give attackers more chance to target.
In such a world, attackers will able to affect organizations, governments and the daily
life of people easier than now. Thus, cybersecurity term will be transformed to just
security since it will able to affect everything. The last scenario considers the wearable
devices and their novel purpose of use. According to the hypothesis, the wearables
of future will not only perform basic measurement tasks, but will be used to track
emotional states of humans. Advancements in the technologies will allow such a
change. Emotional, mental and physical state information which is very important
for individuals will be the target of attackers and will be used as a weapon against

them. Of course in such a scenario, it will be very crucial for people to manage their



emotional, mental and physical state and this will affect the society in various ways
which we can not imagine. This report clearly shows that if we fail to secure the 10T
networks, then the ubiquity and proliferation of IoT will not transform the future to
smarter but will cause catastrophic effects on human life, environment, culture and

society.

Securing [oT networks is not an easy problem since we have to think of device, network
and application characteristics, affordable cryptography-based solutions, physical
security of the network and devices, compromise scenarios and intrusion detection
systems. Designers and administrators will face many trade-offs, where security will
be on one side and cost, network lifetime, Quality-of-Service (QoS), reliability and

many more will be on the other side.

The goal of this thesis is to investigate how IoT networks can be secured against
D/DoS attacks. For this aim, we focused on a subclass of IoT, namely the
Low Power and Lossy Networks (LLNs). In LLNs, elements of the network are
resource-constrained (i.e., limited processing, storage, communication and power
sources) and the environment is lossy [6]. The IETF and the IEEE proposed several
standards to connect such networks to the Internet and allow various applications
to be supported efficiently. The set of protocols are called as the standardized
protocol stack [7]. We considered to study LLNs, because we believe that majority
of the devices in IoT will be within the concept of LLNs. Limited resources, lossy
environments and possibly mobility make such networks challenging to incorporate
robust security solutions. Considering these devices are capable of connecting to the

Internet, the task of protecting such networks against attackers gets more challenging.

In this respect, we started our thesis journey with understanding the LLNs with its
architectural design, elements and communication protocols. Following this, we
investigated the D/DoS attacks that may target the LLNs. Such attacks can be either
inherited from earlier networking research (e.g., Wireless Sensor Networks (WSN)
and Ad-Hoc Networks) or specific to LLNs due to new protocols and the Internet
connection. Therefore, it is very crucial to determine the possible attacks. After
determining the attacks, we analyzed the standardization efforts and also the literature
for security mechanisms. We questioned whether the cryptography-based solutions

can provide the ultimate fix to solve the D/DoS problem for LLNs. Our questioning
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led us to believe that although there is cryptography, D/DoS attacks can still affect the

LLNs. Therefore, we comprehensively analyzed the literature for:

* Studies that analyze the effect of the attacks,

* Studies that propose a cryptography-based security solution to protect the LLNs

from the attacks,

* Intrusion Detection Systems (IDS) that aim to detect a set of attacks that target the

LLNs,

» Mitigation systems that target to reduce the effect of the attacks.

We continued our journey with focusing on the network layer of the LLNs and
specifically to the IPv6 Routing Protocol for Low Power and Lossy Networks
(RPL) [6] that was proposed by the IETF. Among the set of attacks, we targeted
the Version Number Attack (VNA) since it was a very interesting DoS attack and
was not studied comprehensively in the literature. VNA was interesting because it
was specific to the RPL and it could detrimentally degrade the performance of the
network easily. We started our analysis with the Cooja [8] simulator of the open source
Contiki Operating System (OS) [9]. We set up a realistic scenario in the simulation
environment and simulated a single attacker at different parts of the network. When
we analyzed the results, we realized that the effect of the attack is correlated to some
performance metrics, which was also realized by a predecessor study [10]. Based on
our analyses and observations, we came up with two novel mitigation techniques that
are very lightweight and that can mitigate the effect of the VNA successfully. Up until
this point, our analysis were considering only a single attacker and employing multiple
attackers were our future work. So, as the last part of this thesis, we moved to multiple

attackers analysis.

The contributions of our thesis can be listed as follows:

* Research and categorization of the D/DoS attacks that may target the LLN-based

IoT networks,



* Research and categorization of the studies that target the D/DoS attacks
(i.e., analysis studies, cryptography-based security solutions, detection studies,

mitigation studies),

* Analysis of the RPL Version Number (VN) Attack in a realistic scenario with
respect to performance metrics (e.g., delay, packet delivery ratio, control message

overhead and power consumption),

* Proposition of two new lightweight mitigation techniques which provides

significant performance improvements to RPL networks under VNA,

* Analysis of multiple attackers in RPL networks.

The rest of the thesis is organized as follows: In Chapter 2, we give preliminary
information on IoT networks (i.e., architecture and the standardized protocol stack).
In Chapter 3, we review the literature for the security of LLNs. In this chapter, we
analyze the cryptography-based security solutions for LLNs, we consider the proposed
solutions and questions whether they are enough. Then, we categorize the D/DoS
attacks that may target the LLNs. Following this, we analyze the studies examine the
D/DoS attacks for LLNs, mitigation systems and protocol security solutions and IDSes
for the LLNs. In Chapter 4, we study the effects of the RPL VNA. We propose two
novel mitigation techniques for this attack in Chapter 6 and in Chapter 7 we focus on

multiple attackers. Finally in Chapter 8, we conclude the thesis.






2. PRELIMINARY INFORMATION ON IoT NETWORKS

2.1 IoT Networks

Internet of Things can be defined in several ways from various angles and there is
no standard definition for it. However, from the engineering point of view, [oT is a
network of any things, each supplied with a computing system (i.e., CPU, memory,
power source and a communication interface like radio or Ethernet), each is uniquely
identifiable and addressable and connected to the Internet. In this section, we will
firstly propose a generic architecture for IoT which we think will be helpful to
understand IoT environments better. After that, we will summarize the standardized

protocol stack [7] we focus on in this study.

2.1.1 Internet of Things architecture

We believe that, exploring the architectural components is a very useful way to see the
complete picture and understand 10T environments better. In Figure 2.1, we outline
a generic 10T architecture which is based on the general architectures previously
proposed in [11-13]. The only difference of our architecture from the reference works
is that we separated the [oT Access Network Layer from the loT-Internet Connection
Layer, whereas the reference studies combine them into a single layer called either as

Network Layer or Transport Layer.

In the generic architecture, the lowest layer is the Perception Layer. It consists of
sensors, actuators, RFID tags and any other embedded devices. Most of these devices
are expected to be small form-factor devices with constrained resources (i.e., power
source, processing, storage and communication interface). The majority of IoT devices
will use battery as the power source. However, based on the application environment,
mains-powered devices or energy-harvesting elements may exist as well. Since power
will be a scarce resource, power consumption of the nodes (i.e., devices in the

network) has to be minimized. In addition to various techniques to reduce the power



Business Layer

Application Layer
(Smart-Home, Smart-City, Healthcare, Industry, ...)

Processing Layer
(Centralized Database, Cloud, Fog, Services, ...)

10T - Internet Connection Layer
(Fiber optics, Satellite, ...)
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(6LOWPAN, BLE, Cellular (NB-loT, LTE-M), LoRa,
Thread, Ethernet, WiFi, ZigBee, RF, Power Line,...)
Perception Layer
(sensors, actuators, RFID tags, embedded devices, ...)

Figure 2.1 : Generic architecture of IoT.

consumption, [oT devices use low-power radios to keep the energy footprint as small
as possible and lengthen the network lifetime. Typically low-end microcontrollers with
RAM and ROM in the order or KBs constitute the big portion of nodes accommodated
in [oT networks. In addition to the resource characteristics, mobility of the devices is
important as well. Devices in the Perception Layer can be either static or mobile, but

the percentage of mobile devices will be smaller than the static ones.

The IoT Access Network Layer is the second layer in our architecture, in which
the nodes in the Perception Layer form a network. In this layer, there are several
communication technologies (i.e., 6LoWPAN, Bluetooth Low Energy (BLE), LoRa
and LoRaWAN, WiFi, Ethernet, Cellular, ZigBee, RF and Thread) which are
candidates for the in-network communication. Most of them are open technologies,
whereas some of them are (e.g., ZigBee, LoRa, Cellular) proprietary. These
communication technologies provide varying data rates and transmission ranges in
return of different power consumptions and costs. Hence, depending on the several
design constraints, the nodes in the Perception Layer can form IoT networks with
different characteristics. Among these technologies, BLE, WiFi, LoRa and Cellular
offer star-based topologies. However, 6LoWPAN, ZigBee and Thread support mesh
topologies, where elements of the network can forward others’ packets. Some of them

are proposed for specific application areas (i.e., Thread was proposed for smart-home



environments). Most of these technologies require a gateway or border router which is

used to connect the nodes in IoT network to the Internet.

The third layer in our generic architecture is the IoT - Internet Connection Layer,
where a border router or gateway connects the inner IoT network to the Internet via

communication technologies, such as fiber optics or satellite communication.

Processing, analysis and storage of the collected data are performed at the Processing
Layer. Designers can choose centralized storage and processing systems, or distributed
storage and processing systems (e.g., cloud or fog computing environments).
Middleware services are provided in this layer based on the processed and analyzed
data. This is one of the most important layer in the architecture of 10T, since valuable
information is extracted here from the collected data which can be in big volumes,

variety and veracity.

The Application Layer is the fifth layer within the generic IoT architecture. In
this layer, we see applications in various deployment areas, which make use of
the meaningful information obtained from Processing Layer. Applications of IoT
can be in home, building, industry, urban or rural environments. Applications
of home environments can be health-reporting and monitoring, alarm systems,
lighting applications, energy conservation, remote video surveillance [14]. Building
environments IoT applications can be Heating Ventilation and Air Conditioning
applications, lighting, security and alarm systems, smoke and fire monitoring and
elevator applications [15]. Industrial IoT applications can be safety, control and
monitoring applications with different emergency classes [16]. In urban environments,
there may be broad range of applications. Lighting applications, waste monitoring,
intelligent transportation system applications, monitoring and alert reporting are only
a few of them. Rural environments may include monitoring applications (e.g., bridges,

forests, agriculture, etc.).

The Business Layer is the last layer in the generic architecture, which includes
organization and management of IoT networks. Business and profit models are

constructed here in addition to charging and management operations [12].



2.1.2 Standardized protocol stack for Low Power and Lossy Networks

Multiple communication technologies exist for the IoT-Access Network Layer as we
mentioned in Section 2.1.1. Since Thread, NB-IoT, LTE-M, LoRa/LoRaWAN are very
new communication technologies, there are not any studies which focus on the D/DoS
attacks that may target such networks. ZigBee is a proprietary technology and it also
uses the same physical layer and MAC layer as 6LoWPAN-based networks. Thus
PHY and MAC layer attacks for 6LoWPAN-based networks covers the PHY and MAC
layer attacks for ZigBee-based networks too. WiFi targets more resource-rich devices
than 6LoWPAN. Therefore, it may not be a good candidate for low power and lossy
networks-based [oT applications where majority of the devices will be battery-powered
devices with small form factors and reasonable costs. BLE technology might be a
good option for the IoT-Access Network Layer with very low power consumption,
increased data rate and range. However, it suffers from the scalability problem
where Bluetooth-based networks face with issues when the number of slaves exceeds
seven [17,18]. Up until Bluetooth 5, park state was supported by Bluetooth which was
allowing more than seven slaves to be part of the network in turns. But Bluetooth 5
does not support it any more and instead it brought scatternets, which aims to create
multi-hop Bluetooth networks with specific nodes acting as routers between piconets.
However, currently no commercial Bluetooth radio supports it and synchronization and
routing operations will make the scatternet operation in Bluetooth networks a complex
issue to deal with. Hence, considering the aforementioned reasons, we focus on the

6LoWPAN-based IoT networks in this study.

The IEEE and the IETF proposed several standards and protocols in order to connect
resource-constrained nodes to the Internet within the concept of I0oT. Palattela et al. [7]
proposed a protocol stack for low power and lossy IoT networks which makes use of
the protocols/standards proposed by IEEE and IETF. The standardized protocol stack

is shown in Figure 2.2 .

The standardized protocol stack includes IEEE 802.15.4 [19] for physical layer and
MAC layers. This standard promises energy-efficient PHY and MAC operations for

low power and lossy networks and is also used by Thread and ZigBee technologies.
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Figure 2.2 : Standardized protocol stack.

The expected cardinality of the IoT networks (e.g., of the order of billions) and
already exhausted IPv4 address space force IoT to use IPv6 addresses. However,
when IPv6 was proposed, low power and lossy networks were not considered, which
resulted in the incompatible packet size issue. The maximum transmission unit of
IEEE 802.15.4-based networks is far too small compared to IPv6 packet sizes. In
order to solve this problem, IETF proposed an adaptation layer, IPv6 over Low
Power Wireless Personal Area Networks (6LoWPAN) [20]. 6LoWPAN makes use
of header compressions to permit transmission of IEEE 802.15.4 fragments carrying

IPv6 packets.

RPL [6] was proposed by the IETF as IPv6 routing protocol for low power and lossy

networks. We will explain RPL in more detail in Section 4.

The standardized protocol stack for low power and lossy networks employs the
Constrained Application Protocol (CoAP) [21] for the application layer. CoAP is
built on top of UDP and supports Representational State Transfer architecture. By
means of CoAP, even resource-constrained nodes can be part of the World Wide Web.
In order to optimize the data carried by CoAP messages, the IETF proposed another
standard for the binary representation of the structured data called Concise Binary

Object Representation (CBOR) [22] on top of CoAP.
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3. LITERATURE REVIEW ON THE SECURITY OF LOW POWER AND
LOSSY NETWORKS

In Section 2.1.2, we briefly summarized the standardized protocol stack which
consists of standards and protocols proposed by IEEE and IETF for low power and
lossy networks. In this chapter, we focus on the security of IoT networks which

accommodate the standardized protocol stack.

Securing a communication network is not an easy task and requires a comprehensive
approach. In such a study, we have to determine assets, think of threats and consider
compromise scenarios and possible vulnerabilities. Following these, we have to find

the suitable solutions which will help us to ensure a secure system.

Considering the solutions, the first thing that probably comes into our minds is
the cryptography. Cryptography promises to provide confidentiality and integrity of
the messages, authentication of the users and systems and non-repudiation of the
transactions. Confidentiality means that the content of the message is kept secret from
eavesdroppers. Integrity ensures that the content of the message is not changed and is
still the same as the first time it was produced. Authentication allows the end points
of the communicating parties to identify each other and determine the correct target of
the communication. Non-repudiation prevents one end of the communication to deny

its actions that it performs and protects the other end.

In this chapter, we firstly outline the cryptography-based security solutions for the low
power and lossy networks which employ the standardized protocol stack. After that,
we analyze the protocols and point out the advantages and disadvantages. Then we

will inquire whether cryptography is enough for us or not.

3.1 Cryptography-Based Security Solutions for Low Power and Lossy Networks

A number of cryptography-based solutions exist so as to secure the low power and
lossy networks that employ the standardized protocol stack. These solutions are shown

in Figure 3.1.
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Figure 3.1 : Cryptography-based security solutions for Low Power and Lossy
Networks.
IEEE 802.15.4 PHY and Link Layer Security [19] provides security for the
communication between two neighbors in IEEE 802.15.4-based networks. This
hop-by-hop security solution promises confidentiality, authenticity and integrity

against insider attackers.

The Internet Protocol Security (IPSec) [23] aims to provide end-to-end security.
It consists of a set of protocols, which are Authentication Headers, Encapsulating
Security Payloads and Security Associations. Authentication Headers provides
authentication and integrity, whereas Encapsulating Security Payloads promises
confidentiality in addition to authentication and integrity. Designers can select either
of them but regardless of the selection, Security Associations has to run initially to
setup the security parameters. IPSec provides security for IP-based protocols and it is

independent from the protocols above the network layer.

In addition to IPSec, RPL provides secure versions of the control messages. Although
it is optional, confidentiality, integrity and authentication of the control messages are

assured.

Datagram Transport Layer Security (DTLS) [24] aims to secure UDP-based
applications. Similar to the other solutions, it ensures the confidentiality, integrity

and authenticity of datagrams.

CoAP provides security bindings for DTLS in CoAPs scheme. It lets designers to
choose to run DTLS with preshared keys, public keys and/or certificates in order
to secure CoAP traffic. Although Figure 3.1 does not show any other security
mechanisms working at the application layer and above, the IETF has draft documents

(i.e., Object Security of CoAP (OSCoAP), CBOR Object Signing and Encryption
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(COSE) and Ephemeral Diffie-Hellman over COSE (EDHOC)) which aim to provide

security at the application layer and above.

3.2 Which Security Solution to Use?

As we can see, there are a number of security solutions to protect low power and lossy

networks and it is hard to determine which solution to use.

IEEE 802.15.4 PHY and Link Layer Security is independent from the network layer
protocols and most of the radios support it. Independence from the upper layer
protocols means that we do not have to change anything with them. However, since
IEEE 802.15.4 PHY and Link Layer Security provides the security between two
neighbors, trustworthiness of every node on the routing path becomes a very crucial
issue. If the routing path has a malicious node, then the security of the messages routed
through this path cannot be guaranteed. In addition to this, IEEE 802.15.4 PHY and
Link Layer Security works only in the IoT - Access Network Layer in our generic
architecture and when messages leave this layer and enter the Internet, they are no

more protected [25].

IPSec provides end-to-end security and is independent from the upper layer protocols.
End-to-end security guarantees security between two hosts which can be in different
networks. Designers do not have to worry about the trustworthiness of the other
nodes, devices or networks on the path. However, it brings burden to 6LoWPAN
layer, where packets with IPSec require header compression [25]. In addition to this,
Security Associations is connection-oriented and simplex, which means if two hosts
want to send packets secured with IPSec to each other, then each of them individually
need to establish SAs [26]. Furthermore, firewalls may limit the packets with IPSec
and Internet Service Providers tend to welcome packets with IPSec as business-class
packets and prefer to charge them more. So, if [oT data will be secured with IPSec,

there are a number of issues we have to consider before using it.

DTLS serves as the security solution between two UDP-based applications running
on different end-points. Although it aims to protect the application layer data, it does
not promise security for anything else. This means, if we employ DTLS as the only

security solution, then we cannot protect IP headers when packets are passing through
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the IoT - Access Network Layer and through the Internet. So, security of the routing
becomes susceptible to the attacks, such as DoS and DDoS attacks. This is why the

primary security concern of DTLS is on D/DoS attacks.

3.3 We Have Cryptography-Based Solutions, Are We All Set?

In Section 3.1 we outlined the cryptography-based security solutions very briefly.
As we explained in Section 3.2, each solution comes with its advantages and
disadvantages. It is not an easy task to select the appropriate solution. However, there

are a number of other issues which we have to consider when protecting IoT networks.

First of all, cryptography is generally thought to be heavy weight, and is full of resource
consuming operations implemented in software and/or hardware. When we consider
the resource limitations of the devices in low power and lossy networks, affordability
of such solutions becomes questionable. Designers have to face the trade off between

security and very crucial parameters such as cost, network life time and performance.

Secondly, although cryptography-based solutions are proved to be secure, proper
implementation of the protocols and algorithms is extremely important. However,
most of the implementations of these solutions have vulnerabilities as reported by
researchers [27]. In addition to this, in order to shorten the development time,
engineers tend to use the code examples shared on forums. These code examples

working properly does not mean that they are vulnerability-free [28].

Physical security of the networks and devices are as important as our other concerns.
It is directly related to the applicable type of attacks. If the physical security of the
deployment area is weak, which is the case for most of the deployments, and if devices
do not have protection mechanisms against tampers which is due to reduce the cost,
then it is possible for attackers to insert a malicious device or grab a device and extract

the security parameters and leave a malicious device back.

In addition to the cost of cryptography, issues with correct implementation and physical
security, we have to consider users as well. We know that most of the people are not
security-aware and usability of security mechanisms have problems [29]. Therefore,
compromise scenarios have to think of users and external people involving with the

IoT network, applications and deployment areas.
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Table 3.1 : D/DoS Attacks which may target [oT Networks.

Physical MAC Layer 6LoWPAN Network Layer  Transport  and
Layer Layer Application
Layer
Node Jamming Fragment = Rank Flooding
Capture  GTS Duplication Version Number Desynchronization
Jamming Backoff Manip. Buffer Local Repair SYN Flood
Spamming CCA Manip. Reservation DODAG Protocol Parsing
Same Nonce Inconsistency Processing URI
Node Spec. DIS Proxying and
Flooding Neighbor Caching
Replay Protection Sybil Risk of
ACK Attack Sinkhole Amplification
Man-in-the-Middle Selective Forw.  Cross-Protocol
Ping-Pong Effect Wormbhole IP Address
Bootsrapping ClonelD Spoofing
Stenography
PANID Conflict

Although we have cryptography, our networks and systems are still susceptible to some
type of attacks, called Denial of Service attacks [30]. In the next section, we will
examine the DoS and DDoS attacks which may target low power and lossy networks

employing the standardized protocol stack.

3.4 Denial of Service Attacks Targeting Internet of Things Networks

Denial of Service attacks aim to misuse the available resources in a communication
network and degrade or stop the services offered to ordinary users. Since IoT will
be one of the main building block of Internet of Services, detection, mitigation and

prevention of such attacks are very crucial.

In this section, we present and explain the D/DoS attacks which may target IoT
networks. Table 3.1 categorizes such attacks with respect to the layers of the
standardized protocol stack. This categorization is an extended version of our previous

study [31].
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3.4.1 D/DoS attacks to the physical layer
Physical Layer D/DoS attacks are node capture, jamming and spamming.

As its name implies, in node capture attacks, attackers capture the physical nodes
within the network. The aim of the attackers may be creating routing holes or
tampering the device and extracting security parameters. After that, they may place
the node back with the compromised software or place the node with a replica of it.
By this way, they can apply various attacks (e.g., other attacks categorized as higher

layer attacks).

Physical Layer jamming attacks comprise of malicious devices creating interference to
the signals transmitted in the physical layer [32]. Attackers can constantly, randomly
or selectively (i.e., jamming signals carrying specific packets, such as routing or data

packets) apply jamming.

In spamming attack, attackers place malicious QR codes to the deployment areas which

cause users to be forwarded to malicious targets on the Internet [33].

3.4.2 D/DoS attacks to the MAC layer

MAC Layer D/DoS attacks are link layer jamming, GTS, backoff manipulation, CCA
manipulation, same nonce attack, node specific flooding, replay protection attack, ACK
attack, man-in-the-middle, ping-pong effect, bootstrapping attack, PANID conflict and
stenography.

Link layer jamming is a type of jamming where frames are jammed instead of signals

as in the physical layer [32].

IEEE 802.15.4 standard has an optional feature called as Guaranteed Time Slot (GTS)
which works in beacon-enabled operational mode. GTS is intended for timely critical
applications that require strict timing with channel access and transmissions. Nodes
have to request and allocate time slots in order to use this feature. However, if attackers
cause interference during this process (e.g., by jamming), then ordinary nodes cannot
register themselves for the guaranteed time slots and thus QoS of the application gets

affected. This attack is called GTS attack [34].
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ACK attack consists of attackers creating interference to Acknowledgment (ACK)
frames and thus causing a node to believe that its fragment was not successfully
received by the receiving node [32]. By this way targeted nodes are forced to retransmit
the same fragment and consume more power. QoS of the running application would
be affected by it too. Moreover, it may cause the sender node believe that its next hop

neighbor is filtering the messages.

Clear Channel Assessment (CCA) mechanism is used by nodes to sense the channel
and find out if any other node is currently using the channel or not. This approach is
commonly used to prevent collisions. However, attackers can skip CCA and access the
channel, which causes collisions. By this way, delays, retransmissions and unnecessary

energy usage occurs. This attack is called CCA manipulation [32].

Backoff manipulation attack compromises the backoff periods of Carrier Sense
Multiple Access (CSMA)-based medium access with attackers choosing shorter
backoff times instead of longer [32]. By this way, they get the chance to use the

channel as much as possible and limit the other users’ channel accesses.

Sequence numbers are used in the IEEE 802.15.4 standard in order to prevent malicious
devices sending the previously sent fragments over and over. However, in replay
protection attacks [32], attackers can still misuse it by sending frames with bigger
sequence number than the targeted ordinary node. This would cause the receiving
node drop the fragments coming from the ordinary node since it now looks like it is

sending old fragments.

As we mentioned in Section 3.1, IEEE 802.15.4 PHY and Link Layer Security
is a candidate security mechanism for IoT security, which promises to protect the
communication between two neighbor nodes. If nodes share the same key and nonce
values in the implementation of IEEE 802.15.4 PHY and Link Layer Security, then
attackers may extract the keys by eavesdropping the messages which happens in the

same nonce attack [32].

The PANID Conflict attack misuses the conflict resolution procedure of IEEE 802.15.4
which functions when two coordinators are placed close to each other in a deployment

area and holding the same Personal Area Network ID. Malicious nodes may transmit a
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conflict notification message when there is actually no conflict to force the coordinator

to initiate the conflict resolution process [32].

Another MAC Layer D/DoS attack is the ping-pong effect, where malicious nodes
intentionally switch between different PANs [32]. If attackers choose to do it
frequently, then they may cause packet losses, delays and extra overhead to the already

limited resources.

In the bootstrapping attack, attackers aim to obtain useful information about a new
node joining the network. In order to do so, firstly a targeted node is forced to leave
the network by the attackers. Then when it tries to join the network again, attackers
obtain the bootstrapping information which they may use to associate a malicious node

to the network [32].

Node specific flooding attacks are a type of flooding attack which is applied at the
MAC layer [32]. In this attack, malicious nodes send unnecessary fragments to the
target node which aims to consume its resources and thus is no longer able to serve for

its ordinary purpose.

The Stenography attack abuses the unused fields in the frame format of IEEE 802.15.4.

Unused bits can be used by the attackers to carry hidden information [32].

3.4.3 D/DoS attacks to the 6LoWPAN layer

Hummen et al. [35] proposed two attacks, namely fragment duplication and buffer

reservation, which may target the 6LoWPAN Adaptation Layer.

In fragment duplication attack, attackers duplicate a single fragment of a packet and
thus force the receiving node to drop the fragments of the corresponding packet. In
this attack, attackers abuse the approach of 6LoWPAN standard which deals with the
duplicate fragments. The standard advises to drop the fragments of a packet in case of
duplicates so as to get rid of the overhead of dealing with duplicates and save resources.

However, malicious nodes can turn this naive mechanism into a DoS attack very easily.

In Buffer reservation attacks, attackers reserve the buffer space of the targeted node
with incomplete packets and keep it occupied as long as possible. Since resources are
limited, nodes cannot afford to spare extra buffer space for the incomplete packets of

other nodes. Thus, during the time the attacker holds the buffer space, ordinary nodes’
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fragments cannot be accepted. Readers should note that, this behavior of 6LoWPAN
is possible when 6LoWPAN is configured to forward the fragments according to the
route-over approach, where all fragments of a packet are reassembled by the receiving

node before being forwarded.

3.4.4 D/DoS attacks to the network layer

D/DoS attacks which may target the IoT Network Layer can be divided into
two categories: RPL-specific and non-RPL-specific attacks. RPL-specific attacks
are rank, version number, local repair, DODAG inconsistency and DIS attacks.
Non-RPL-specific attacks are the ones which are already known from the WSNs, and
other communication networks research. Although they look old-fashioned, they are
still applicable in RPL-based networks. Non-RPL-specific attacks are sybil, sinkhole,

selective forwarding, wormhole, clonelD and neighbor attacks.

3.4.4.1 RPL-specific attacks

D/DoS attacks which may target RPL networks abuse the vulnerabilities of the RPL
protocol design. RPL, designed by the IETF for the routing of IPv6 packets on low
power and lossy networks, has vulnerabilities with the control plane security and
attackers can easily misuse it. DoS attacks which misuse the operation of the protocol
and are specific to RPL are rank, version number, local repair, DODAG inconsistency

and DIS attacks. These attacks will be explained in detail in the next chapter.

3.4.4.2 Attacks not specific to RPL

Attacks which are not specific but still applicable to RPL are neighbor, sybil, sinkhole,

selective forwarding, wormhole and clonelD.

A malicious node can apply the neighbor attack by retransmitting the routing control
messages it hears [36]. This behavior causes neighbor nodes to think that the source
of the control message is close to them and take actions accordingly. Actions could
be sending control messages back, trying to select it as a preferred parent, etc. If the
attacker uses a high power radio, then it may affect a large portion of the network by

this way.
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In sybil attacks, a malicious node seems to act as multiple nodes, introducing itself
with multiple logical identities [30]. If there is a voting mechanism running in the IoT
network (e.g., voting based security mechanisms, cluster head selection), attackers can
apply sybil to change the results and thus take control of the complete network or a

portion of the network.

The ClonelD attack is similar to the sybil attack but works in a different dimension.
The attacker in this case places the clones of a malicious node or normal node to the
multiple positions at the network [30,37]. This attack has similar aims as sybil and it

may also be called node replication attack.

Sinkhole attacks are another type of attacks where malicious nodes advertise good
routing parameters to show themselves as candidate parents. In RPL, attackers can
advertise good ranks, which causes the neighbor nodes to select it as the preferred
parent [30, 37,38]. When a malicious node is selected as the preferred parent by

neighbor nodes, then it can apply other attacks, such as selective forwarding.

In selective forwarding attacks, a malicious node inspects the incoming packets, drops
the ones it is interested in and forwards the rest [30,37]. For example, it may forward
only the routing messages, whereas it may drop the data packets. Or, malicious node

may filter specific packets sourced from or destined to specific addresses.

The last attack we explore in this category is the wormhole attack [30,39]. In wormhole
attacks, at least a couple of malicious nodes create a hidden communication channel by
means of multiple radios and transfer the overheard messages transmitted at one end
point to another. This may work bidirectional as well. By this way, two sets of nodes
around each attacker believe that they are in the communication range of each other,

which causes several issues.

3.4.5 D/DoS attacks to the transport and application layer

D/DoS attacks which may target Transport and Application Layers are flooding,
desynchronization, SYN flood, protocol parsing, processing URI, proxying and

caching, risk of amplification, cross-procotol and IP address spoofing attacks [21,40].

22



The majority of the attacks mentioned here were not studied in the literature and the

IETF considers them as possible threats for CoAP.

3.5 Studies that Analyze D/DoS Attacks for Internet of Things

The previous section was about the possible D/DoS attacks which can target the IoT
networks. Starting from this section, we will analyze the studies for the aforementioned
attacks. In this section, we will explore the works which investigate the effects of the

attacks.

Sokullu et al. [34] proposed GTS attacks to IEEE 802.15.4 in 2008. In their work, they
also analyzed the effects of the attack in the bandwidth utilization of Contention Free
Period (CFP). They considered single and multiple attackers where attackers can either
attack randomly or intelligently. They found out significant decrease in the bandwidth

utilization of CFP periods due to GTS attacks.

Le et al. analyzed the rank attack in [41] in RPL networks in 2013. In this work,
they applied the rank attacks with different cases where the attacker constantly applies
the attack or switches between legitimate and malicious behaviors frequently. Analysis
with respect to combinations of attacking cases show that if the rank attack is applied in
a dense part of the network, then its effect is more detrimental. They also realized that,
the number of affected nodes, number of generated DIO messages, average end-to-end

delay and delivery ratio can be the indicator of such attacks.

Mayzaud et al. studied RPL VNA in [10] in 2014. They investigation with a single
attacker in a grid topology at varying positions showed that the location of the attacker
is correlated to the effects of the attack. If the attacker is located far from the DODAG

root within the grid, then its effect is larger than when attacker is closer to the root.

The Version number attack is analyzed by another work [42] proposed by Aris et al. in
2016. In this study, the authors considered a factory environment consisting of varying
topologies (i.e., grid and random) with different node mobilities (e.g., static and mobile
nodes). A probabilistic attacker model is incorporated here. Based on the simulations,
in addition to the location-effect correlation found in Mayzaud’s work [10], the authors

found out that the mobile attackers’ effect can be as detrimental as the farthest attacking
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Table 3.2 : Categorization of the studies that analyze the D/DoS Attacks for IoT.

Proposal Target Attack Finding

Sokullu [34] GTS (MAC Layer)  Significant bandwidth utilization
decrease in CFP

Le [41] Rank (Routing) Dense networks are more vulnerable

Mayzaud [10] Version Number Attacking position-effect of the attack
(Routing) correlation

Aris [42] Version Number Mobile attackers are more detrimental
(Routing) and attack triples the power consumption

of the network

position in the network. They also showed that, version number attacks can increase

the power consumption of the nodes by more than a factor of two.

Table 3.2 categorizes the studies which analyze the effects of the D/DoS attacks for
IoT. When we review the studies in this section, we realize that researchers focused
on the IoT-specific attacks rather than the attacks which we are already familiar with
from the Wireless Sensor Networks research (i.e., selective forwarding, wormhole,
sinkhole, etc.). In addition to this, three of the studies found out correlations with the
success of the attack and the attack settings. Such findings can be extremely useful
in defending IoT networks against the attackers and designing better detection and
mitigation systems which consider these findings. In Table3.1, we had provided a
categorization of the D/DoS attacks for IoT and it is clear that many attacks have not

been implemented and analyzed in a similar manner.

3.6 Mitigation Systems and Protocol Security Solutions for Internet of Things

Mitigation systems are proposed by researchers in order to minimize the effects of
the attacks. Such systems are far from being a complete security solution but still
can increase the strength of the system against attackers. In this context, existing
protocols are enriched with additional features by the designers which can mitigate
the detrimental effects of the D/DoS attacks. On the other hand, protocol security
solutions referred here consist of mechanisms which aim to secure a communication
protocol or a specific part of it. In this section, readers can find the studies which either

propose a security solution or mitigate the effect of the attacks.
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Dvir et al. proposed VeRA [43], a security solution for the crucial version number
and rank parameters carried in DIO messages in 2011. Their solution makes use of
hash chains and message authentication codes in order to securely exchange these RPL

parameters in DODAG Information Object (DIO) messages.

Weekly et al. [38] evaluated the defense techniques for sinkhole attacks in RPL in
2012. They compared a reduced implementation of VeRA to their novel technique
called as Parent Failover. Parent Failover uses Unheard Node Set which includes the
IDs of the nodes that the BR did not hear from. Each node blacklists its parent if it

sees itself in the list in this technique.

Wallgren et al. [30] proposed implementations of routing attacks (i.e., selective
forwarding, sinkhole, hello flood, wormhole, sybil) which are not specific to RPL.
They did not analyze the effects of the attacks. However, they made comments on
possible mitigation/detection mechanisms against such attacks. Their mitigation ideas
include usage of geographical location information, incorporation of cryptography
schemes, using multiple routes and/or RPL instances and keeping track of the number
of nodes within the network. Although the authors suggest to use such mechanisms
against the corresponding attacks, they did not implement the mitigation mechanisms

and analyze the performance of them.

Hummen et al. [35] proposed two novel attacks to 6LoWPAN adaptation layer, which
are fragment duplication attack and buffer reservation attack. They also proposed two
novel mitigation mechanisms against these attacks. For fragment duplication attacks,
the authors proposed hash chain structures which create a binding for fragments of
a packet to the first fragment of the corresponding packet. In order to mitigate the
effects of buffer reservation attacks, they suggested to split the reassembly buffer into
fragment-sized slots and let multiple fragments belonging to different packets use it.
They merged split buffer approach with a fragment discard mechanism in case of

overloaded buffer conditions.

In 2014, Seghal et al. [44] proposed a mitigation study which targets DODAG
inconsistency attacks. According to the authors, RPL uses a threshold to mitigate the
effects of such an attack. In RPL, a node receiving a data packet with flags indicating

an inconsistency drops the packet and resets its trickle timer. A node can do this
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Table 3.3 : Categorization of the mitigation systems and protocol security solutions.

Proposal Target Attack Mitigation/Security Mechanism

VeRA [43] Rank and Version Number Hash chains and Message Authentication
(Routing) Codes

Weekly [38] Sinkhole (Routing) Reduced VeRA and Unheard Node Set

Wallgren [30] Routing attacks not spe- Geographical Location Info., Cryptog-
cific to RPL raphy, Multiple Paths and Instances,

Hummen [35] Fragment Duplication and
Buffer Reservation (MAC)

Cardinality of the Network
Content Chaining Using Hash Chains,
Split Buffer with Fragment Discard

Seghal [44] DODAG  Inconsistency Adaptive Threshold for Inconsistency
(Routing) Situations

Mayzaud [45] DODAG  Inconsistency Adaptive Threshold for Inconsistency
(Routing) Situations

Ramani [46] ClonelD (Routing), Gen- Distributed Firewall
eral DoS

until reaching a threshold. After this threshold it does not reset the trickle timer any
more. This proposal changes the constant threshold of RPL to an adaptive threshold to

mitigate the effects of the attack better.

Another mitigation technique for DODAG inconsistency attacks was proposed by
Mayzaud et al. [45] in 2015. It is an improved version of the mitigation technique
proposed in Seghal’s work [44]. In the former study, packets with 'R’ flags set were
counted, whereas in this study, the number of trickle timer resets are counted. Based

on this, a node either drops the packets and resets trickle timer, or forwards the packets

with modifying the R and O flags to the normal state.

In 2016, Ramani proposed a two-way firewall [46] for low power and lossy networks.
The two-way firewall analyzes the traffic destined to the 6LoWPAN network and traffic
leaving from the network. The proposed firewall was tested against the ClonelD and
simple DoS attacks. The main module of the firewall works on the BR and becomes
active when packets destined to the CoAP and DTLS ports are captured. Packets are
parsed into incoming and outgoing packets and their IP addresses and ports are verified.
After this check, information related to the packet is saved and checked against the
protocol rules. Erroneous packets are dropped here. Also the nodes in the 6LoWPAN
network are equipped with mini-firewall modules which inform the main firewall about

their behavior.
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Table 3.3 categorizes the Mitigation Systems and Protocol Security Solutions for IoT.
Mitigation mechanisms against routing attacks constitute the majority of the studies in
this section. Researchers targeted both RPL-specific attacks and other routing attacks
which can be applied to RPL as well. Considering the resource limitations in IoT

networks, we can see that three proposals use hash functions as lightweight solutions.

3.7 Intrusion Detection Systems for Internet of Things

In this section, we will survey the literature for intrusion detection systems proposed
against D/DoS attacks for IoT networks. This section is organized as follows: Firstly,
we will briefly give some background information about IDSes. After that, we will

analyze the IDSes proposed for 10T.

3.7.1 Intrusion Detection Systems

Intrusion Detection Systems serve as a strong line of defense for computer networks
against the attackers. Without IDS, the puzzle of a secure network is incomplete. As
explained in Section 3.3, despite having cryptography-based solutions, attacks are still
possible and IDS comes into the picture here, where it monitors and analyzes the traffic,

data, behavior or resources and tries to protect the network from attackers.

) — Network-based
Detection

Resource] — Host-based
T — Hybrid
Intrusion — Anomaly-based
E;etetctlon Detection | — Signature-based
stems .
Y Tecnique | — specification/Rule-based
— Hybrid
Detection | — Centralized
Architecture | — Distributed
— Hybrid

Figure 3.2 : Intrusion Detection Systems.
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Intrusion Detection Systems can be explored from various points of view. Figure 3.2
shows a 3D Cartesian Plane of IDSes, where axes depict important categories which
may be helpful to classify the IDSes. Although not shown, there may be other

dimensions in this figure, such as operation frequency and targeted attacks.

3.7.1.1 Intrusion Detection Systems: detection techniques

IDSes can be divided into four classes based on the detection technique. These are
anomaly-based, signature-based, specification/rule-based and hybrid systems where

the former two are the most popular ones.

Anomaly-based systems learn the behavior of the system when there is no attack and
create a profile. Deviations from the profile show possible anomalies. Anomaly-based
IDSes can detect the new attacks since attacks are expected to cause deviations from
the ordinary behavior. However, they can create false alarms and incorrectly classify
legitimate connections as intrusion attempts. In addition to this, anomaly-based
techniques are generally believed to be more complex and to use more resources than

the other detection techniques.

Signature-based systems aim to detect intrusions by making use of attack
signatures/patterns. Typically signatures are stored in a database and IDS tries to match
them when analyzing the connections, packets or resources. If the database does not
have a signature for an attack, which happens in case of new attacks, such systems
cannot detect it. Otherwise they promise high detection rates for the known attacks
and they do not suffer from false alarms. If we use signature-based techniques, we
have to consider how to deal with new attacks since our IDS will probably skip them.

Also we have to think about the storage cost of the signatures.

Specification/rule based systems require specifications of the protocols/systems and
create rules based on the specifications. These rules separate legitimate connections
from the malicious ones. In such systems creation of the specification and coverage of

the created rules are important issues which affect the performance of the IDS.

Hybrid intrusion detection systems consider advantages and disadvantages of the
previous three detection techniques and aim to benefit from multiple of them at the

same time. Of course such a decision may be costly in terms of the available resources.
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3.7.1.2 Intrusion Detection Systems: detection resources

Intrusion Detection Systems can be divided into three categories in terms of the
resources they use for detection. These are network-based, host-based and hybrid

detection systems.

Network-based 1DSes use the incoming and outgoing monitoring traffic to/from the
network in addition to the internal traffic to detect the intrusions. Network-based
IDSes can have a global view of the network and use it to boost the detection
performance. However, such systems lack the information about the individual
resource consumptions and logs of the nodes within the network which may be crucial

for the detection of specific attacks.

Host-based intrusion detection systems consider the traffic only coming to and leaving
from the host. Such systems monitor the resources and logs of the hosts as well which
may provide hints about attacks. Since they work locally, they cannot have a global
knowledge about the state of other nodes or the network which can be very useful to

increase the performance of the IDS.

Hybrid IDSes combine the strengths of network-based and host-based systems that

benefit from both network and node resources.

3.7.1.3 Intrusion Detection Systems: detection architecture
Architecture of Intrusion Detection Systems can be centralized, distributed or hybrid.

Centralized IDSes place the intrusion detection to a central location and all of the
monitoring information has to be collected here. One of the main reasons to select
a central point for intrusion detection can be the available resources. As mentioned
previously, anomaly detection techniques can be resource-hungry and it may not
be feasible to place them on every node due to resource-constraints. Therefore, a
resource-rich node, such as border router, can accommodate the intrusion detection
system. However, centralized systems come along with communication overhead since
monitoring data has to be carried all the way to the central location. If malicious nodes
prevent monitoring data from reaching to the centralized IDS, then they may achieve

to mislead the IDS.
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In Distributed 1DSes, intrusion detection runs locally at every node in the network. In
order to afford an IDS at every node, designers have to tailor the detection technique
or algorithm according to the available resources. This approach clearly does not have
any communication overhead, however the IDS has only local information to analyze

in order to detect the intrusions.

Hybrid 1DSes again harmonize both of the detection architectures and try to benefit
from each of them as much as possible. In such systems, IDS is divided into
modules and these modules are distributed along the network. Modules at every
node can apply intrusion detection to a certain extend, may share less information (in
comparison with centralized IDSes) with the centralized module and thus both reduce

the communication overhead and enjoy the rich resources of the centralized module.

3.7.2 Intrusion Detection Systems proposed for Internet of Things

Cho et al. [47] proposed a botnet detection mechanism for 6LoWPAN-based networks
in 2009. They assumed that the nodes in the IoT network use TCP transport layer
protocol. Nearly seven years before the Mirai botnet, this study considered how IoT
networks can be used as a botnet for DDoS attacks. The authors thought that, if there
exists a malicious node on the forwarding path, then it can forge the packets and direct
them to the target victim address based on the command of the bot master. A detection
mechanism is placed at the 6LoWPAN gateway node which analyzes the TCP control
fields, average packet lengths and number of connections to detect the botnets. The
idea is based on hypothesis that the ordinary IoT traffic should be very homogeneous

and botnet would cause significant deviations on the traffic.

Le et al. proposed a specification-based IDS [48] for IoT in 2011. It targets rank
and local repair attacks. Their work assumes that a monitoring network is set up at
the start of the network with minimum number of trustful monitoring nodes which
has full coverage of the RPL network and has capability to do additional monitoring
jobs. In this context, it has a distributed architecture and it is a network-based IDS.
Each Monitoring Node stores the IDs, ranks and preferred parents of neighboring
nodes. Monitoring Nodes accommodate a Finite State Machine of RPL with normal
and anomaly states to detect the attacks. If a Monitoring Node cannot decide whether

a node is an attacker or not, then it can ask the other Monitoring Nodes. This IDS
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was not implemented and the authors did not specify the format of the communication

between the monitoring nodes.

Misra et al. [49] proposed a learning automata based IDS for DDoS attacks in IoT.
When there is an attack taking place, packets belonging to the malicious entities need
to be sampled and dropped. This study aims to optimize this sampling rate by means of
Learning Automata. Firstly DDoS attacks are detected at each IoT node in the network
based on the serving capacity thresholds. When the source of the attack is identified,
all of the nodes are informed about it. In the next step, each node samples the attack
packets and drops them. This is when the Learning Automata solution comes to the
scene. Sampling rate of the attack packets are optimized by means of the Learning

Automata.

SVELTE IDS [37] was proposed by Raza et al. in 2013. It targets sinkhole and
selective forwarding attacks. It has a hybrid architecture where it places lightweight
IDS modules (i.e., 6LoWPAN mapper client and mini firewall module) at the
resource-constrained devices and the main IDS (i.e., 6LoOWPAN mapper, intrusion
detection module and distributed mini firewall) at the resource-rich Border Router
(BR). 6LoWPAN Mapper at the BR periodically sends requests to the mapper clients at
nodes. Mapper clients reply with their ID, rank, their parent ID, IDs of neighbors and
their ranks. Based on the collected information about the RPL DODAG, SVELTE
compares ranks to find out inconsistencies. It also compares the elements of the
white-list and elements of current RPL DODAG and uses nodes' message transmission
times to find out the filtered nodes. The mini firewall module is used to filter outsider
attackers. In addition to these, nodes change their parents with respect to packet losses
encountered. In terms of the detection resources used, we can classify SVELTE into
network-based IDSes. We can also put it into the category of specification/rule-based

IDSes.

In the same year with SVELTE, Kasinathan et al. proposed a centralized and
network-based IDS [40] and its demo [50] for 6LoWPAN-based IoT networks. The
motivation of this study is the drawback of centralized IDSes which suffer from internal
attackers. As mentioned in Section 3.7.1.3, internal attackers may prevent monitoring
data from reaching the centralized IDS. This is due to the fact that monitoring data

is sent through the shared wireless medium, which can be interfered by attackers. In
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this IDS architecture, the authors place monitoring probes to the IoT network which
have wired connections to the centralized module. Evaluation of their architecture was
done via a very simple scenario where they used an open source signature-based IDS.

A monitoring probe sends monitoring data under the UDP flood attack.

Amaral et al. [51] proposed a network-based IDS for IPv6 enabled WSNs. In
the proposed scheme, watchdogs which employ network-based IDS are deployed in
specific positions within the network. These nodes listen their neighbors and perform
monitoring of exchanged packets. IDS modules at each watchdogs use rules to detect
the intrusion attempts. These rules are transmitted to watchdogs through a dedicated
channel. In order to dynamically configure the watchdogs, the authors used policy

programming approach.

In 2015, Pongle et al. proposed an IDS [39] for wormhole attacks. Their IDS has a
hybrid architecture similar to SVELTE. Main IDS is located at the BR and lightweight
modules are located at the nodes. This study assumes that the nodes are static and the
location of each node is known by the BR at the beginning. The main IDS collects
neighbor information from nodes and uses it to find out the suspected nodes whose
distance is found to be more than the transmission range of a node. The probable
attacker is detected by the IDS based on the collected Received Signal Strength
Indicator measurements related to the suspected nodes. In terms of the detection
resource, we can consider this study as a network-based IDS. And from the detection

technique point of view, it can be counted as a specification/rule-based IDS.

Another IDS proposed in 2015 was INTI [52] which targets sinkhole attacks. INTI
consists of four modules. The first module is responsible for the cluster formation,
which converts the RPL network to a cluster-based network. The second module
monitors the routing operations. The third module is the attacker detection module,
where reputation and trust parameters are determined by means of Beta distribution.
Each node sends its status information to its leader node, which in turn determines
the trust and reputation values. Threshold values on these parameters define whether
a node is an attacker or not. The fourth module isolates the attacker by broadcasting
its information. INTI can be classified as an anomaly-based IDS with distributed IDS
architecture. In terms of the detection resources, we can put it into the category of

hybrid IDSes.

32



Sedjelmaci et al. proposed an anomaly-detection technique [53] for low power and
lossy networks in 2016. Unlike the other IDSes targeting specific attacks and aiming
to detect them, this study focuses on the optimization of running times of detection
systems. The motivation of the study is derived from the fact that anomaly-based
systems require more resources compared to signature-based systems. If our system
can afford to be a hybrid system, having both of the detection systems, then we have
to optimize the running time of the anomaly-detection module in order to lengthen
the lifetime of the network. The authors choose game-theory in this study for the
optimization of the running time of the anomaly detection system. They claim that,
thanks to the game-theory, anomaly detection runs only when a new attack is expected
to occur. Anomaly detection runs only during such time intervals and create attack
signatures. The signature-based system in turn puts this signature to its database and

runs more often than the anomaly-detection system.

Mayzaud et al. proposed a detection system [54] for version number attacks in
2016. Their system uses the monitoring architecture which was proposed in the
authors’ earlier work [55]. Their monitoring system makes use of the multiple instance
support of RPL protocol. It consists of special monitoring nodes with long range
communication radios. These nodes are assumed to be covering the whole network
and can send the monitoring information to the DODAG root using the second RPL
instance that was setup as the monitoring network. In the proposed IDS, monitoring
nodes eavesdrop the communication around them and send the addresses of their
neighbors and addresses of the nodes who sends DIO messages with incremented
version numbers to the root. The root detects the malicious nodes by means of the
collected monitoring information. However, the proposed technique suffers from high
false positives. This IDS can be counted as a network-based IDS with centralized

detection architecture. We can also categorize it as a specification/rule-based IDS.

Another IDS proposed in 2016 was Saeed et al.’s work [56]. This study focuses on
the attacks targeting a smart building/home environment where readings of sensors
are sent to the server via a base station. In this study, the focus is on the attacks
that target the base station. These attacks include software-based attacks and other
attacks (i.e., performance degradation attacks, attacks to the integrity of the data). The

anomaly-based with a centralized architecture is located at the base station. It consists
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of two layers. The first layer is responsible for analyzing the behavior of the system
and detecting anomalies. It uses Random Neural Networks to create the profile and
detect the anomalies. The second part is responsible from the software-based attacks.
It comes up with a tagging mechanism to pointer variables. Accesses with the pointer

are aimed to be limited with respect to the tag boundaries.

Le et al. proposed a specification-based IDS [36] which is based on their previous
work [48]. Their IDS targets rank, sinkhole, local repair, neighbor and DIS attacks.
Firstly the proposal obtains an RPL specification via analysis of the trace files of
extensive simulations of RPL networks without any attacker. After the analysis of
the traces for each node, states, transitions and statistics of each state are obtained.
These are merged to obtain a final Finite State Machine of RPL which helps them
to find out instability states and required statistics. This study organizes the network
in a clustered fashion. The IDS is placed at each Cluster Head which sends requests
to cluster members periodically. Members reply with neighbor lists, rank and parent
information. For each member, Cluster Head stores RPL related information. It runs
five mechanisms within the concept of IDS. These mechanisms are understanding the
illegitimate DIS messages and checks for fake DIO messages, rank inconsistencies
and rules, and instability of the network. Cluster Head makes use of three thresholds
to find out the attackers. These are number of DIS state and instability state visits, and
number of faults. This IDS can be counted as network-based IDS with a distributed

architecture.

Aris and Oktug proposed a novel IDS design [57] in 2017 which is an anomaly-based
IDS with hybrid architecture. In this study lightweight monitoring modules are placed
at each IoT nodes and the main IDS is placed at the BR. Monitoring modules send
RPL-related information and resource information of the node. The main IDS module
periodically collects the monitoring information and also works as a firewall, where it
can analyze the incoming and outgoing traffic from and to the Internet. In this study,
each IDS module working on different RPL networks can share suspicious events
information with each other. Each IDS works autonomously and detects anomalies
using the monitoring information of 6LoWPAN network, firewall information and
suspicious events information. When anomalies are detected, nodes within the network

are informed via white-lists, whereas other IDSes are informed via the exported
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Table 3.4 : Categorization of Intrusion Detection Systems for IoT.

Proposal Det. Arch.  Det. Technique Det. Resource
Cho [47] Centralized Anomaly-based Network-based
Le [48] Distributed  Specification/Rule-based Network-based
Misra [49] Distributed ~ Specification/Rule-based Network-based
SVELTE [37] Hybrid Specification/Rule-based ~ Network-based
Kasinathan [40] Centralized Signature-based Network-based
Amaral [51] Distributed ~ Specification/Rule-based ~ Network-based
Pongle [39] Hybrid Specification/Rule-based ~ Network-based
INTI [52] Distributed  Anomaly-based Hybrid
Sedjelmaci [53] Distributed Hybrid Host-based
Mayzaud [54] Centralized Specification/rule-based Network-based
Saeed [56] Centralized Anomaly-based Network-based
Le [36] Distributed  Specification/rule-based Network-based
Aris [57] Hybrid Anomaly-based Hybrid

suspicious events information. This anomaly-based IDS is a hybrid IDS in terms of

architecture and the detection resources used.

Table 3.4 categorizes the IDSes for IoT. This table shows that majority of the systems
are specification/rule-based. It clearly shows that, researchers focused on the protocols
(i.e., RPL) rather than a common approach of creating a profile of normal behavior.
This observation is also related to signature-based systems being rarely proposed
for IoT. The reason may be due to the hardness of creating the signatures for the
aforementioned attacks in IoT environments. In terms of the detection architecture,
we can see that researchers consider every possible architecture and there is no
outperforming option here. When we analyze the detection resources used, most of
the studies are network-based IDSes. This shows that, node resources and logs are not
yet used frequently by [oT security researchers. This may be due to the already limited
resources of the nodes which may already be used 100% (e.g., RAM) or no space to
store logs. But it is interesting to see that no proposal considers to use the deviation of

the power consumption as an intrusion attempt.

Table 3.5 compares the studies in terms of target attacks and implementation
environments. The majority of the attacks targeted by IDSes for IoT are routing attacks
as shown in the table. A big portion of the studies focus only on a single attack, whereas
only a few studies consider multiple attacks. When we consider these attacks, nearly all

of them are insider attacks. This means, [oT security researchers in this concept are not
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Table 3.5 : Target attacks & implementation environments of Intrusion Detection

Systems for IoT.

Proposal Target Attacks Implem. Env.
Cho [47] Botnets Custom Simulation
Le [48] Rank, Local Repair Not-implemented
Misra [49] General DoS Custom Simulation
SVELTE [37] Sinkhole, Selective-forwarding Contiki Cooja
Kasinathan [40] UDP flooding Project Testbed
Amaral [51] General DoS Project Testbed
Pongle [39] Wormbhole Contiki Cooja
INTI [52] Sinkhole Contiki Cooja
Sedjelmaci [53] General DoS TinyOS TOSSIM
Mayzaud [54]  Version Number Contiki Cooja
Saeed [56] Software-based attacks, Integrity attacks, Prototype impl.
Flooding and other
Le [36] Rank, Sinkhole, Local Repair, Neighbor, Contiki Cooja

DIS

thinking of the threats sourced from the Internet yet. In addition to this, only one study

targets software-based attacks. However, we know that embedded system developers

choose programming in C language, which may open software-based vulnerabilities to

the attackers targeting [oT. In terms of the implementation environment, Contiki Cooja

is the environment selected by most of the researchers.
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4. RPL AND VERSION NUMBER ATTACK

4.1 RPL

RPL [6] was proposed by the IETF as IPv6 routing protocol for low power and lossy
networks. Formation of IEEE 802.15.4-based mesh networks was made possible by the
RPL routing protocol, which constructs Destination Oriented Directed Acyclic Graphs
(DODAG). A DODAG root creates a new RPL instance and lets other nodes to join
the network by means of control messages. Nodes exchange control messages to be
a part of the network and to set up upward and downward routes, which are routes
towards to the root and routes towards to the leaf nodes respectively. Once the routes
are set, nodes can start sending data messages according to the organization of their

application program.

The RPL specification defines four types of control messages which are carried in the
Internet Control Message Procotocol version 6 (ICPMv6) packets in IoT networks.
These messages are DODAG Information Solicitation (DIS), DODAG Information
Object (DIO), Destination Advertisement Object (DAO) and DAO-Acknowledgment
(DAO-ACK). DIS messages are broadcasted by new nodes to obtain the information
about the RPL instance in order to join the network. When a node sends a DIS message,
the neighbor nodes reply with DIO messages which carry important information about
the RPL network (i.e., DODAG ID, instance ID, rank and related information, version
number, mode of operation, etc.). When a node receives DIO messages from its
neighbors, it calculates/updates its rank and informs neighbors about its rank and the
RPL information with a new DIO message. In addition to this, based on the rank
of its neighbors, it selects the one with the lowest rank value as the preferred parent
and informs that node with a DAO message. DAO messages are thus used to set up
parent-child relationships based on the information obtained via DIO messages. When
anode sends a DAO message, the receiving node can optionally reply back with a DAO

acknowledgment message and thus a parent-child relationship is set up. An example
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RPL network is shown in Figure 4.1. Note that, when a node changes its preferred
parent, it sends a special form of DAO message, called as no-path DAO to inform its
old preferred parent about such a change. In order to minimize the overhead of control
messages, RPL uses Trickle Timer [58] to reduce the number of control messages
created as network gets more stable. Nodes are expected to follow the rules of the RPL

specification in order to create loop-free and efficient RPL DODAGsS.

@ DODAG Root

O Node
@ —_— DAO
Message
DIO
Message

Flgure 4.1 : An example RPL network.

Among the set of parameters carried in DIO messages, rank, version number and mode

of operation are the most crucial ones.

In the RPL, position of a node which is the relative distance of a node from the DODAG
root is named as rank. Rank is carried in DIO messages and it is calculated by each
node based on the Objective Function and the rank of neighbor nodes. Objective
Function types, include, but are not limited to, hop count, expected transmission
count, remaining energy. RPL lets network administrators to select a suitable Objective
Function based on the QoS requirements. Rank is used to create an efficient DODAG
according to the application needs and to set up the child-parent relationship. For
optimized and loop-free DODAGS, nodes have to follow the rules dictated in the

specification.

In low power and lossy networks, faults and problems tend to occur. RPL has two
repair mechanisms in order to recover from such issues and keep the DODAG healthy.

These mechanisms are namely global repair and local repair.

The global repair mechanism sets up the complete DODAG from scratch and affects
the whole LLN. The indicator of global repair operation is the VN parameter

carried in DIO messages. DODAG root initiates the global repair operation by
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incrementing/updating the VN. When it is updated, such an update is propagated
within the DODAG via DIO messages. During this process, nodes re-calculate their
ranks, re-create parent-child relationships and exchange several control messages to
re-build the DODAG. The RPL specification [6] indicates that, only the root has right
to change the VN and initiate the global repair operation. Moreover, the specification
does not dictate any rule on when or in which condition to apply such an operation
and leaves the decision to the implementers. Thus, we see different global repair

implementations in different operating systems (e.g., Contiki, Riot, TinyOS) for IoT.

The local repair is an alternative repair solution of RPL which aims to solve the local
inconsistencies. This mechanism cost less than the global repair mechanism since it
involves a smaller portion of the network. If nodes find out inconsistencies (e.g., loops,
packets with wrong direction indicators), then they start the local repair mechanism
which consists of exchanging control messages and re-creating the parent-child

relationships and getting appropriate ranks again.

In RPL, upward routes (i.e., the routes towards the DODAG root) are created by means
of DIO messages, whereas downward routes (i.e., the routes from root towards leaf
nodes) are created by DAO messages. RPL has a data path validation mechanism, in
which headers of the IPv6 data packets carry RPL flags that indicate the direction of
the packet (i.e., upward or downward) and possible inconsistencies with the rank of the
previous sender/forwarder. When a node receives a packet with those flags indicating

an inconsistency, it drops the packet and starts the local repair mechanism.

The Mode of Operation field carried in DIO messages signifies how RPL organizes
routes in a DODAG. There are two types of Mode of Operations, namely storing and
non-storing. In storing mode of operation, nodes store routing tables which contain
addresses of their child nodes. Contiki 3.0 and earlier versions work in storing Mode of
Operation by default. In non-storing Mode of Operation, which is also known as source
routing, only the DODAG root stores the routes and it sends the route information at

every packet, which increases the header size of the packets.
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4.2 RPL Security

The RPL specification proposes the secure versions of the control messages which
aim to provide confidentiality, integrity and authentication of the routing protocol. In
terms of non-cryptography-based solutions for the RPL, usage of the geographical
information, routing messages over multiple paths, dynamically selecting the next
hop, redundant traffic generation, introducing quota, etc. were suggested by another

RFC [59].

In terms of cryptography-based solutions, IPSec [23] may be considered for end-to-end
security and IEEE 802.15.4 PHY and Link Layer Security [60] may be considered
for hop-by-hop security. While ensuring confidentiality, authentication and integrity,
both of the schemes have their own advantages and disadvantages. Apart from the
standards-based solutions, other lightweight cryptography-based solutions proposed
for WSNs and IoT can be considered for RPL-based networks too [61].

However, there are issues to consider about the cryptography-based solutions,
especially in the context of LLNs [62] as we explained in Section 3.3. Firstly, it
can be costly for resource constrained devices to employ cryptography. QoS of
the applications and network lifetime may be affected by long-taking and costly
cryptography operations. Secondly, since billions of nodes are expected to be
deployed, it is highly possible that majority of the nodes will not be tamper-proof to
reduce the cost, which makes it easy for attackers to grab the nodes, extract the security
parameters, reprogram and apply the attacks. Moreover, lossy nature of the LLNs and
resulting retransmissions, fragmentation of large packets for MAC layer, scalability
of the solutions to hundreds/thousands of IoT nodes, number of message exchanges
required and production, transfer and update of keys can highly affect the performance,
success and acceptance of cryptography-based solutions for RPL-based 10T networks.
Lastly, although algorithms are proven to be strong, correct implementation is not
always ensured and many implementations suffer from vulnerabilities caused by

improper implementations [27].

Finally, even though cryptography is used, networks and systems are still vulnerable

to D/DoS attacks and this is applicable not only to RPL but to all networks. Therefore,
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it is very important to accommodate lightweight and additional security solutions to

protect LLNs from the attackers.

4.3 Denial of Service Attacks Which May Target RPL-Based Networks

We had categorized the D/DoS attacks which may target [oT networks based on the
protocol stack in Table 3.1 and explained the attacks in Section 3.4. As it can be seen
from the Table, the RPL can be the target of several DoS attacks which are either

specific to the RPL or inherited from WSNs, MANETS, etc. [30,31, 62].

D/DoS attacks which may target RPL-based IoT networks can be divided into
two categories: RPL-specific and non-RPL-specific attacks. RPL-specific attacks
are rank, version number, local repair, DODAG inconsistency and DIS attacks.
Non-RPL-specific attacks are the ones which are already known from WSNs, and
other communication networks research. Although they look old-fashioned, they are
still applicable in RPL-based networks. These attacks are sybil, sinkhole, selective
forwarding, wormhole, clonelD and neighbor attacks. We had explained the attacks
which are not specific to RPL in Section 3.4.4.2. Whereas in this section, we will

explain RPL-specific attacks.

The first attack we explain is the DIS attack where DIS messages which are broadcasted
by new nodes to join the RPL network are maliciously used. Attackers can send
unnecessary DIS messages in DIS attack [36], which causes the neighboring nodes
to reset their DIO timers and send DIO messages frequently. Thus, the attacker forces

nodes to generate redundant control messages and consume more power.

The rank is a very crucial parameter of the RPL protocol which represents a node’s
position within the DODAG as we mentioned previously. For optimized and loop-free
DODAGS, nodes have to follow the rank rules (i.e., minimum hop rank increase,
etc.). However malicious nodes may use rank in various ways to apply D/DoS attacks.
In [36] and [41], an attacker node selects the neighbor with worst rank as a preferred
parent instead of choosing the one with the best rank. Thus an inefficient DODAG
is created which causes delays and excess number of control messages. In [48],
the attacker intentionally skips applying the rank check which breaks the rank rule

constructing the loop-free parent-child relationships.
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The data path validation mechanism of RPL can be the target of DoS attacks too. In
the ordinary operation, when a node receives a packet with those flags indicating an
inconsistency, it drops the packet and starts the local repair mechanism. In DODAG
inconsistency attack [44], attackers can set the corresponding flags of a data packet
before they forward it and force the receiver node to drop the packet and start local

repair.

In DODAG inconsistency attack, local repair operation is started by the nodes who are
affected from the attack as a result of the attack. However malicious nodes can start
local repair when there is no need so as to misuse the resources. This type of attack is

called local repair attack [36,48].

The last RPL-specific attack is the Version Number Attack that we will explain in detail

in the next section.

4.4 RPL Version Number Attack

RPL has two repair mechanisms to keep the DODAG healthy. One of them is the
global repair operation where the entire DODAG is re-created. According to the RPL
specification, only the root can initiate the global repair mechanism by incrementing
the VN parameter. As we mentioned earlier, every DODAG has a corresponding VN
which is carried in DIO messages. Nodes in a RPL network find out the global repair
operation by checking the VN in the incoming DIO messages. When a node realizes
that the incoming DIO has a newer VN, it starts global repair operation assuming that
the DODAG root started the network-wide global repair operation. As a result of
global repair, nodes break all parent-child relationships, re-calculate their ranks, reset
DIO timers (i.e., trickle timer) and exchange several control messages to set up the

new DODAG.

There is no mechanism in RPL which guarantees that only the DODAG root can
change the VN field. As we explained earlier on, RPL networks can make use of
security mechanisms to protect both from insider and outsider threats. However, even
though cryptography is used, malicious insider nodes can still change the VN and force
the entire network to set up the DODAG from scratch [10,42]. This attack is called as

the Version Number Attack.
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5. DETRIMENTAL EFFECTS OF THE VERSION NUMBER ATTACK ON
RPL NETWORKS

In the literature, the VNA has been studied in only a few works since it is a pretty new
type of a DoS attack for RPL-based LLNs. The studies either analyze the effect of
the attack or secure the VN parameter, or propose a detection system. In this chapter,
we study the RPL VNA in-depth and analyze the attack from various points of views.
The unique aspects of our work can be seen in our analysis of a realistic network
topology that has both static and mobile nodes with different cardinalities for which our
inspiration came from the IETF routing requirement documents. We also analyze how
the VNA affects the power consumption of the nodes. We incorporated a probabilistic
attacking model where the attacker attacks with a probability of p (e.g., 0, 0.3, 0.5,
0.7, 1). We also provide the performance results with respect to various values of
p. The rest of the chapter is organized as follows: In Section 5.1, we briefly explain
the former study on the effects of the VNA. In Section 5.2, we propose our in-depth

analysis, simulation environment and simulation results.

5.1 Literature Review on the Effects of the RPL Version Number Attack

In terms of studies that aim to analyze the effects of the VNA, there exists only one
study proposed by Mayzaud et al. [10]. They studied the effects of a single attacker
in a grid topology at varying positions. They realized that a correlation exists between
the position of the attacker and success of the attack in terms of RPL control message
overhead and packet delivery ratio. According to the study, if the attack is applied from
positions which are relatively far from the DODAG root, effect of the attack is stronger

in comparison with the attacks applied from closer positions.
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5.2 Effects of the RPL Version Number Attack

5.2.1 Realistic topology and attacker model

In this study, we analyzed the VNA in a realistic scenario according to various points of
view. In order to simulate a realistic scenario and understand how LLNs are expected to
take place in application areas, we reviewed the IETF routing requirements documents
for urban [63], industrial [16], building [15] and home [14] environments. According
to the common characteristics shared by the application areas, we created a topology
as shown in Figure 5.1. The topology consists of 44 nodes, where 4 nodes are mobile
(nodes 41 — 44) and rest are static (nodes 2 — 40). The node with ID 1 is the border
router and is the root of the DODAG. The initial form of the DODAG before mobile
nodes start to move is also given in the figure. Twenty four nodes are placed on a grid
topology with 50m distance between. Fifteen nodes which are located at the right top
corner of the topology are randomly placed with different node densities. Nodes in
the grid topology represent the nodes placed in a factory building or work place. The
nodes that are placed at top right corner represent sensor nodes placed on a production
line or a machine. The mobile nodes represent the vehicles or people moving in the
area with wearable devices. Both static and mobile nodes measure temperature data

and send it to the root periodically.

DODAG
Root
Static
Node
Mobile
Node

Figure 5.1 : Network topology.

The attacker node in our simulations is exactly the same as the other nodes except

for sending DIO messages with changed VN with a probability of p (0, 0.3, 0.5, 0.7,
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1). We believe that an intelligent attacker would want to go undetected easily but still
would like to harm to the network as much as possible. With that reason, it might

decide to attack with different probabilities.

5.2.2 Simulation environment and parameters

In our simulations, we used the Cooja simulator [8] of the Contiki Operating System
version 2.7. [9]. In Cooja, we used emulated Tmote Sky motes [64]. Each node sends
temperature readings to the root periodically (i.e., every minute). We record the traffic
and other logs for 50 simulation minutes. The mobile nodes start to move at 3rd
minute according to random way point mobility model. The simulation environment

has distance-based loss model with no external interference.

In order to analyze the effect of the attack in our realistic simulation scenario, we
firstly ran simulations without any attack so as to get the baseline performance results.
Then we analyzed the effect of the attack with p=1 with respect to the location of the
attacker by changing its position in the network. To do that, we randomly selected
some nodes (i.e., nodes 2,5,12,14,19,25,32,36,40,41 and 44). While choosing the
nodes we paid attention to choose nodes at different positions with respect to the
root, nodes with different mobility patterns(i.e., static, mobile) and with different
cardinalities (i.e., nodes in the grid or dense segment of the network). After simulations
with p=1, we applied the same procedure for p=0.7, p=0.5 and p=0.3. For each
attacking position, we ran 10 simulations and calculated performance metrics with

95% confidence interval.

5.2.3 Performance metrics and simulation results

Our performance metrics are average packet delivery ratio, average delay (i.e., average
network delay), control traffic overhead and average power consumption. We used the
total received and total lost packets that carry the temperature information to calculate
the average packet delivery ratio. In order to calculate the average network delay, we
divided total network delay by total packets received at the root. We do not consider
the lost packets. The control traffic overhead constitutes the total DIS, DIO, DAO and
DAO-ACK messages sent by the nodes. We take the average of every nodes' power

consumption according to Powertrace logs and nominal operating condition values
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of Tmote Sky as in the work of Raza et al. [37]. We give the simulation results in
Figure 5.2, Figure 5.3, Figure 5.4 and Figure 5.5 for the packet delivery ratio, average

delay, RPL control packets overhead and average power respectively.
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Figure 5.2 : Packet delivery ratio results.

In terms of the packet delivery ratio, shown in Figure 5.2, the baseline delivery ratio is
92% when there is no attack (i.e., p=0). As the probability of the attacking increases,
the delivery ratio drops down clearly. For the nodes 14 and 40, the ratio is better
than the rest of the attacking places and probabilities. The worst delivery ratios were
obtained when the attacker is positioned at 5, 19 and 25. Our results validate the work
of Mayzaud et al. [10], in the way that the attack is more effective when the attacker is
located far from the root. The underlying reason is that, when the attacker is far from
the root, it takes longer time for the root to realize that the version number has been
changed. Until the time that root finds out the change, rest of the nodes get affected
from the attack. Whereas, when the attacker is closer to the root, it takes less time
for the root to realize the change. When we analyze the effect of the attack in dense
segments of the network, our results do not validate Mayzaud et al. in terms of the
attack and the neighbor count correlation. In our simulations, among the attacking
positions, node 36 is the one with the highest number of neighbors (e.g.,11). But it has
the third best delivery ratio after nodes 14 and 40. The same observation applies to
the node 40 as well. It has nine neighbors and in comparison with the node 14, which
is close to the root and has only three neighbors, node 40 does not have significantly
lower delivery ratios. For the topology given in Figure 5.2, nodes 5, 19 and 25 are the

nodes with the worst delivery ratios. When we consider the mobile nodes (i.e., nodes
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41 and 44), we see that the mobile attackers’ performance results are very similar to
these nodes’ results. Therefore, we observe that the version number attack performed
by the nodes far from the root and by the nodes that are mobile have nearly the same

detrimental effects on packet-delivery ratio.
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Figure 5.3 : Average network delay results.

The average delay (i.e., average network delay) results show a similar pattern to the
packet delivery ratio, the higher the values of p, the longer the average delay gets.
According to the simulation results shown in Figure 5.3, this observation applies to the
majority of the attacking cases. However, when the attacker is located at nodes 19, 32
and 44, attacking with p=0.7 causes longer average delays than other p values. The
version number attack causes the average delay to be nearly 6 times longer in the worst
case. As in the article of Mayzaud et al., the average delay values do not relate to the
attacker's position due to channel conditions, routing decisions according to changing

expected transmission count values.

The control packet overhead results shown in Figure 5.4 are very similar to the packet
delivery ratio results. The overhead increases by 7500% when the attacker attacks from
the position of the node 25 with the probability of 0.7. Similar to the packet delivery
ratio, attacking from the nodes 5, 19 and 25 affects the performance the worst. The

mobile attacker results are almost as bad as the results for the leaf nodes.

The power consumption of the nodes is another important performance metric when
we target LLNs where nodes have battery constraints. As shown in the Figure 5.5,

the version number attack can effect the power consumption of the nodes significantly.

47



-
N
T

-
o

Total RPL Control Packets Generated

»
w»

bd
3

N

Average Power Consumption (mW)
3

-
&)

N
S
T
1

o]

5 12 14 19 25 32 36 40 41 44
Place of the Attacker

|l p=0 Blp=0.3 Mp=0.5[1p=0.7 [ Jp=1

Figure 5.4 : Control packet overhead results.
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Figure 5.5 : Average power consumption results.
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In the worst case, the average power consumption of the nodes increases by 265%
and almost reduces the average lifetime of the nodes to 14 of the usual. According to
the results, we can not observe any correlation between the power consumption and
placement of the attacker as for the average delay results. The mobile attackers, as for
the previous performance metrics, are very effective in terms of power consumption

and approximately have the worst results.

5.2.4 Conclusion of the section

The simulations show that the packet delivery ratio and the control packet overhead
results are highly correlated to the location of the attacker. In terms of the power
consumption and the average network delay, the location of the attacker is not the

major factor in the success of the attack.

The attacking probability, p, analysis show that, for the higher values of p, performance
of the network degrades the worse. With this reason, the attacker has to make a
decision whether to affect the performance clearly and be detected easily by an existing
mechanism or affect the performance slightly with small values of p and increase the

chance of going undetected.

In terms of the mobility, simulation results show that the mobile attackers have nearly
the same detrimental effects on the network as the nodes far from the root. According
to these results, securing the mobile entities in a LLN is very crucial. If an adversary
achieves to place a malicious node onto a mobile network entity, then it can easily

drain the resources and reduce the network lifetime.

49






6. NEW LIGHTWEIGHT MITIGATION TECHNIQUES FOR RPL
VERSION NUMBER ATTACKS

In this chapter, we present two lightweight mitigation techniques for RPL VNA which
affect the performance of IPv6-connected LLNs detrimentally as we analyzed in the
previous chapter. Simple yet effective mitigation mechanisms proposed in this chapter
promise significant performance improvements in an RPL network under attack. By
means of the proposed techniques, the delay caused by the attacker can be shortened
up to 87%, the average power consumption can be reduced up to 63%, the control
message overhead can be lowered up to 71% and the data packets delivery ratio can
be increased up to 86%. The proposed techniques, while allowing the ordinary RPL
operation, trade off the mitigation performance against the resource overheads and thus

allow network administrators to choose the right scheme for their RPL network.

The rest of the chapter is organized as follows. In Section 6.1, we review the studies
on security, detection and mitigation mechanisms for RPL. VNA. In Section 6.2, we
analyze the severity of the attack on LLNs. Section 6.3 presents the novel lightweight
mitigation techniques, whereas Section 6.4 evaluates the performance of the proposed
mechanisms. We give additional analyzes in Section 6.5 and finally in Section 6.6, we

conclude the chapter.

6.1 Literature Review on Security, Detection and Mitigation Mechanisms for

RPL Version Number Attack

In the literature, there exist a myriad of studies on different security aspects of IoT
and RPL specifically. RPL can be the target of various DoS attacks and many studies
including [30,31,62,65,66] proposed overview and taxonomy of attacks against RPL.
In addition to this, several IDSes were proposed for RPL-based IoT networks as well
as for WSNs [67,68]. A review of IDSes for IoT can be found in the study of Zarpelao
et al. [69] and in our previous study [62]. Cryptography-based security solutions

for WSN and IoT were reviewed and compared in the work of Nguyen et al. [61].
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Security of RPL started to take the attention of more and more researchers and recently
proposals addressing different attacks were published including [70-72]. However, we
cannot see many studies targeting VNA. In the literature, the VNA has been studied in
only a few works since it is a pretty new type of a DoS attack for RPL-based LLNs. The
studies either analyze the effect of the attack or secure the VN parameter, or propose
a detection system. Since we are proposing novel mitigation techniques for VNA, we
analyze only the corresponding proposals in this section in detail. The categorization

of the studies that target RPL VNA is shown in Table 6.1.

Table 6.1 : Categorization of the works related to RPL Version Number Attack.

Finding /  Security | Implementation | Legitimate
Work Type | Scheme / Detection |/  Simulation | VN Updates
Technique Environment Considered?
Mayzaud Attacker location - suc-
et AS cess of the attack corre- | Contiki Cooja | No
al. [10] lation
Attacker location - suc-
Ars et cess of the attack corre- i .
al. [42] AS lation, detrimental effect o N
of the mobile attackers
Dvir et Hash chains and
al. [43] SS Message Authentication | Unimplemented | Inherently
' Codes to secure VN
Perrey . .
ot 3S Digital signatures are | RIOT  and Inherently
used to secure VN testbed
al. [73]
Nikravan Iden'tlty—bas'ed .
Offline-Online Signature .
et SS Unimplemented | Inherently
al. [74] Based scheme to secure
' VN
Firoz et Cooperative
DS verification-based Contiki Cooja | No
al. [75] :
detection system
Mayzaud Distributed
et DS monitoring-based Contiki Cooja | No
al. [54] detection system

* (AS: Analysis Study, SS: Security Study, DS: Detection Study.)

Mayzaud et al. [10] and Aris et al. [42] analyzed the effects of the VNA. The former
study found correlation between the position of the attacker and success of the attack
in terms of RPL control message overhead and packet delivery ratio. According to the

study, if the attack is applied from positions which are relatively far from the DODAG
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root, effect of the attack is stronger in comparison with the attacks applied from closer
positions. Aris et al. verified the findings of Mayzaud et al. and also showed that
mobile attackers can be as much disastrous as the farthest attacking positions in an

RPL network.

As a security study, there are three studies which consider securing the VN field in
DIO messages by means of cryptographic mechanisms. Dvir et al. [43] proposed the
VeRA which makes use of hash chains and Message Authentication Codes to secure
the rank and VN fields carried in RPL DIO control messages. Although the VeRA
sounds promising for the security of the two important fields, implementation of the
scheme is missing and evaluation has not been made in terms of resource overhead
and network performance. It was also considered to be vulnerable to a number of
rank attacks by [73] and [74]. Perrey et al. [73] proposed TRAIL for VN and rank
attacks. In terms of the VN attack, TRAIL uses digital signatures to secure the VN,
however the authors do not give any details on the accommodated signature scheme.
In addition to this, TRAIL seems to have scalability issues as the number of nodes
in the LLN increases. The other security study was presented by Nikravan et al. [74]
which makes use of Identity-based Offline-Online signature based scheme. The idea
is to secure the VN and rank fields of DIO messages by means of signatures. In their
approach, the DODAG root generates the private keys for the nodes in the LLN. The
nodes use private keys to generate their offline signatures, which are used to sign
the aforementioned fields in the DIO messages in the online phase. Nodes sign and
unsign the fields in DIO messages and verify the senders by means of operations like
point multiplications, exponentiations and pairings. Although this study sounds very
promising, several issues to consider exist. First of all, performance of the proposed
scheme was analyzed only quantitatively without any implementation or realistic
simulation. Therefore, RPL operation with the proposed technique is questionable
in terms of the long computation times it requires, the static network topology it
assumes, the secure communication channel it needs within the LLN to deliver the
private key and the extra space overhead it will cost to store signatures on the max.
127B transmission unit of IEEE 802.15.4 protocol. In addition to these, the proposed

technique may cause high false positives and negatives which were not analyzed.
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Firoz et al. [75] proposed a cooperative verification mechanism to detect the VNA.
In their scheme, nodes exchange verification messages with their two-hop neighbors
and identify the attacker by collecting the VN information from them. Although
cooperative verification idea sounds promising, several issues exist for this study.
Firstly, no evaluation exists for the extra communication overhead, RAM and ROM
requirements of the proposed mechanism. Secondly their scheme requires every
node to know the addresses of their two hop neighbors. Additionally, the proposed
mechanism itself can be source of a DoS attack where a malicious node redundantly
sends verification request messages misusing the resources of neighbors. Mayzaud et
al. [54] proposed a VNA detection mechanism which uses a distributed monitoring
architecture proposed by the authors in one of their earlier study [55]. It is assumed
that the monitoring architecture covers the whole network and consists of nodes with
longer range radios. In the detection mechanism, if nodes send DIOs with greater VN,
then the monitoring nodes report them to the centralized detection module. Based on
the reports, the nodes which were reported by multiple monitoring nodes are put to the
malicious nodes list. This mechanism suffers from high false positives and the authors

try to decrease it by node placement strategies.

As shown in the Table 6.1, analysis studies and detection studies targeting VINA
use Contiki and its Cooja simulator for implementation and test purposes. Among
the cryptography-based security schemes, only the work of Perrey et al. [73] was
implemented and tested. However, rest of the security schemes were not implemented
and they provided only the analytical performance results. As the security schemes aim
to secure the VN field in the DIO messages by means of cryptography, they inherently
consider the legitimate VN updates. On the other hand, in terms of the detection
studies, we would like to emphasize that none of the detection mechanisms considers
legitimate VN updates initiated by the root, which may affect the performance of the

aforementioned studies significantly.

6.2 On the Severity of the RPL Version Number Attack

In the previous sections, we had explained the global repair operation of the RPL,
relation of Version Number parameter carried in DIO messages with the global repair.

We had also mentioned how RPL specification points out the ordinary operation global
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repair and how it does not dictate any rule on when or in which condition to start
global repair and it leaves the decision to the implementers. We name the action of
a malicious node changing the VN intentionally and initiating an illegitimate global

repair, thus forcing the rest of the nodes to rebuild the DODAG as VNA.

RPL VNA is a very serious DoS attack which can threaten RPL-based LLNs. This
statement can be validated by the findings of the studies such as our study [42]
(we explained it in the previous chapter) and [10], which show that, VNA can have
catastrophic effects on node resources, network and application performances. VNA
can cause loT applications to suffer from huge packet loss (up to 30% [10], 50% [42]),
increased delays (almost 2x [10], 6x% [42]). Malicious global repair operations
initiated by the attacker can cause excess amount of RPL control messages to be
generated (almost 18x [10], 75x% [42]) and therefore increased power consumption
results (almost tripled [42]). Hence, RPL VNA clearly threatens RPL-based IoT

applications, wide-range acceptance of RPL and investments.

VNA stems from the fact that there is no mechanism in RPL which guarantees that
VN can be incremented only by the DODAG root. At first glance cryptography-based
security solutions come to the scene to provide such a guarantee. However, considering
the issues mentioned earlier on this thesis on cryptography-based solutions and existing
studies, we can not claim that this problem is over. Intrusion Detection Systems may be
another option. However, such systems need to be lightweight, provide high accuracy
and do not inherently cause new DoS attacks to be mounted. Lightweight and efficient
mechanisms which will work with RPL in harmony and which will efficiently protect
from or detect or mitigate VINA are required to secure the RPL networks against such

attacks.

6.3 Novel Mitigation Techniques for RPL Version Number Attack

In this section, we propose two novel mitigation techniques against RPL VNA
with varying mitigation performances and resource requirements. The mitigation
techniques were inspired from our earlier work [42], where we analyzed the effect of
the VNA with a probabilistic attacker model in a factory environment scenario. In that
study, after exhaustive simulations, we realized that when the attack was applied from

positions far from the root, the effect of the attack for two performance metrics (i.e.,
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packet delivery ratio and RPL control message overhead) was clearly higher. We would
like to remind the readers that, Mayzaud et al. [10] had proposed the same findings,
which signifies that the strongest positions for an attacker to affect the performance of
the network are positions that are at the side of leaf nodes. These findings led us to a
conclusion that, if one wants to mitigate the effect of the VNA, it would be crucial to
filter the VN updates coming from the leaf nodes' direction. This observation is also
supported by the RPL specification in a way that only the root has right to change the
VN, which means such an update has to come from the opposite direction of the leaf
nodes. Thus our first mitigation technique is formed, where each node eliminates the
VN updates coming from the direction of the leaf nodes. However, even though the
strongest attacking positions are eliminated by this way, this technique cannot mitigate
the effect of the VNA applied from the rest of the attacking positions. Therefore,
based on the first mitigation technique we employed a trust mechanism that relies on
changing the VN based on the observation of majority of the neighboring nodes with

better rank values as the second mitigation technique.

6.3.1 Mitigation technique I: elimination

In the first mitigation technique, a node expects VN updates coming from the direction
from DODAG root towards leaf nodes. Therefore, when it receives a DIO message
with a greater VN, it checks the sender and if it is not coming from the nodes closer
to the root than itself, it eliminates such updates by discarding the DIO as shown in
Figure 6.1. Here, it uses the rank information which signifies the relative position of
a node to the root in a RPL network. It eliminates the VN update if sender’s rank is

better (i.e., has a lower value) than its rank.

DIO with greater
Version Number

\ i \ i
Version Number Update | | Discard the DIO |

Figure 6.1 : Elimination technique.
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The Elimination technique is very simple and can be implemented by a single
additional comparison operation, which makes it very suitable to implement for
resource-constrained devices. Since VNA affects the performance of the network more
when applied from the positions close to the leaf nodes, this technique eliminates such
malicious updates disseminating to the whole RPL network. However, if an attacker
attacks from other positions, it can still misuse the resources of the network and the
nodes. Therefore, although the Elimination technique can be hypothesized to mitigate
the effects of the VNA to a certain extent, a better solution is needed which addresses

every attacking position.

6.3.2 Mitigation technique II: shield

The second mitigation scheme, which we call as Shield, is an improved version of the
Elimination technique. The idea behind the Shield is not to trust any single VN update
information coming from the nodes with a better rank. Instead, expect majority of such
nodes to apply such an update if this is a legitimate VN update. For this purpose, every
node in an RPL. DODAG keeps a list of neighbor nodes which have better rank than
itself in a table called as ShieldList. For each such node, it stores the neighbor identity
information (i.e., IP address) and the observed VN fields as shown in the Figure 6.2.
The figure shows a sample DODAG employing the Shield Mitigation Technique. As
shown in the Figure 6.2, Node 6 has three neighbors, which are Node 3, Node 5 and
Node 7 (assuming only these nodes are in the transmission range of Node 6). Assuming
that only Node 3 and Node 5 have better rank values than Node 6, it stores the identity

and VN information of only these nodes and not Node 7.

; ShieldList Table

% Neighbor Identity | Version
@ (IP Address) Number

Node 3 VN node3

@ Node 5 VNnodes

Figure 6.2 : ShieldList table structure in a RPL DODAG.

@ DODAG Root

O Node
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Every node in a RPL DODAG has to maintain its ShieldList by means of analyzing the
incoming DIO messages. The rank information of nodes may change depending on the
mobility pattern or changes in the topology (e.g., errors, routing holes, rank calculated
according to remaining energy based Objective Function, etc.) and therefore a node
may perform addition or removal of nodes on the table according to the up to date rank

information.

DIO with
greater Version
Number

Y

Update Version Number field of Discard the
the Sender in ShieldList DIO

Has at least half of the
nodes in the ShieldList
have the same VN

Do not update
the VN

Update the VN and clear the Version
Number fields in ShieldList

Figure 6.3 : Shield technique.

The operation of the Shield mechanism is outlined in the flow chart in Figure. 6.3. If
a node receives a DIO with a greater VN than the current VN, it checks whether the
sender exists in its ShieldList table, since the neighbor nodes which are positioned at a
higher hierarchy on the DODAG and which can disseminate the legitimate VN update
information are already determined and stored in the ShieldList. If it does not exist
in the table, then the DIO message carrying this new VN is discarded. On the other
hand, if sender of the DIO message exists in the table, then the receiving node updates
the Version Number field of the sender in its table and checks whether majority of the
nodes in the table share the same VN information. If at least half of the table entries

share the same VN update, it updates its VN. After updating VN and being part of the
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global repair operation, the corresponding node clears the Version Number fields in the

ShieldList table.

In comparison with the Elimination technique, Shield mechanism requires each
element of a DODAG to keep a table that stores identity and VN information of
the neighboring nodes with better rank values. ShieldList tables of every node is
independent from each other and do not require any communication overhead to
exchange tables or fill the table entries. Every node on the DODAG autonomously
maintains its table and makes decisions whether to update its VN or not. However,
maintaining the table and processing the flow chart requires additional processing
power in the Shield Technique but in return, it promises a more robust mitigation

performance.

At a first glance both of the novel mitigation techniques we propose in this study may
look very simple. However, since we target LLNs which have resource constraints,
proposed solutions to secure such networks have to be simple, not complicated and

resource-friendly.

6.4 Performance Evaluations

In order to evaluate the performance of the Elimination and Shield techniques, we
considered the attacker model, the legitimate VN updates, the simulation topologies

and settings and also the performance metrics.

6.4.1 Attacker model

In this study we considered a single attacker which joins to the ordinary operation of
the RPL but only initiates malicious VN updates. The attacker in our study starts to
attack a certain amount of time after the DODAG gets stable. The attacker can apply
the attack from any position in the topology. Whenever it sends a DIO message with
respect to RPL Trickle Timer mechanism, it increments the VN in the DIO message.
In this respect, we can refer such an attacking behavior as an almost constant attacking
model. Such an attacker model may sound very simple. However, we would like to
inform the readers that, we had analyzed a probabilistic attacker model (i.e., attacking
with respect to probability of p where p € {0,0.3,0.5,0.7,1}) in our prior work [42].

Based on the analysis, we realized that the higher the probability of attacking, the
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stronger the effect of it. Since we are not proposing a detection system in this study,
it is very reasonable to choose the strongest attacking settings in order to evaluate the
mitigation performance of our novel mitigation techniques. In this study, we assume

that the DODAG root is secure and not compromised.

6.4.2 Legitimate version number updates

As we explained previously, the RPL specification does not dictate any rule on when
or in which condition to apply a global repair operation and leaves the decision to the
implementers. With this reason, we checked the RPL implementations of TinyOS [76],
RIOT [77] and Contiki [78] operating systems for global repair operations. Although
all of them change the VN when a node receives a DIO with a greater VN, only
TinyOS has a periodic global repair operation with 60-minute periods. The remaining
OSes do not have such an autonomous mechanism for the DODAG root. We also
analyzed the CISCO RPL Configuration Guide [79] which specifies the default time
interval for global repair operations as 30 minutes. Since the legitimate VN updates
is an important issue to consider when targeting the VNA, we decided to employ
global repairs initiated by the root with intervals according to the Negative Exponential
Distribution. Hence, we simulate events happening according to the Poisson hits and

causing the root to start global repair.

6.4.3 Simulation topologies

In this work, we considered grid and random node placement strategies to analyze how
the mitigation performance changes with the topology characteristics. Based on the
combinations of these node placement strategies, we formed four different topologies,
namely Grid, Grid Corner, Grid Random and Random which are shown in Figure 6.4.
All of the topologies consist of 36 static nodes and a root placed in a 150x150m
area. The root is placed in the center in the Grid Topology and at the corner in the
Grid Corner Topology. The Grid Random Topology is organized as a mixture of grid
and random node placement strategies where half of the nodes are placed on the grid
randomly and the remaining nodes are scattered randomly to the area. In the Random

topology, random placement is applied to all nodes.
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Figure 6.4 : Topologies for the simulation.

6.4.4 Performance metrics

The performance metrics employed can be presented in three classes:

* Network Performance Metrics: Average network delay, RPL control message

overhead and data packets delivery ratio,

* Resource Requirement Statistics: Average power consumption, RAM and ROM

requirements,

* Accuracy Metrics: True Positives, False Negatives, True Negatives, False

Positives.

In our simulations, nodes send temperature readings periodically to the root by UDP
packets. The average network delay is calculated using the delay of successfully

received UDP packets at the root. RPL VNA misuses the global repair operations.
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Since RPL uses control messages (i.e., DIS, DIO, DAO) to maintain the DODAG,
VNA affects the number of generated control messages, which we count in this study.
We calculate data packet delivery ratio by means of the ratio of successfully received

data packets at the root.

The proposed techniques must mitigate the effects of the VNA by filtering malicious
VN updates while ensuring the ordinary operation of RPL. This means that the root
should be able to increment the VN to start global repair operation while the malicious
nodes should not be allowed to. Therefore, measuring the accuracy of filtering the
malicious and legitimate updates is crucial. If a node changes its VN based on the
legitimate VN update, this behavior is tagged as True Positive (TP). If it considers
the legitimate update as a malicious update and does not change its VN, it is tagged
as False Negative (FN). On the other hand, if the incoming VN update is a malicious
one and if our node does not change its VN, then we tag it as True Negative (TN). If
it changes its VN by misinterpreting the malicious update, then it is tagged as False

Positive (FP).

In resource overhead metrics, average power consumption is determined based on the
average of the total power consumption of nodes (except for the root and the attacker).
RAM and ROM requirements show how much RAM and ROM spaces are required to

implement the proposed mitigation techniques besides actual RPL application.

6.4.5 Simulation environment and results

In order to evaluate the performance of the Elimination and Shield techniques, we
placed the attacker in every possible position in each of the four aforementioned
topologies and ran ten simulations for each attack position (i.e., in total 3x4x36x10 =
4320 simulations for attack cases and 3x4x10 = 120 simulations for attack-free cases)
each lasting 50 minutes. We believe that the simulation duration is long enough to
evaluate the performance of the network clearly, since the DODAG gets stable within
the first three minutes. We measured the performance metrics and provided the results

with 95% confidence interval.

The simulation settings are shown in Table 6.2. We employed Contiki Cooja [8]
for our simulations. Contiki [9] is an open source operating system for Low Power

and Lossy Networks-based 10T systems. We chose Contiki and its simulator Cooja
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Table 6.2 : Simulation parameters.

Num. of nodes 36

Node Type Tmote Sky

Operating System Contiki 3.0

Simulator Contiki Cooja

Radio Medium Unit Disk Graph Medium: Distance Loss
Topology Dimensions | 150x150m
Transmission Range 50m

Interference Range 100m

Simulation duration 50 minutes

Number of simulations | 10 per attack position
Confidence interval 95%

Legitimate VN updates | 5 updates per simulation
Per node traffic rate 1 packet per minute

because it provides the implementations of the standardized protocols (i.e., IEEE
802.15.4 PHY and MAC layers, 6LoWPAN adaptation layer, RPL routing protocol,
IPv6, UDP and CoAP) which were proposed be the IEEE and the IETF for LLNs. The
Cooja simulator provides emulations of well known WSN motes (e.g., Tmote Sky,
MicaZ, MSP430-based motes) as well as several plugins for various purposes such
as power profiling. Contiki and Cooja lets researchers to quickly create a network of
resource-constrained motes running the mentioned protocols and modify the source

codes so as to create and test new techniques and analyze the performance.

The emulated Tmote Sky [64] nodes in the topologies with 150mx150m dimensions
run Contiki OS [9] versioned 3.0 with RPL-UDP application where each node sends a
temperature reading to the root per minute. The transmission and interference ranges
as well as the radio medium are the default settings of Contiki Cooja. Each node
employs the standardized protocol stack [7] implementation of Contiki 3.0 where IEEE
802.15.4 radio, ContikiMAC and IEEE 802.15.4 Framer, CSMA, 6LoWPAN, RPL
and [Pv6, and UDP implementations constitute the protocol stack. As we explained
previously, the default RPL implementation of Contiki 3.0 does not possess any global
repair mechanism for the DODAG root. Therefore, in order to consider the legitimate
VN updates we changed the RPL implementation of the DODAG root, so that in each
simulation the root initiates five global repairs on average with the intervals determined

based on the Negative Exponential Distribution.
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6.4.5.1 Network performance results

The simulation results for different network performance metrics with respect to
topologies are shown in Figure 6.5, Figure 6.6 and Figure 6.7 where attack-free RPL,
RPL under attack, RPL with Elimination under attack and RPL with Shield under
attack cases are compared. No attack scenario is also studied for each topology.
For attack scenarios, we placed the attacker to every position one by one, ran ten
simulations and measured the performance. We did this for each topology and for three
different Contiki RPL UDP techniques. These are plain RPL, RPL with Elimination
(RPL+ELIMINATION) and RPL with Shield (RPL+SHIELD) mitigation techniques.
The results shown in the figures for RPL, RPL+ELIMINATION and RPL+SHIELD

are the averages of the obtained results for each attacker position.

Ll
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TOPOLOGY TYPE

| I o ATTACK I RPL [ RPL+ELIMINATION [__IRPL+SHIELD)

S

NUM. of RPL CONTROL MESSAGES

Figure 6.5 : RPL control message overhead results with respect to topologies.

The RPL control message overhead results are shown in Figure 6.5. We can see
that, VNA causes excess amount of control messages to be generated in comparison
with the attack-free case for all topology types. The number of control messages
is almost doubled for Grid Corner topology, tripled for Random topology and in
between for Grid and Grid Random topologies. The reason is the degree of node
densities where random placement can form topologies with dissimilar node densities,
whereas the node densities in a grid topology are more uniform. This influences the
number of parent nodes and children nodes, where DODAG can be formed with less
parent nodes serving to more children nodes as the degree of randomness in the node
placement increases from grid to random. Hence more children nodes can hear the

control messages of their corresponding parent nodes and thus DODAG can be created
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and maintained by means of lesser number of control messages. However, when a
malicious node changes the VN, such a change can be disseminated within the network
quicker than the topologies with grid-based placements. In Figure 6.5, we can see
the efficiency of our novel mitigation techniques in reducing the excess number of
generated control messages. Both of the mitigation techniques mitigate the effect of
the attack successfully but the best solutions were obtained by the Shield technique
where the reduction is 57% for Grid Corner, 66% for Grid Random, 67% for Grid
and 71% for Random topologies. The interesting thing is that, for all topologies RPL
with Shield under attack generates even less control messages than the attack free RPL
and this is true for the Elimination technique too but except for the Grid topology.
The underlying reason for such an interesting behavior is the filtering of the control
messages during the ordinary VN updates. During the legitimate VN updates, nodes
change their VN only when DIOs with greater VN come from a specific direction (in
Elimination) or when half of the ShieldList entries share the same updated VNs (in
Shield). Hence some or a portion of legitimate DIO messages are filtered and this
reduces the number of generated control messages. Although less control messages
are generated and some legitimate messages are filtered in the attack-free case, nodes
can still update their VNs according to legitimate updates and RPL keeps on operating

as it will be shown in the Accuracy Results Table in Section 6.4.
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Figure 6.6 : Average network delay results with respect to topologies.

The average network delay results with respect to topologies are shown in the

Figure 6.6. As shown in the figure, the effect of the VNA on the average network
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delay gets greater proportional to the degree of randomness in the topology. The effect
is greater for the Random topology in comparison with the Grid Random topology and
that is greater than the effect for the rest of the grid topologies. The underlying reason
is similar to the case for RPL control message overhead and related to the degree of
node densities among topologies. Uniformity of node densities influences the number
of neighbors and also the channel availabilities, which in turn affect the delay. Since
we see longer paths in the Grid Corner topology, the delay is longer than all. As shown
in the figure, up to fourfold longer delays are introduced due to VNA. Our mitigation
techniques efficiently mitigate the effect of the attack on the delay. We can see that,
even the simplest mitigation technique (i.e.Elimination) can mitigate the effects of the
attack, whereas Shield technique again provides the best outcomes. Shield reduces the
excessive amount of delay caused by the attacker by 58% for Grid Corner, 79% for
Grid Random, 81% for Grid and 87% for Random topologies. The average network
delay results also present an interesting outcome similar to the case in RPL control
message overhead that, the proposed techniques provide delays even shorter than all
of the scenarios without attack. The reason is again related to the filtering effect of
the proposed techniques, which cause nodes to generate less control messages and
keep the channel less busy. By this way, average network delays even shorter than the

attack-free cases can be obtained.

100

80

60 [

40}

27

DATA PACKETS DELIVERY RATIO (%)

GRID GRID CORNER GRID RANDOM RANDOM
TOPOLOGY TYPE

| B o ATTACK [ RPL [ RPL+ELIMINATION [ | RPL*SHIELD‘

Figure 6.7 : Data packet delivery results with respect to topologies.

The data packet delivery ratio results are shown in Figure 6.7. We can see that the
VNA causes detrimental effects on the packet delivery ratio, which drops down to
8% for Grid Corner and Grid Random, and to 10% for Grid and Random topologies.

These results show that, RPL-based IoT applications can suffer from VNA as the attack
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causes around 90% of application packets cannot be delivered successfully. In terms of
the attack-free case, majority of the packet loss stems from MAC layer issues related
to reaching the max. retransmissions due to collisions or without collisions, not being
able to allocate space because of either a full packet queue or a full neighbor queue.
However, when we analyzed the lost packets in attack cases, we found out that majority
of packets are dropped at the routing layer due to routing errors introduced by VNA.
Illegitimate global repairs forced by the attacker causes nodes to break and to try to
re-establish routes and during this process packets are dropped due to non-existing
routes. The proposed mitigation techniques however, mitigate the effect of the attack
effectively. The packet delivery ratio under the VNA can be increased by 61% to 74%
with the Elimination technique and 80% to 86% with the Shield technique. Once again,
Shield provides a delivery ratio even better than the attack-free case since it reduces
the exchanged control messages as shown in Figure 6.5 and provides better channel

conditions.

6.4.5.2 Resource requirement statistics

In this section, we analyze the resource requirement statistics of our proposed
techniques. The resources we take into account are the power and memory resources

which are very crucial for LLNs that consist of resource-constrained devices.
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Figure 6.8 : Average power consumption results with respect to topologies.

The average power consumption results with respect to different topologies are shown
in Figure 6.8. Among all the topologies we employed, the highest average power
consumption results for the attack-free case was observed for Grid Corner topology.
This outcome is reasonable since longer paths exist for Grid Corner topology than

others. We can clearly see that VNA increases the average power consumption of
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the nodes for all topologies except for the Grid Corner topology. For Grid Corner, it
looks like there is not much difference between the attack-free case and RPL under
attack case. We analyzed this strange outcome and figured out a very interesting
reason. The channel conditions with several retransmission attempts in attack-free
case and malicious global repairs with resulting routing errors in RPL under attack
case somehow balance the power consumption between these two cases. Grid Corner
topology lost nearly 20% of the data packets as shown in the Figure 6.7. When
we checked the MAC layer, we saw many drops caused from reaching the max.
retransmissions due to collisions or without collisions, not being able to allocate space
because of either a full packet queue or a full neighbor queue. Most of the packets were
dropped at the MAC layer and a small portion of them were dropped at the network
layer due to routing errors. This observation explains the high power consumption
when there is no attack since nodes waste energy due to several retransmission attempts
at the MAC layer. When we checked the case with RPL under attack, we realized that
91% of the data packets are lost. We observed that most of the packets were dropped
at the routing layer due to route errors where either the route does not exist or the next
hop cannot be found. This shows that when Grid Corner is under attack, since global
repair operation aims to create the DODAG from scratch, VNA causes route errors and
the ordinary nodes drop majority of their packets at the routing layer, which does not
consume as much energy as several MAC layer retransmissions in the attack-free case.
When we check the efficiency of our novel mitigation techniques, we can see that, it
is possible to reduce the power consumption overhead of the VNA up to 63%. For
almost all scenarios, the proposed techniques provide even lower power consumption
than attack-free RPL which is similar to the results for network performance metrics

due to aforementioned reasons.

Table 6.3 : RAM and ROM statistics.

Image Total RAM (Byte) | Total ROM (Byte)
Contiki RPL UDP 7530 47363

g;);ltlkl RPL UDP + Elimina- 7530 47375 (1 12)
Contiki RPL UDP + Shield 7962 (1 432) 48109 (1 746)

The nodes in our simulations use the emulated Tmote-Sky motes [64] which has an

MSP430 microcontroller with 10KB of RAM and 48KB of flash. Each node runs
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Contiki RPL UDP application where a temperature reading is sent to the DODAG
root. The RAM and ROM requirement statistics of the proposed mitigation techniques
and the ordinary RPL are shown in the Table 6.3. Since the Elimination technique is
very simple to implement, all it requires is 12 bytes of extra ROM usage. However,
the Shield technique requires additional code blocks to maintain the ShieldList table
and also to process the flow chart shown in the Figure 6.3. Therefore an additional
746 bytes of ROM space is required. The RAM overhead of the Shield technique is
432 bytes. Just to recall that, the ShieldList table stores the IPv6 address and Version
Number fields for each neighboring node with better ranks. We set the table size to
20 considering the Contiki RPL max. number of neighbors settings. Each entry in the
table occupies 20 bytes where 16 bytes of it is used for the IPv6 address. Thus the
400 bytes of the RAM overhead is used by the ShieldList table. Note that reducing the

overhead of the table is possible by storing the IDs of the nodes instead of IP addresses.

6.4.5.3 Accuracy results

In this section, we investigate how accurately legitimate VN updates are discriminated
from the malicious ones with respect to varying topology characteristics for our
mitigation techniques. Although it was skipped by the previous VN detection studies,
we believe that this is a very crucial point to consider since it can directly affect the
performance of proposed mechanisms against VNA. Before analyzing the results, we
would like to notice the readers that the DODAG root initiates VN updates with random
intervals with respect to Negative Exponential Distribution in our scenarios. We did
not consider employing periodic VN updates in order to evaluate the accuracy of the

proposed techniques comprehensively.

Table 6.4 shows the accuracy results of the proposed techniques. We can see that the
mitigation techniques have high True Negatives (more than 98%) which shows that
they are very effective at filtering the malicious VN updates for all scenarios. True
Negative results clearly show that our novel mechanisms can successfully block the

malicious global repair attempts originated from the attacker.

In terms of allowing the legitimate VN updates initiated by the DODAG root (i.e.,
True Positive results), we can see that the proposed mitigation techniques allow the

legitimate updates with varying rates.
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Table 6.4 : Accuracy results.

Topology Accuracy RPL | RPL+Elimination | RPL+Shield
(%) | (%) (%)
TP 100 | 49,6 9,38
Grid FN 0 50,4 90,62
TN 0 99,38 99,41
FP 100 | 0,62 0,59
TP 100 | 29,97 4,97
) FN 0 70,03 95,03
Grid Corner TN 0 98.6 99.32
FP 100 | 14 0,68
TP 100 | 40,32 5,63
) FN 0 59,68 94,37
Grid Random 0 9972 99,49
FP 100 | 0,8 0,51
TP 100 | 46,44 4,93
Random FN 0 53,56 95,07
TN 0 99,5 99,64
FP 100 | 0,5 0,36

Better results for True Positives were obtained thanks to Elimination technique since
only the direction of the DIO messages with greater VN are taken into account by a
node whether to change the VN or not. We would like to remind the readers that only a
single DIO message possessing the mentioned property is enough for a node to update
its VN for the Elimination technique. Since legitimate update messages come from
the direction from root towards leaf nodes, the Elimination technique allows RPL to
continue its ordinary operation. As we explained in Section 6.4.5, the nodes in our
topologies employ ContikiMAC radio duty cycling protocol where nodes sleep and
wake up periodically (i.e., 8 wake-ups per second). Each node sleeps and wakes up
independent from the rest of the nodes, which is the default setting of ContikiMAC.
Therefore, nodes which have the same rank values in the DODAG (i.e., which are at the
same level in the DODAG) may not hear the DIO messages coming from their parents
at the same time. Hence, the dissemination of the global repair operation may show
different patterns on different sub-DODAGs of the RPL, a sub-DODAG may obtain
the newer VN earlier than another sub-DODAG. A node may receive a DIO with an
updated VN from a child node with this reason. Because the VN update information

has reached the child node earlier than its parent thanks to its neighbors on another
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sub-DODAG. This is the actual reason of the filtered out DIO messages carrying the

legitimate VN update information for the Elimination technique.

In the Shield technique a node waits until majority of the neighboring nodes with better
rank values change their VN before updating its VN. Therefore the legitimate updates
are filtered by a node until majority of its neighbors in its ShieldList table claim the
same VN update, which explains more legitimate updates were filtered in comparison

with the Elimination technique.

As shown in the Table 6.4, although our techniques seem to have high False Negatives,
True Positives are never zero for both of the mitigation techniques, which guarantees
that the ordinary operation of RPL is not disrupted since all of the nodes in the DODAG
can still update their VNs. High False Negative results experienced by employing
the proposed techniques are acceptable because the proposed techniques significantly
shorten the delay caused by the attacker, reduce the average power, lower the control
message overhead and increase the data packets delivery ratio as well as let nodes to

update their VNs.

6.5 Discussion and additional analysis

The simulation results with respect to various topologies show that it is possible to
mitigate the detrimental effects of the RPL. VNA by employing the proposed mitigation
mechanisms. The Elimination technique with its simplicity provides a mitigation
performance to a certain extent and requires only a tiny amount of ROM space. On the
other hand, the Shield mechanism provides the best mitigation performance with more
resource requirements than the former technique. Thus a trade-off exists where we pay
more attention to the resource constraints but get lower mitigation performance or we

accept to assign more resources for the sake of the best mitigation performance.

In this paper, the proposed mitigation techniques are based on the idea that the
legitimate VN updates can not come from the nodes which are in the direction of
the leaf nodes, in other words which have worse ranks than ours. Because, the rank
information represents the relative distance of a node from the root and the nodes closer
to the root have better rank than the ones farther from the root. In our simulations,

rank of a node is calculated based on the parent’s rank and the expected transmission
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count. However, it is possible that some nodes in the network may fail and routing
holes can occur. If a routing hole appears, then the legitimate VN updates may have to
follow different paths which may look like breaking our basis idea on the direction of
VN update dissemination. In order to evaluate such a situation, we ran a separate
simulation on the Random topology, where such a routing hole can be created by
removing the node at the position 7 (i.e., Node 7). The left hand side of the Figure 6.9
shows the sub-DODAG and the corresponding parent-child relationships before the
routing hole. Our mitigation schemes expect the legitimate updates to be disseminated
as follows: firstly, Node 7, then the nodes 9, 29 and 34 and then the rest of the nodes
in the sub-DODAG. We removed Node 7 and created a routing hole just before a
legitimate VN update initiated by the DODAG root. We observed that this segment of
the network starts to rebuild the sub-DODAG and create new parent-child relationships
as shown in the right hand side of the figure. Until the sub-DODAG is rebuilt, nodes
do not change their VN. But when the sub-DODAG is rebuilt, the nodes change their
VN one by one starting from new parents to new children according to our mitigation

schemes.

Figure 6.9 : A segment of the Random topology before the routing hole and after the
repair.
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6.6 Conclusion of the section

In this paper, we propose two mitigation techniques for the VNA with different
performance outcomes and resource requirements. The first mitigation technique
eliminates the VN updates coming from the direction of the leaf nodes. By this way,
it makes sure that the strongest positions for the VNA are mitigated. However, for the
rest of the attacking positions, it cannot mitigate the effects of the attack. Therefore,
we propose a second mitigation technique in order to mitigate the effect of the attack
regardless of the attacking positions. The second technique allows a node to change
its VN only when majority of its neighbors with better ranks claim a VN update.
The mitigation effectiveness of the proposed schemes is evaluated on four different
topologies. The results show that, it is possible to reduce the detrimental effects of
the attack by employing the proposed techniques while allowing the legitimate VN

updates.

Moving from this study, many things can be done as a future work. One of them
is the analysis of the multiple VN attackers situation which has not been considered
in the literature yet. Another issue would be to analyze the performance of a hybrid
mitigation scenario. If our network has a heterogeneous structure with varying node
resources, then we may want to run the Elimination technique in the nodes with the
lowest resources and for the rest of the nodes, we can consider the Shield technique.
Or, based on the remaining battery level, a node may decide to move from Shield to
Elimination. Another issue to consider can be the incorporation of the mobility which
can change the rank of the nodes and the topology dynamically and may affect the

performance of the attack mitigation.
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7. RPL VERSION NUMBER ATTACK WITH MULTIPLE ATTACKERS

In this chapter, we present our analyses on multiple VN attackers. In order to analyze
and understand the effects of multiple attackers, we firstly created an initial topology
and performed measurements. Following this, we conducted our analyses with a single
attacker, two attackers and three attackers w.r.t. various positioning combinations on a

grid topology.

7.1 Initial Analyses

In order to analyze and understand the effects of multiple VN attackers in RPL
networks, we ran a set of simulations. We wanted to gain insights on how multiple
independent attackers affect RPL operation as well as how it shows itself in network

performance.

7.1.1 Initial topology and the attacker model

We set up an initial topology as shown in Figure 7.1. The initial topology consists
of randomly positioned 13 nodes, amongst 3 of them (i.e., nodes with IDs 7, 12 and
13) are the attackers. The DODAG root (i.e., the node with ID 1) initiates global
repair operation in the RPL network w.r.t. Negative Exponential Distribution as in
Chapter 6. We would like to remind the readers that, we had modified the default
RPL implementation in order to simulate events. Our idea was that events happen
and DODAG root updates the VN as a result of such events. In the default RPL
implementation (i.e., in Contiki 3.0) as we explained previously, there is no defined
way for a DODAG root to update the VN and DODAG root updates the VN whenever

it receives a DIO message with a greater VN.

The attacker nodes in the topology are exactly the same as the other nodes except for
sending DIO messages with an incremented VN. There are three attacker nodes and

each attacker maliciously updates the VN without any cooperation with other attackers.
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Root

Figure 7.1 : Initial topology with node IDs, ranks and parent-child relationships.

Figure 7.1 shows the form of the DODAG with parent-child relationships and rank

values before the attack starts and when the network is stable.

7.1.2 Simulation environment and parameters

In our initial simulations, we again used the Cooja simulator [8] of the Contiki OS
version 3.0 [9]. In Cooja, we used emulated Tmote Sky motes [64]. As in our previous
simulations, the nodes run RPL UDP application where the DODAG root runs the
UDP server and rest of the nodes - including the attackers - run UDP client application.
UDP clients send a temperature reading every minute to the UDP server. We record
the traffic and other logs during the simulation time. The simulation environment has

distance-based loss model with no external interference.

7.1.3 Performance metrics

In our previous studies, we had packet delivery ratio, control message overhead,
average network delay and average power consumption metrics. In this study, we
considered analyzing further parameters. Hence, in addition to the previous metrics,
we monitored routing loops, absence of a route, packet drops due to errors signaled in

RPL header options of IPv6 packets, MAC layer retransmissions and change in rank.
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7.1.4 Initial simulation results

7.1.4.1 Results

We performed simulations on the initial topology. During the analysis of the simulation
logs we realized an interesting behavior when the RPL network is under the attack
of multiple VN attackers. We found out that, rank values of all of the nodes start
increasing and after a while they reach the infinite rank value. Figure 7.2 shows
the changes in the topology. Before getting to the details, we would like to firstly
explain some useful information which may help readers to understand the figure and

the sub-figures.

Figure 7.2 shows the DODAG root, ordinary nodes and the attacker nodes. Ranks of
the nodes are shown beside the nodes in the figure. In the RPL networks, typically the
lowest rank value is 256 and it is owned only by the DODAG root. Rest of the rank
values usually change between 512 and the infinite rank value. In Contiki 2.7 and 3.0,
the infinite rank value is 65535. If a node has an infinite rank in RPL, it means that, it
does not have a preferred parent and it can not be a preferred parent of another node. It
is simply disconnected from the RPL network. The figure also shows the parent-child
relationships. Parent-child relationship is indicated by an arrow starting from the child
node and ending at the preferred parent node. The dashes signify that a child node has
sent a No-path DAO message to its old preferred parent. Just to remind the readers
that, a node sends a No-path DAO to its old preferred parent when it chooses a new

preferred parent.

The figure shows the topological changes starting from the initial form of the DODAG
till the stage where all of the non-root nodes have infinite rank values. Here, we
provided only five snapshots of the RPL network showing that change. However, such
a change does not happen only in five steps and there could be more distinct snapshots
which we could not show due to space limitations. When rank values of every non-root
node reaches infinity, they stay infinite until the root applies the VN update. When
root updates the VN (w.r.t. Negative Exponential Distribution), then starting from root

till leaf nodes, nodes start to obtain their usual or ordinary rank values again. This
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observation was quite interesting for us. We had not observed such a behavior in our

earlier studies, since our simulation log analyses had coarser granularity.
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Figure 7.2 : Change in the ranks and parent-child relationships on the initial topology.

7.1.4.2 Underlying reason

We focused on this issue for a while and analyzed the simulation logs, ran more
simulations and found out the underlying reason. In Contiki’s RPL implementation,
when a node receives a DIO with a newer VN (which happens in both legitimate and
malicious VN updates), it firstly removes all the nodes in its parents table. Then it adds
the DIO sender to its table and tries to select it as the preferred parent. Regardless of
the rank of the DIO sender, the receiver does this operation. Therefore, if DIO sender
had a worse rank value before the reception of the DIO (i.e., DIO with newer VN), then
the receiver node selects it as the preferred parent and calculates its own rank based on
its new preferred parent’s rank. Which means after the VN update, it gets a worse rank
value before the update. This explains the increase in rank values in time when VN

attack takes place.
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However, this is not the complete answer. Because when we were checking the rank
values for a node throughout the simulation time, we were not seeing a linear increase
from 512 to 65535 in time. A node can select the sender of the DIO with a newer VN
as a parent if it has an acceptable rank. If sender’s rank is unacceptable (i.e., infinite
rank) or selecting it as a parent will cause too much increase in rank, then the receiver

node does not select it as a preferred parent. In such a case, it sets its rank as infinite.

Moving from this on, we realized that, when a node changes its preferred parent, it
sends a no-path DAO message to its old parent soon. However, it waits for four seconds
to send a DAO message to its new parent. This is how Contiki RPL works. We believe,
Contiki developers might have thought that a node may receive many DIO messages in
a short while and it is wise to consider all of them and send only one DAO message to
the DIO sender with the best rank among all senders. Anyway, during the attack, nodes
start sending many control messages and every minute they also try to send a UDP
packet. Which means, channel conditions get busier and collisions take place. Nodes
have chance to successfully transmit their messages if they do not drop the packets in
their queues. During this time, packets (both data packets and control packets) wait in
the queues and they can not reach their destinations on time. These channel condition
related issues and nodes delaying sending DAO messages for four seconds cause loops
in the DODAG. When a node detects a loop, it sets the rank of the other node who
caused the loop as infinite. If it tries to select preferred parent and realizes that, no
node in its list has an acceptable rank, which means no suitable parent is found, it
starts local repair mechanism, where it sets its own rank to infinite. In this way, one
by one, nodes start to obtain infinite rank values and after a while, no parent-child
relationship exists within the DODAG. This continues until the DODAG root sends a
DIO message with an updated VN. When the root does this, the nodes close to the root

start to obtain ‘normal’ rank values and create parent-child relationships again.

The outcomes of our initial analysis are as follows:

* VN attack is an interesting attack in a way that only a single DIO with a malicious
VN update can easily cause all of the nodes to be part of the attack by disseminating

the malicious update through the network,
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» Not every attack affects the network efficiently. Sometimes neighboring nodes can
not hear the malicious updates due to various reasons (i.e., sleeping while duty

cycling, receiver buffer being full at the MAC layer, collisions, etc.),

» Since VN attack affects the channel conditions, it causes delays for both data and

control traffic, which makes the system more chaotic,

* It is important to observe the behavior of rank change and loops when considering

the VN attacks.

7.2 RPL Version Number Attack with Multiple Attackers

Up until this point in our thesis, our studies were based on a single VN attacker in RPL
networks. After our initial analysis in the previous section, we wanted to investigate

multiple attackers. The motivation of this study was to reply the following questions:

* Is the number of attackers directly proportional to the effect of the attack?

What is the best positioning for multiple attackers?

— Attackers close to each other or far from each other,

— Position combinations (e.g., all at the center of the DODAG, at the edges of
the DODAG or combinations),

* Which performance metrics are affected by multiple attackers?

What is the best setting from the attacker’s points of view?

7.2.1 Topology and the attacker model

We created a grid topology with 16 nodes for our multiple VN attackers analysis.
Figure 7.3 shows the topology for the analyses of multiple attackers and the form of
the DODAG when network gets stable. All of the nodes in the topology are static

nodes.

In terms of the attacker model, the first issue to decide was the number of attackers. For
this aim, we considered to limit the the number of attackers to 3, which is nearly 20% of

the nodes (i.e., in an RPL DODAG with 16 nodes) that can be malicious. The next thing
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Figure 7.3 : The grid topology and the form of the stable DODAG.

to consider was the positioning of the attackers. Our earlier studies in this thesis had
revealed that, the location of the attacker is important for the VN attack. Therefore we
had to consider the attacking positions for multiple attackers. However where to place
the attackers was our concern now. The first option can be placing a single attacker, 2
attackers and 3 attackers to every possible position combinations within the DODAG.
That means, 15 different positions for single attacker, 105 (i.e., C(15,2)) different
position combinations for 2 attackers and 455 (i.e., C(15,3)) position combinations
for 3 attackers for our current topology. We assume that every non-root node can be an
attacker in these calculations. Since we run at least 10 simulations for each attack case,
it makes thousands of simulations in total. So as to reduce the number of simulations,
we came up with a leveling approach, which divides the DODAG into breadth-first
search like levels. If we redraw the DODAG based on the levels of nodes as in trees,

we can get four levels based on the parent-child relationships as shown in Figure 7.4.

Instead of running simulations for every possible position combination for multiple
attackers, we decided to form position combinations based on the levels in Figure 7.4.
This approach significantly reduced the number of simulations. For 2 attackers,
we selected 48 position combinations and for 3 attackers, we selected 54 position
combinations considering the location of the attackers in the network (e.g., center,
edge), distance between nodes (e.g., close, far) on the topology and combinations of
the levels. The attacker combinations are outlined in Table 7.1, Table 7.2 and Table 7.3

for single, two and three attackers respectively.
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Figure 7.4 : Layered DODAG of the topology.

Table 7.1 : Single attacker positions.

Table 7.2 : Positions of two attackers.

’ Level

\ Attacker Position ‘

Level-1 | 2,5,6

Level-2 | 3,7,9, 10, 11

Level-3 | 4,8, 12, 13, 15, 16

Level-4 | 14

Level | Attackers’ Positions

Level-1 2-5,2-6

Level-2 3-7, 3-9, 3-10, 3-11, 7-10

Level-3 4-8, 4-12, 4-13, 4-15, 4-16, 12-16, 13-16

Levels-(1-2)

2-3,2-7,2-10, 2-11, 3-6

Levels-(1-3)

2-12, 2-13, 2-15, 2-16, 6-12, 6-13, 6-16

Levels-(1-4)

2-14, 5-14, 6-14

Levels-(2-3)

3-4, 3-8, 3-12, 3-13, 3-15, 3-16, 10-16, 11-16

Levels-(2-4)

3-14,7-14, 9-14, 10-14, 11-14

Levels-(3-4)

4-14, 8-14, 12-14, 13-14, 15-14, 16-14
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Table 7.3 : Positions of three attackers.

’ Level | Attackers’ Positions ‘
Level-1 2-5-6
Level-2 3-7-11, 3-10-11, 7-10-11
Level-3 4-8-12, 4-12-13, 4-13-15, 4-13-16, 8-12-15,

8-12-16, 12-13-15, 12-15-16

Levels(1-2) | 2-3-5, 2-3-6, 2-7-10, 2-10-11, 3-5-11, 6-7-11
Levels(1-3) | 2-4-12, 2-5-12, 4-6-13, 6-8-15, 6-12-15
Levels—(1-4) | 2-5-14, 2-6-14

Levels—(2—3) | 3-4-7,3-7-16, 3-12-13, 3-12-15, 7-10-16, 7-11-12,
7-11-15,7-11-16

Levels—(2—4) | 3-7-14, 7-10-14, 7-11-14

Levels—(3—4) | 4-13-14, 8-12-14, 12-14-15

Levels—(1-2-3) | 2-89, 2-9-15, 5-9-13, 6-11-12
Levels—(1-2—4) | 6-10-14, 6-11-14

Levels—(1-3-—4) | 2-3-14, 5-13-14, 5-14-15, 6-14-15
Levels—(2—3—4) | 3-12-14, 3-14-16, 11-14-15

7.2.2 Simulation environment and parameters

In our simulations, we used the Cooja simulator of the Contiki OS version 3.0. In
Cooja, we used emulated Tmote Sky motes. As in our previous simulations, the nodes
run RPL UDP application where the DODAG root runs the UDP server and rest of
the nodes - including the attackers - run UDP client application. UDP clients send a
temperature reading every minute to the UDP server. We record the traffic and other
logs during the simulation time. The simulation environment has distance-based loss

model with no external interference.

In terms of the RPL global repair mechanism, we kept the default RPL implementation
in which the DODAG root only the updates the VN whenever it receives a DIO with a

greater VN.

7.2.3 Performance metrics

In our initial anaylsis, we had several performance metrics which we could analyze.
These were packet delivery ratio, control message overhead, average network delay,
average power consumption, routing loops, absence of a route, packet drops due to
errors signaled in RPL header options of IPv6 packets, MAC layer retransmissions

and change in rank. Instead of using all of these metrics, we wanted to consider the
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attackers’ point of view in order to evaluate the performance. Hence, an attacker may

target three goals:

» Causing more data packets to be lost,
* Causing longer delays,

* Causing the waste of more energy and thus depleting the batteries.

Therefore, we focused on the packet delivery ratio, average network delay and
power consumption results in terms of number of attackers and attacking position
combinations. We also measured rest of the metrics and considered them as
supplementary performance metrics in order to understand the results regarding with

these three performance metrics.

7.2.4 Simulation results

We ran simulations for attack-free case, for single attacker, for two attackers and for
three attackers cases. We ran 10 simulations for each case, which makes in total (1 +
15+ 48 +54) x 10 = 1180 simulations, where 1 x 10 simulations are for attack-free
case, 15 x 10 simulations are for single attacker case, 48 x 10 for two attackers case
and 54 x 10 simulations for three attackers cases. We obtained the results with 95%

confidence interval.

In terms of the simulation results, we considered to provide results from two

perspectives:
* Comparison of number of attackers with respect to each performance metric,
* Comparison of position of the attackers with respect to each performance metric

and different number of attackers.

In the first class of comparisons, we obtained the results for all single attacking
positions, then for all two attackers positions and three attackers positions. In
Section 7.2.4.1, we show how each performance metric changes when we increase

the number of attackers.
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Figure 7.5 : Coloring scheme for single attacker case.

Figure 7.6 : Coloring scheme for two attackers case.

Figure 7.7 : Coloring scheme for three attackers case.

In the second class of comparisons, we thought of using a coloring scheme where
colors starting from red to light green depict the closure of attacker(s) to the DODAG
root. The red color signifies the attacker(s) is/are close to the DODAG root and the
light green signifies that the attacker(s) is/are far from the DODAG root. We provided
the coloring schemes for single, two and three attackers in Figure 7.5, Figure 7.6 and
Figure 7.7 respectively. As we have used the leveling approach (see Figure 7.4) and
combinations of levels (see Table 7.2 and Table 7.3), we assigned the colors with
respect to the sum of the levels of each attacker in multi-attacker cases. For example,
for single attacker case, if the attacker is in Level 1, then it is assigned to red and if it
is in Level 4, it is assigned to light green. For two attackers cases, if level sum of the
attackers is 2, then this combination is assigned to red and if level sum of the attackers
is 7, then that combination is assigned to light green. For three attackers cases, colors
are assigned with respect to level sums that can be between 3 and 10. In all simulation
results, the blue color signifies the case where no attacker exists (i.e., shown as N/A in

the figures).

7.2.4.1 Comparison of number of attackers

We compared the three performance metrics with respect to number of attackers. The
simulation results are shown in Figure 7.8 for packet delivery ratio, Figure 7.9 for
average network delay and Figure 7.10 for average power consumption. We would
like to inform the readers that coloring scheme is not used in these figures. It is used

in the following subsection.
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Figure 7.8 : Comparison of number of attackers in terms of packet delivery ratio.

Packet delivery ratio results show that higher the number of attackers, lower the
delivery ratio. When there is no attacker, we do not see any packet loss since the
topology is simple and there is no external interference. However, as the number
of attackers increases, packet delivery ratio drops down to 36% for single attacker,
27% for two attackers and finally 22% for three attackers. In terms of supplementary
performance metrics for dropped packets, we measure packet drops due to route errors
(i.e., state when no route exists), drops due to IPv6 packets’ header processing errors
and drops at the MAC layer (i.e., reaching the max. retransmission count, buffer
allocation errors, full neighbor queues). When we have a look at the supplementary
performance metrics results, we see that majority of packet drop messages are route
error messages. It is followed by the drops at the MAC layer. Packet drops due to

header processing errors are less than both of the other metrics.
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Figure 7.9 : Comparison of number of attackers in terms of average network delay.
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Average network delay results show that single attacker and two attackers cause
longer delays than three attackers. Results show that VN attack causes between
sixteenfold and twentyfold increase in delays comparison to the no attack case. We
can not explain the reason of three attackers case having shorter average network
delay results than single attacker and two attackers. In the calculation of average
network delay results, we consider only the packets which successfully arrive to
the DODAG root. Considering the packet delivery ratios in Figure 7.8, we see that
number of successfully delivered packets w.r.t. number of attackers changes like
single attacker > two attackers > three attackers. However, we can not see a similar

or opposite relation between the number of attackers for average network delay.

Average power consumption results show that effect of single, two and three attackers
are quite close to each other. We can not really claim that, increasing the number
of attackers seems to increase the average power consumption. When we think of
power consumption of a node, we can relate it with parameters that reside at different
layers of the protocol stack. At the application layer, it is related to the number
of data packets generated, which is in this case same for all attacking cases. At
the transport layer, we can relate it with the transport protocol, which is UDP for
all attacking cases. At the network layer, we can relate power consumption with
number of generated RPL control messages, number of route errors which cause
a packet to be dropped without going down to MAC layer and header processing
errors of IPv6 packets which again cause a packet to be dropped. When we check
the average number of RPL control messages generated and header processing error
counts (i.e., we measure these parameters as supplementary performance metrics),
we see that average of all of the results for each attacker cardinalities are close
to each other. In terms of route errors, with slight differences, results have
single attacker < two attackers < three attackers relationship. Hence, network layer
results do not imply a significant power consumption difference between different
number of attackers when we consider the average of all attacking positions for
each cardinality of attackers. At the MAC layer, power consumption is related to
transmission attempts of IEEE 802.15.4 frames. In this layer, we do not have the
average or total number of transmission attempts. But, we have MAC layer error

counts. Number of fragments dropped at MAC layer for different number of attackers
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has singleattacker > twoattackers > three attackers relation. The results are again not
too distant from each other. So, all of the supplementary metrics we measure imply

average power consumption results to have a behavior as shown in the Figure 7.10.
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Figure 7.10 : Comparison of number of attackers in terms of average power
consumption.

In this subsection, we provided the simulation results for three performance metrics
with respect to number of attackers. We provided the averages of the results for single
attacker, two attackers and three attackers. Although analyzing the averages of the
results gives an overall idea, seeing the results for each attacking position may be
helpful too. In addition to this, investigating whether position of the attackers can still
give valuable information is needed as well. Therefore, on the following subsection,
we provide individual simulation results and consider whether the position of the

attacker(s) is/are still important for VNA.

7.2.4.2 Comparison of position of the attackers: packet delivery ratio

Packet delivery ratio results for single attacker, two attackers and three attackers are
shown in Figure 7.11, Figure 7.12 and Figure 7.13 respectively. Closure of attacker(s)
to the DODAG root is signified as the coloring scheme explained in Section 7.2.4
where, bright red shows the position being close to the DODAG root and light green
shows the position being far from the root. No attacker case on the other hand is
shown in blue with N/A label. In these figures, each attack position combination is
shown at the x-axis, whereas y-axis shows the packet delivery ratio results in terms of

percentages. For the sake of comparisons, we sorted the results in ascending order.
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The simulation results for single attacker cases show that, the lowest delivery ratios
were obtained for positions that are in the center of the network (i.e., nodes with IDs
6, 7, 10 and 11). The attacking positions that have the highest packet delivery ratios
are positions 4, 13, 2, 5 and 16. Among these, positions of 2 and 5 are the closest
positions to the DODAG root and positions 4, 13 and 16 are the positions both far
from the root and located at the edges of the topology. For multiple attacker cases, we
see a similar pattern where central attacking positions cause the lowest packet delivery
ratios. However in our earlier study in Chapter 5, we had found out that VNA causes
the lowest packet delivery ratios for the positions that are located far from the root. This

was interesting for us and we investigated the underlying reason in Section 7.2.4.5.
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Figure 7.11 : Packet delivery ratio results w.r.t. attacking positions for single attacker
case.
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Packet delivery ratio results w.r.t. attacking positions for two attackers case.

Figure 7.12
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7.2.4.3 Comparison of position of the attackers: average network delay

Average network delay results for single attacker, two attackers and three attackers are
shown in Figure 7.14, Figure 7.15 and Figure 7.16 respectively. Closure of attacker(s)
to the DODAG root is signified as the coloring scheme explained in Section 7.2.4
where, bright red shows the position being close to the DODAG root and light green
shows the position being far from the root. No attacker case on the other hand is
shown in blue with N /A label. In these figures, each attack position combination is
shown at the x-axis, whereas y-axis shows the average network delay results in terms
of milliseconds. For the sake of comparisons, we sorted the average network delay

results in descending order.
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Figure 7.14 : Average network delay results w.r.t. attacking positions for single
attacker case.

Simulation results depicted in Figure 7.14, Figure 7.15 and Figure 7.16 show that,
effect of the attack gets stronger when attacker(s) get(s) closer to the root. In all of
the figures, we see that red-colored bars are the majority of the bars that have the
longest average network delay values. On the other hand, green bars are the majority
for the lowest delay values. This is an interesting outcome since we had not found
such a correlation between the position of the attacker and average network delay in

our ealier study (i.e., our study in Chapter 5).

In terms of the distance between multiple attackers and the effect of the attack, we
could not find a relation. We can not say whether attackers should be a neighbor of

each other or far from each other in order to cause the longer delays.

In terms of attackers’ placement, edge or center, we can say that attackers in the center

tend to cause shorter delays than attackers at the edges.
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7.2.4.4 Comparison of position of the attackers: power consumption

21
o
1

Distance to DODAG root

4
%

o o o o o 9
& & & & & &

Power Consumption Per Successfully Delivered Packets (mW)
=3

o

NA 6 10 7 11 14 12 9 15 3 3 8 2 16 4 13
Attacker Position

Figure 7.17 : Power consumption per successfully delivered packets w.r.t. attacking
positions for single attacker case.

Power consumption results per successfully delivered packets for single attacker, two
attackers and three attackers are shown in Figure 7.17, Figure 7.18 and Figure 7.19

respectively.

For single attacker cases, highest power consumption per successfully delivered
packets were obtained for the positions that are at the center of the topology, in other
words for positions 6, 10, 7, 11. The lowest power consumption per successfully
delivered packet values were obtained for the positions that are at the edges of the
topology (i.e., 16, 13, 4). In terms of distance to the DODAG root, although results for
the attacking positions 2 and 5 are lower than several positions, closer positions seem
to cause more power consumption per successfully delivered packets values than the

farther positions.

The simulation results for multiple attacker scenarios show a similar behavior to single
attacker cases.This result again was interesting for us since we had not found such a
correlation between the position of the attacker and average power consumption in our

earlier study.

For power consumption per successfully delivered packets results, we cannot say that

the distance between attackers has correlation with the effects of the attack.
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7.2.4.5 Investigation of obtaining different results

Since the obtained results of this study are different than our earlier study, we focused
on the investigation of the underlying reasons. There exist topological differences
between the studies. As a start, we suspected that the differences in simulation
topologies could be the underlying reason. The earlier study was considering a single
attacker in a factory environment. There were 44 nodes in the topology where, four of
them were mobile nodes and the rest were static nodes. Among the static nodes, 26
of them were positioned on a grid and 14 nodes were positioned randomly. All of the
nodes were emulated Tmote Sky motes. Nodes were running the RPL UDP application
with Contiki 2.7 and were sending a temperature measurement to the DODAG root
every minute. On the other hand, our current study has 16 nodes. All the nodes
are static and they are placed on a grid topology. Nodes again run the RPL UDP
application with the same data packet generation rate. However they accommodate the

updated version of Contiki, namely Contiki 3.0.

In order to make sure that the main reason for different performance results stems
from the topological differences, we decided to run two sets of simulations with the
same topology but with different operating system versions. Hence, we constructed
exactly the same simulation topology of our earlier study which had Contiki 2.7 with
Contiki 3.0 in this case. We made sure that both simulations start with the same random
seed, mobile nodes in both simulations have exactly the same mobility pattern and
both simulations run for the same durations. For the basic comparison, we decided to
compare the packet delivery ratio results. For this aim, we selected four positions in the
topology for a single attacker where, two positions (14 and 40) are the closest positions
to the DODAG root and the other two positions (19 and 25) are the farthest positions to

the root. When we run the simulations for 10 times, we obtained the following results:

Table 7.4 : Comparison of Packet Delivery Ratio (%) results for Contiki 3.0 and
Contiki 2.7.

Attacker Position 14 40 19 25
Packet Delivery Ratio for Contiki 3.0 || 33.29 | 29.57 | 32.97 | 39.16
Packet Delivery Ratio for Contiki 2.7 || 78.77 | 74.69 | 48.55 | 49.69
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The obtained results show that the underlying reason for different results is not related
to the topology. Because we did not obtain similar results for both of the simulations
under the same topology, same random seeds, same mobility patterns and same

durations.

After inspecting the topology, we considered reviewing our performance evaluation
mechanism, especially the logging part. In all of our simulations with Contiki Cooja,
we print the associated logs using C prinf functions. At the end of the simulations,
a performance evaluation code developed by us reads the log files and calculates the
performance metrics during that simulation. This is one of the drawback of Contiki
Cooja since it does not provide performance results inherently. Before the performance
evaluation of each study, we make sure that the logging mechanism runs correctly.
When we compared these two studies in terms of performance metrics, we realized that
significantly more performance metrics are logged in the latter study in comparison to
the earlier one. Packet delivery ratio, control message overhead, average network
delay and average power consumption , routing loops, absence of a route, packet
drops due to errors signaled in RPL header options of IPv6 packets, MAC layer
retransmissions and change in rank are measured in the multiple attacker simulations.
However only the first four metrics (i.e., Packet delivery ratio, control message
overhead, average network delay and average power consumption) are measured in
the earlier study. We suspected that measuring many performance parameters might
have caused an overhead which affects the simulation outcomes. In order to validate
this idea, we started to remove the performance parameters from the simulations with
Contiki 3.0 one by one, run the simulations again and compare the performance. What
we realized after running tens of simulations with 95% confidence intervals is that,
among all the performance parameters, logging the dropped fragments at the MAC
layer affects the simulation results by 5%. We found out that our logging mechanism
at the MAC layer does some math operations in order to print the fragment content
in human readable character strings. And these math operations cause the node to be
busy with calculations. We fixed this bug immediately. However, realizing this bug
and fixing it did not make much difference for our investigations. Our analysis showed
that the underlying reason for obtaining different results is not related to the logging

mechanism.
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As the final analysis, we started to compare the RPL implementations of Contiki
versions 2.7 and 3.0. When we compared the implementations, we realized that the
RPL implementation within the updated version has significant differences. There exist
several differences in the RPL implementations of two versions, which are related to
forwarding or dropping the packets, resetting DIO timer, applying global repair as a
result of header verification errors, sending control messages in specific situations, etc.
We concluded that the operating system updates caused us to obtain different results

for RPL networks under the attack of VNA.

7.3 Mitigation of Multiple Attackers with Elimination and Shield Techniques

In this section, we analyze how effective our novel mitigation techniques, namely

Elimination and Shield (Chapter 6) are against multiple version number attackers.

We performed simulations in order to analyze the performance of our novel mitigation
techniques. For this aim, we selected a set of attacking positions for two and three
attackers cases in the Grid Topology (Figure 7.3) and placed our mitigation techniques

to each legitimate node. The attacking positions we selected are as follows:

* Two attackers positions: 2-6, 2-5, 4-13, 7-10, 11-14, 12-16,

* Three attackers positions: 2-5-6, 4-13-16, 7-10-14, 7-10-11, 12-15-16.

We selected these positions based on the strongest attacking positions for power
consumption results for multiple attacker cases, which were given in Figure 7.12 and
Figure 7.13, positions that are close to the DODAG root and positions that are at the

edges of the topology.

The simulation results for the analysis of our mitigation techniques against multiple
attackers are given in Figure 7.20. The figure shows the packet delivery ratio
with respect to the selected two and three attacker positions based on the employed
mitigation technique where RPL Under Attack shown in blue signifies no mitigation
technique and RPL+FElimination and RPL+Shield signify elimination and shield

techniques which are running on legitimate nodes respectively.

The simulation results clearly show that, our mitigation techniques are highly effective

for multiple attacker scenarios. Shield technique again provides better results in
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Figure 7.20 : Multiple attackers mitigation results for packet delivery ratio.

comparison to Elimination. The highest packet delivery ratios (100%) were obtained
for attacking positions that are at the edges of the topology (i.e., positions 4-13 and
4-13-16).

The strongest attacking position for two attackers case was the position of 7-10 which
had packet delivery ratio of 18% for RPL under attack. Another strong position was the
position of 11-14 with packet delivery ratio of 21%. Elimination technique mitigates
the effect of the attack and enables RPL network to have a packet delivery ratio of
51% under attack. Whereas Shield achieves a better result and by means of Shield,
even for the strongest attacking position, we can reach to 72% packet delivery ratio.
For the attacking position of 11-14, Elimination yields to 61% and Shield yields to

80% packet delivery ratios.

For the strongest attacking positions for three attackers cases, which are the positions
of 7-10-14 (packet delivery ratio of 15%) and 7-10-11 (packet delivery ratio of 16%),
Elimination and Shield help us to improve the packet delivery ratios. Elimination
yields to 48% for both of the positions. However, Shield yields to 64% for the attacking
position of 7-10-14 and 71% for 7-10-11.

Only one position combination causes our mitigation techniques not to be effective,
which is shown as the position of 2-5-6 where three attackers are placed to the positions
of 2, 5 and 6. This result is very reasonable considering the logic of our mitigation
techniques. As we explained in Chapter 6, our mitigation techniques were formed

based on two important points:

* For Version Number Attack, attacking positions that are far from the root have the

strongest effect on the performance of the network,
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» Legitimate Version Number Updates can be initiated only by the DODAG root and
that is why such an information is disseminated through the network from root’s

side down to the leaf nodes’ sides.

These important points formed our mitigation techniques. When we consider the
attacking position of 2, 5 and 6 in our topology given in Figure 7.3, these three
positions are the closest positions to the DODAG root. And they are the critical
positions where no other node exists in the DODAG apart from these nodes that, any
information to and from the DODAG root can pass through. In other words, this
is the only attacking position combination that completely eliminates our mitigation
techniques. Because they will always have better rank values than any other non-root
node in the DODAG (disables the effect of Elimination technique) and they will always
be the only parents that will act like a trustworthy parents for other nodes (disables
the effect of Shield technique). This is the reason why our mitigation techniques
seem to fail. Results show that Elimination still seems to improve the packet delivery
ratio but Shield seems to cause lower delivery ratios. Since Shield is ineffective by
design here and since it causes processing overhead to the nodes, it is reasonable for
RPL network to have a lower packet delivery ratio with Shield than RPL without any
mitigation technique here. Nevertheless, since this position combination (2-5-6) is the
closest position to the DODAG root, it would be highly probable by any other security

mechanism or network administrator to find out the attacking nodes.

Mitigation performance of Elimination and Shield techniques in this section may look
lower than the performance obtained in Chapter 6. The underlying reason is related to
the RPL configuration details in both studies. In our earlier study which we explained
in Chapter 6, we needed to understand how our novel mitigation techniques will act
against legitimate version number updates. However, there was a point with Contiki
RPL implementation in which there was no mechanism for DODAG root in Contiki
RPL to update the version number. Interestingly, although it was not changing the
version number, if it receives a DIO with a newer version number, then it was updating
the version number of the DODAG and starting global repair operation without even
considering who updated the version number. In order to analyze the accuracy results
of our mitigation techniques, as we mentioned in Chapter 6, we had modified the RPL

implementation so that DODAG root initiates the version number updates with respect
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to intervals with negative exponential distribution and it does not update the version
number at all except for these update points. However in this study, we kept the default
RPL implementation and integrated our Elimination and Shield mechanisms. When we
consider these two RPL configurations, we can say that in the previous configuration
less version number updates were being initiated by the DODAG root since it was not
changing the VN except for the update points. However, in the latter configuration any
malicious update which was not successfully filtered by our mitigation techniques can
force the DODAG root to change the version number, thus start another network wide
repair operation. Mitigation performance of Elimination and Shield techniques in this

study are not as much high as the ones in Chapter 6 with this reason.

7.4 Conclusion of the Section

In this chapter we focused on analyzing the effect of multiple VN attackers. With this
aim, we firstly ran simulations on an initial topology. Afterwards, we created a grid
topology with 16 nodes and determined attacking positions for single, two and three
attackers. Our simulations led us to the results that we had not observed in our earlier

study.

In our earlier study, we had found out that the packet delivery ratio and the control
packet overhead results were highly correlated to the location of the attacker. In
terms of power consumption and average network delay, we had not realized such
a correlation. These findings, except for the power consumption results, had also been
verified by a predecessor study [10] (the predecessor study does not consider the power

consumption results).

In this study we had single, two and three attackers. We performed two sets of
comparisons. In the first set of comparisons, we investigated the effect of increasing
the number of attackers for three performance metrics. We realized that, increasing
the number of attackers affects only the packet delivery ratios. In the second set
of comparisons, for three performance metrics, we considered each attacker class
separately. For average network delay we realized that affect of the attack gets stronger
for the position combinations that are close to the DODAG root. For packet delivery
ratio results and power consumption per successfully delivered packets, attackers at the

center of the network caused the highest packet losses. These results were interesting
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for us since our earlier study and another study had not realized such affects. Therefore,
we conducted analysis to find out the underlying reasons. We considered topological
differences, logging mechanisms and operating system changes. Finally, we concluded
that, OS updates are the underlying reason for us to obtain different results for an RPL

under VNA.

In the last part of the chapter, we evaluated the performance of our mitigation
techniques against multiple attackers based on packet delivery ratio results. We found

out that our mitigation techniques successfully mitigate the effect of multiple attackers.
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8. CONCLUSIONS

In this thesis, we studied security of the IoT from the DoS Attacks point of view.
We specifically focused on a subclass of the [oT, namely the LLNs in which
resource-constrained devices form a network to connect to the Internet in a lossy
environment. The IEEE and the IETF proposed several standards and protocols for
LLNs which bear the characteristics of such networks in mind. For the PHY and MAC
layer, IEEE 802.15.4 standard was proposed. Since IPv4 address space is already
consumed, standardization organizations considered to employ the IPv6 addressing
scheme for devices in the LLNs. In order to route the IPv6 packets within the LLNs,
the RPL was proposed by the IETFE. Since the maximum transmission unit is 127
bytes in the IEEE 802.15.4-based standards, the IETF proposed an adaptation layer
under the name of the 6LoWPAN, which provides header compression mechanisms in
order to fit IPv6 packets into the MAC layer fragments. On top of the network layer,
standardization organizations considered to use the UDP, instead of the TCP for the
LLNs due to the resource-constraints. For the application layer and above, the CoAP

and the CBOR were proposed by the IETF.

As we study the security of the LLNs, we analyzed the standardization efforts to secure
the LLN-based IoT networks. Considering the pros and cons of the security solutions,
resource-constraints, QoS requirements, implementation challenges, deployment
environments and users, the Internet connectivity and the D/DoS attacks targeting the
existing computer networks, we believed that there is a need for the LLNs to be secured
against such attacks. Hence, we researched the D/DoS attacks which may target the
LLNs. Our research revealed that, the LLNs can be the target of D/DoS attacks which
can be either new (due to new protocols and standards) or old (attacks that have been
targeting the existing networks). We analyzed the works that analyze the effects of the
attacks, cryptography-based security solutions, protocol security studies and intrusion

detection and mitigation systems that are specifically designed for the LLNs.
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After our analysis, we decided to focus on the RPL protocol and the RPL VN attack.
In VNA, an attacker maliciously changes the VN, thus initiates an illegitimate global
repair operation. However, in an ordinary RPL network, global repair operation can
be started only by the DODAG root. Our motivation to choose the VNA among the
other attacks were manifold. First of all, it was a pretty new DoS attack and it was not
studied much in the literature. Since it was new, there was no detection or mitigation
study or any in-depth analysis. It was also an interesting attack for us that, it did not
need thousands of attackers, but only a single attacker was enough to affect the whole

network.

In order to analyze the effect of the VNA, we created a realistic topology considering
the IETF’s routing requirements documents for the LLNs. Using the Contiki Cooja, we
simulated a single attacker at several positions within the RPL DODAG. Our topology
had mobile nodes and hence, mobile attackers. We employed a probabilistic attacker
model to identify the best setting for an attacker, not only in terms of the position, but
also the attacking probability. Our analysis with respect to packet delivery ratio, RPL
control message overhead, average network delay and average power consumption
metrics showed that, control message overhead and packet delivery ratio results are
highly correlated to the position of the attacker. Effect of the attack gets stronger as
the attacker gets farther from the DODAG root. In terms of the attacking probability
and the effect of the attack, we figured out that, performance of the network gets worse
as the probability of attacking increases. Simulation results for mobile attackers show
that, mobile attackers have nearly the same detrimental effects on the network as the

best attacking positions for a static attacker.

Our analysis with a single attacker revealed that, the VNA is a very serious threat
for the RPL-based LLNs. It misuses the global repair operation of the RPL protocol
and forces the complete network to be rebuilt over and over again. During this time,
an excess amount of RPL control messages are generated, majority of the application
data packets are lost, average delay and power consumption are severely increased.
Results showed that, effect of the attack gets more detrimental when the attacker
is far from the root. Which implies that, the leaf positions of the DODAG are the
best positions for an attacker to start an illegitimate VN update. However, the RPL

specification indicates that, the VN update can only be initiated by the DODAG root,
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which is completely the opposite direction. These two observations led us to come
up with a new and very basic mechanism which would allow the VN updates coming
from the direction of the DODAG root and stop the VN updates coming from the
opposite direction (i.e., from the direction of leaf nodes). We considered to use the
rank parameter in order to understand the position of nodes relative to each other.
We named it as the elimination technique, which checks the sender of the incoming
DIO with a greater VN. If the sender has a worse rank than the receiver node, it
shows that it is positioned at the lower portions of the DODAG. Hence, the DIO is
discarded since such an update should not come from that portions of the DODAG. We
believed that the elimination technique would be very efficient to mitigate the effect
of the VNA consisting of a single attacker. Since it eliminates the VN updates started
from the direction of leaf nodes (positions at which VNA is the strongest) towards
the DODAG root, the strongest attacking positions could be eliminated by this way.
However, if the attacker is not far from the root, in other words, if the attacker is an
intermediate node within the DODAG, then it can still affect the lower portions of
the DODAG since the elimination technique will allow it. In order to overcome this
issue and propose a complete solution, we came up with the shield mechanism that
is based on the elimination technique. In shield, every node works on its own and
keeps a list of its neighbors that have a better rank value than itself in a table, which
we call as ShieldList. If it receives a DIO with a greater VN (which signifies that a
VN update is taking place), it firstly checks whether the DIO sender is in its ShieldList
or not. If it does not exist within the table, then it discards the DIO. Because, such
a DIO can come only from the direction of the DODAG root and possible senders
are already listed in the ShieldList table. However, if the DIO sender exists within
the table, then comes a trust mechanism, in which the receiving node expects other
neighboring nodes (nodes within the ShieldList table) to announce such an update. It
waits until majority of the ShieldList entries claim a VN update. Hence, it does not
trust a single neighbor claiming a VN update, but trusts more neighbors announcing
the same update. Thus, it can provide a solution not only against the attackers at the
leaf nodes, but also attackers at the intermediate positions. Our simulation results show
that, by means of the proposed novel mitigation techniques, the delay caused by the
attacker can be shortened up to 87%, the average power consumption can be reduced up

to 63%, the control message overhead can be lowered up to 71% and the data packets
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delivery ratio can be increased up to 86%. The proposed techniques, while allowing
the ordinary RPL operation, trade off the mitigation performance against the resource
overheads and thus allow network administrators to choose the right scheme for their

RPL network.

In the last part of our thesis study, we focused on multiple VN attackers. We
performed two sets of comparisons. In the first set of comparisons, we investigated
the effect of increasing the number of attackers. In the second set of comparisons,
we analyzed the effect of multiple attackers positions. Simulation results showed
that, increasing the number of attackers affects only the packet delivery ratios. In
terms power consumption per successfully delivered packets, the lowest values were
obtained for the positions that are at the edges of the topology. In terms of distance
to the DODAG root, closer positions seem to cause more power consumption per
successfully delivered packets values than the farther positions. For packet delivery
ratio and average network delay results, attackers at the center of the network caused
the highest packet losses and longest delays. These results were interesting for us since
our earlier study and a predecessor study had not realized such affects. Therefore,
we conducted analysis to find out the underlying reasons. We considered topological
differences, logging mechanisms and operating system changes. We concluded that,
OS updates are the underlying reason for us to obtain different results for an RPL
network under the VNA. Finally, we evaluated the performance of our mitigation
techniques against multiple attackers based on packet delivery ratio results. We found

out that our mitigation techniques successfully mitigate the effect of multiple attackers.

All along our thesis study, we used Contiki OS and its simulator Cooja for
implementations and performance analysis. Contiki is an open source operating system
developed specifically for the IoT devices. It provides the implementations of the
standardized protocol stack as well as libraries (e.g., data structures, timers, memory
management) for application developers. Cooja simulator comes with Contiki, which
employs the emulations of TI MSP-430-based microcontrollers. Using Cooja, it is
possible to quickly simulate an IoT network consisting of IoT nodes with Contiki
application images. However, there is one drawback with Contiki and Cooja. It is
troublesome to evaluate the performance of your custom IoT application. Network

simulators (e.g., NS, OPNET) usually have built-in libraries or modules that help a
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researcher to create traffic types (i.e., constant bit rate, Poisson, self-similar traffic).
However in Contiki, we have to implement it to the application source code manually.
Secondly, Contiki does not provide built-in performance evaluation support, which
again is usually provided by the network simulators. In Contiki, we have to put C printf
statements to generate logs, which we process the logs at the end of the simulations
to calculate the performance. This may not be too difficult for some metrics, such as

packet delivery ratio, average delay. However, questions such as:

Where do we see the dropped packets? At which layer of the protocol stack?

What was the reason of a packet to be dropped at a specific layer?

» Can we see the packets that are still in the queues of the nodes?

Why did the node send that control message?

Why do we get different results for different versions of the operating system?

are quite difficult to answer when we are working with Contiki. In addition to this,
since we print the log messages for every node, the simulation times get longer as
the number of parameters that are logged increase. Moreover, not only the logging
parameters affect the simulation times, but also the number of nodes within the
simulation. Therefore, it takes very long to run simulations that have nodes more than
36 nodes in the topology. This was the actual reason of us for considering alternative
ways to reduce the number of simulations for performance evaluations. Nevertheless,
we had to use Contiki because no alternative OS was both providing the open source

implementations of the protocol stack and simulator at the same time.

In this thesis, we started with studying the security of the LLNs and D/DoS attacks
targeting such networks. Then we focused on the routing layer and a DoS attack that
targets the RPL-based LLNs, namely the VNA. We analyzed the effect of it, we came
up with two novel mitigation techniques to reduce the effects of it. Finally, we studied
multiple VNAs. However, this is not the end of the journey for secure IoT networks.
There exists several D/DoS attacks targeting the LLNs and the VNA is only one of
them. We have to consider other attacks too. At this point, IDSes come into the

mind. However, existing IDSes proposed for IoT target only a few attacks. When we
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consider the categorization of the attacks with respect to the layers, we can see that
application layer and above were not studied intensively for the LLNs. So, only the
insider attackers were studied. However, since IoT networks will have the Internet
connection, we can not ignore the outsider attackers. In addition to this, all of the
studies in this respect aim to protect the [oT networks from the attackers. However, we
have to think of scenarios where compromised IoT networks are used to apply D/DoS
attacks. Therefore, we need to investigate what we can do in such scenarios. All in
all, security of IoT networks is still a crucial question with many unexplored topics of

research.
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